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Abstract Federation in identity management has emerged as a keypidiocee-
ducing complexity in the companies and offering an impraveer experience when
accessing services. In this sense, the process of truslisstaent is fundamental
to allow rapid and seamless interaction between diffemerst domains. However,
the problem of establishing identity federations in dynaamd open environments
has not been fully addressed. In this scenarios it is ddsitalbspeed up the pro-
cesses of service provisioning and deprovisioning. Thiepanalyzes the underly-
ing trust mechanisms of the existing frameworks for fed=tadentity management
and its suitability to be applied in the mentioned environteeAfter the main lim-
itations are identified, we propose a generic extensionHerSAML standard in
order to facilitate the creation of federation relatiopshin a dynamic way between
prior unknown parties. Finally, we provide some detailsarégng implementation
issues and present a proof-of-concept application on haswtizh trust decisions
by adding reputation data.

1 Introduction

Federation has emerged as a key concept for identity mar@ageits main goal
is to share and distribute attributes and identity infororatacross different trust
domains according to certain established policies. Thertgthn model enables
users of one domain to securely access resources of anotheirdseamlessly, and
without the need for redundant user login processes. BEatig, the most popular
use case is Single Sign On (SSO), which allows users to atithenat a single site
and gain access to multiple sites without providing any @mlul information. Thus,
separating identity management tasks from service piavisg is possible in order
to reduce complexity in service providers. So service glers can concentrate on
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their core business and also improve user experience wkenaating with various
administrative domains.

The main actors in a federation scenario, as depicted inlf-aye:

Service Providers (SPsgntities which consume identity data, they rely on user
authentication made by a third party; SPs are also cilkdging Partie{RPS).
Identity Providers(ldPs)entities that assert information about a subject; IdPs are
also calledAsserting PartiegAPs). IdPs focus on authentication of users and

management of identity information, which can be sharetl watrious SPs.
e Users which interact (usually via a user agent, e.g. web browsih) SPs. They
are the subject of the assertions.

SP 1 "
Maps Domain A

Service

IDP 1

Mobile Operator
SPn Seamless
Identity interaction,
information
sharing
IDP 2
Travel Agency

SPn

Domain B

Fig. 1 Identity federation across two different administrative dameai

In this example, sharing identity information between thetife Operator (IdP1)
and the Travel Agency (IdP2) allows Bob to log in only once gaih seamless
access to services and applications offered in differemailos. By entering the
Maps Service web page, a location-based service offeretieoiibbile Operator,
and present his credentials (e.g. username and passwanid)¢dh follow a link
to the Travel Agency web page, and access resources suclt@sraodation or
restaurant information without re-authentication.

Identity federation implies many advantages, includingidsl use cases like
cross-domain SSO, user account provisioning, entitlemsriagement and user
attribute exchange. However, current frameworks for itefiéderation have not
been designed taking into account the requirements of dignand open environ-
ments. In these scenarios, companies should have an eaagifadiay to provide
services. But establishing relationships between estiseusually hard to scale,
because trust must be preconfigured before any interacétmelen parties takes
place.

Trust is a fundamental issue to address scalability in iemanagement for
open dynamic environments. In fact, the flexibility of evéegeration framework
is tied to the underlying trust model, often poorly definecwen out of the speci-
fications scope. Thus, trust between parties involved irdarfgion process should
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be managed in a dynamic fashion, avoiding or minimizing depace on central
administration and reducing preconfiguration needs. Agecticonsequence, ser-
vice provisioning and user interaction would be easier aaterflexible, facilitating
composition, enrichment and customization.

The remainder of this document is concerned with showingrthim challenges
in dynamic identity federation and explaining a generieaston to a widely known
identity standard in order to overcome these challengegid®e? reviews current
technologies for identity federation, Section 3 providesoeparative analysis of
the trust mechanisms underlying identity federation tetdbgies and Section 4 de-
scribes our solution proposal. Next, Section 5 explainsesionplementation issues
and presents a proof-of-concept application to demoresttet feasibility of our
idea. Finally, Section 6 summarizes relevant current wottké field and Section 7
ends with the main conclusions and future work.

2 Background: current Identity Federation frameworks

Identity federation can be accomplished by means of formigrhet standards, or
using open source technologies and other openly publighedfeations. Among
the main technologies for identity federatid®ecurity Assertion Markup Lan-
guage (SAML) [13] is the only formal internet standard nowadays. SAML niesi
an XML based framework to allow the exchange of securityrtisses between enti-
ties. Basically, it specifies four different elememssertionswhich are statements
related to authentication, attribute, or authorizationwtta Principal, issued by an
IdP; Protocols which define how and whiclAssertionsare requestedBindings
which define the lower-level communication or messagingquals (such as HTTP
or SOAP) that the SAMLProtocolscan be transported over; afofiles which
are combinations of SAMIProtocolsandBindings together with the structure of
Assertiondo cover specific use-cases. In addition, there is anothepoaoent, the
Metadata that can be used to specify how configuration informatioshiared be-
tween two communicating entities.

Also, closely related to SAML is theiberty Alliance initiative. It was formed
with the aim to establish open standards to easily conddirteotransactions while
protecting the privacy and security of identity informatiorhe Liberty specifica-
tions, built on top of SAML, enable identity federation anémagement through
features such as identity/account linkage, single sigraod,simple session man-
agement. The Liberty Alliance contributed its federatipedfication, ID-FF [11],
to OASIS, forming the foundation for SAML 2.0, the converdederation specifi-
cation that Liberty now recognizes.

Another solution to achieve identity federatiorOpenlI D [14], which is defined
as an open, decentralized, and free framework for usericafigital identity. It
is based on well-known existing internet technologies (URTTP, SSL, Diffie-
Hellman), and it is clearly oriented to be used in web scesamBut OpenlID is
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mainly an authentication protocol and federation is actdewith extensions, such
as [5] that allows some attribute exchange.

Finally, the WS-Federation [17] language defines mechanisms for brokering
of identity, attribute, authentication and authorizatessertions between realms,
and privacy of federated claims. The specification is partheflarger Web Ser-
vices Security framework (WS-*) and describes how to use W®{Tj19], WS-
Security [18] and WS-Policy [2] all together in order to prdwifederation between
security domains.

As will be shown in Section 3, none of the above solutions @edisuitable trust
model to allow dynamic federation establishment.

3 Underlying Trust M odels. a compar ative analysis

Comparative studies of different identity management eagnes [6] [12] show
the main commonalities and differences regarding manifit aspects: design
centers, terminology, specification set contents and saae identifier treatment,
security, IdP discovery mechanisms, key agreement apipesaas well as message
formats and protocol bindings and trust. Here we aim to taki®ser look at trust
issues, because trust is the key to address scalabilitygongbin the current identity
federation systems. We focus this comparative analysis@8E0 use case because
this feature is supported by all the studied identity manag# technologies.

SAML specifies a primary trust mechanism for a SSO operatibrich consists
of having a pre-existing trust relationship between the R& the AP. The trust
relationship establishment typically relies on Public Kafrastructure (PKI) [3]
since it is recommended. By using this model, federatiorigsghe aggregation of
large lists of providers that agree to use common rules andlads. The drawbacks
of this kind of trust model are well known: hard to deploy andimtain, and high
dependence on central authorities.

In the case of Openld, trust considerations are not addtéssbe main specifi-
cation and SSO can be performed between previously unknewtiiee without any
configuration. However, a new OpenlD specification calledPBAProvider Au-
thentication Policy Extension) [15], has been recentlyrapgd in order to enforce
trust mechanisms. This extension provides means for a RBqieest previously
agreed upon authentication policies being applied by then@p Provider and for
an OpenlID Provider to inform an RP what policies were usedh\RAPE, OpenlD
moves from arust-all-comersphilosophy to a situation in which the decision to
trust can be based in the knowledge of the employed autlagioticmechanism.
In other words, there is no trust model specified by OpenlDs Riast decide for
themselves which providers are trustworthy, being themsaility to implement
any policies related to the OpenlD Provider’s response tit@se reasons OpenlD
is simple, lighter and more scalable.

The trust topologies considered by WS-Federation and LAmbte PKI trust
models between Certification Authorities (CAs). In the aaisé/S-Federation, IdPs
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are equivalent to CAs. In the case of LA, the specificationsaters two possible

contexts, business agreements and authentication, sahdPSPs are equivalent to
CAs depending on the context. These models are typicallyeimgnted by means
of trust lists containing trustworthy authorities and, sbimes, maintaining also

lists of untrustworthy entities. These lists are manuatlyfigured by an administra-
tor. Thus, the establishment of trust relationships is rgadavith formal contracts

specifying policies and restrictions surrounding thigitienship.

In WS-Federation, an administrator or other trusted autharay designate that
all tokens of a certain type are trusted (e.g. all X.509 tekieom a specific CA).
The security token service maintains this as a trust axiorcan communicate this
to trust engines to make their own trust decisions.

Liberty bases Identity Federation on the concept of “Cimfelrust” (CoT),
which means that entities must establish business andagusements in order to
enable future interactions. Thus, CoTs defined by LA spatfiffgrent kinds of trust
relationships that can exist between two entities depgndimthe context. If the
context is authentication, we can have direct or indiragttrelationships. On the
other hand, a business relationship cangaérwise when directly links the two en-
tities; brokered when an intermediaryifroker” ) is required; ocommunity when
no relationship of any kind exists. So Liberty entities hav@AL or Trust Anchor
List with the trustworthy entities for authentication pages, and also have a BAL
or Business Agreement List, containing those parties waietrelated to the entity
via a business agreement.

Authority lists just allow us to take boolean decisions, ethmeans that if the
list contains an entry for an authority or a trustworthy padtreach it, then the
decision will be positive. On the other hand, if the authoistunknown and there
is no path to it, the decision will be negative. These medrasilimit interaction in
open environments, where the presence of unknown usersngion and there is
no previous configuration before interaction.

Table1l Summary of Trust models in Identity Federation

IdM Technology Trust Model

OpeniD No trust model definettust-all-comersphilosophy, no preconfig-
uration required.

SAML PKI recommended. Typically implemented with trust lists.

Liberty Alliance Trust architecture based on CoTs. Follows A commendation

(PKI). Two relationship contexts: authentication, businessréit
chical, peer-to-peer, mesh and hybrid topologies consid@&ygxk
cally implemented with trust lists.

WS-Federation Trust architecture based on WS-Trust. Peged¢n-mesh and hy-
brid topologies considered. Typically implemented with tristsl

In Table 1 we summarize the main trust features of each igesystem. To con-
clude, all the analyzed technologies typically handlett@nagement by means of
trust lists together with PKI. The only exception is Opentihich does not require
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trust relationships to be established and just followdithgt-and-accept all-comers
principle. So, it can be noted that none of the above idemtighagement tech-
nologies include efficient trust models for dynamic envimamts, which implies
an important challenge. Furthermore, the problem of eistaibh trust relationships
between previously unknown entities willing to interachist covered by none of
the current frameworks or specifications.

4 SAML extension for Dynamic Federation

We think that a first step towards dynamic federation reguareextension of iden-
tity management technologies to enrich trust mechanisrfter Aeviewing the cur-
rent frameworks for identity federation, we conclude thAM& is the most flex-
ible to add extensions in order to achieve dynamic federatica generic way. In
addition, SAML is the mostly deployed federation solutiordéhas been adopted
by many well known providers (e.g. Google Apps). As desctilteSection 3, all
the approaches except OpenID need trust to be preconfigur€@penlD, despite
there is no need for previous configuration, the extensiochaigism seems to be
rudimentary and less modular. Furthermore, while all tHetems are mainly con-
cerned with web scenarios and the SSO use case, SAML offstimation enough
to be applied to a wider range of situations [16]. So by initigdnodifications in
the abstract level we can assure its later application irerapecific use cases. Also,
SAML is the only standard nowadays and LA is based in its $jgations, so it
is more logical to introduce modifications in SAML that codld later adopted by

other technologies based on it.
IDP A and IDP B g %
willing to establish g

a federation

-
TRUST |
| enaiNe

(P

DTL

Dynamic Trust List

Domain A

Domain C

Fig. 2 SAML Extension for Dynamic Trust Establishment in Identity Fetiera
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Therefore, we aim to enhance SAML in order to fullfil some liegments re-
garding trust establishment that are crucial for dynantieraction:

e Minimize dependence on central servers or previous cordigur, making enti-
ties more autonomous and capable of taking trust decisions

e Model trust evolution over time, as it has a clear impact$k management and
trust decisions

e Take advantage of common knowledge, by means of requesiihgallecting
external information
Enrich trust mechanisms (not only certificate-based trust)

e Allow seamless interaction between the main actors ingbivédentity manage-
ment scenarios

To achieve the above goals we introduce the idea of addingvacamponent,
the Trust Engine, which will be in charge of processing every trust-relatedad
to decide if an entity is trustworthy or not. The trust infation can be obtained
from external or internal sources. The Trust Engine wilballentities to maintain
a dynamic store instead of a static list with trust data, Watall Dynamic Trust
List or DTL. With this philosophy we propose an initial extension modebicted
in Fig. 2. We also define how to use reputation data as exterieaination to enrich
trust decisions.

We focus on the point of trust negotiation to establish fatiens, which means
that entity discovery is out of scope. Although the aim oftholution is to be
generic enough to be applied to different profiles and uses;ase will focus on
analyzing the SSO scenario to start building a prototype §e=tion 5).

Next, let us take a deeper look into the main modificationshilhbe required
in SAML entities and specifications in order to understarelithprovements and
implications.

4.1 Trust engine

In order to include dynamic features in the process of tratitdishment, SAML
entities must be extended with a Trust Engine. This compoisethe responsible
of processing external and internal trust information aadgrming DTL updating.
Also, decisions to trust will be made by this logical block.

The internal trust information can be obtained from the DFlirthermore, other
data as internal policies could be useful when applyingorugtust levels. e.g. tran-
sient or attribute federation may have less requiremeiats prermanent federation
as it implies less personal user identity information disslre.

On the other hand, external trust information can be obtkfrean other entities.
To give an example, information can be gathered from estitedonging to the same
domain of the target of federation, or even from entitiesiiéecent domains. Such
entities may have had a previous relationship with the taegéty (as shown in
Fig. 2). For example, many distributed reputation solgibave been proposed [8]
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that can be suitable to implement on top of SAML to allow tridbrmation ex-
change. Later in this section we will propose a new messageafp as well as a
protocol, to exchange reputation data over SAML.

The trust engine can be enriched with more complex funclitgne.g. by adding
a risk manager or a policy manager block. If we consider tgnamalysis of cached
trust material, update policies, etc., a better trust memegnt can be achieved. To
give an example, using policies to determine when to askefoutation information
offers the capability of implementing different dynamiadt models, in order to
select the more appropiated for each situation.

4.2 Dynamic Trust List

In SAML implementations every entity is usually configureihaa static TAL be-
fore any interaction between parties takes place. Thisdistains the digital certifi-
cates associated to every other entity which is consideustintorthy. Protocol mes-
sages whose digital signature cannot be validated aghm3$® are rejected. Thus,
trust does not evolve over time, because interaction expees are not taken into
account, community knowledge is not exploited, distrust @morance are treated
in the same way, and the automatic establishment of truatisakhips between
unknown entities is impossible.

The preconfigured TAL model poses important obvious liratat in dynamic
open environments. Instead of a static TAL, the system ra@mistan enhanced Dy-
namic Trust List with more complete information: entity @aind its associated trust
information (e.g. reputation scores, trust level, presimteraction results, etc.) and
trust material (e.g. keys, credentials, etc.). The list bl dynamically updated by
the Trust Engine under specific events such as receivingmeemdations from
other entities or when a successful interaction ends. lardaallow the exchange
of trust related data, it is required to define new protocols messages that extend
the SAML specifications.

4.3 Reputation Exchange over SAML

According to Josang [8], reputation can be considered adlective measure of
trustworthiness based on the referrals or ratings from neesnim a community.
Thus, this information can be combined with other trusttegladata, such as the
history of past interactions, to take richer trust decisidowever, the application of
this dimension of trust to identity management scenarissioabeen fully addresed
yet. In the following, we propose a SAML extension to takeattage of collecting
reputation data.

Adding reputation support to SAML implies modifications totl Assertions
andProtocols As it was explained before, specifications contemplatesethlifferent
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kinds of AssertionsAuthentication, Attribute and Authorization. For the végtion
exchange to be possible, we have defined a new one, ¢dpdtation Assertiorit
has been defined according to the extensions mechanisn@regin the SAML
core specification [10], so compatibility is assured. Balbjcthe definedAssertion
contains a new custoriStatement type, called<ReputationStatement

On the other hand, the reputation exchange protocol is basdtie standard
SAML Authentication protocol, so query/response formais @mmpliant with the
rules defined for extending the schema. Thus, the commumndétw has two steps:
1.) the entity in the requester role sendsReputationRequest and 2.) the entity
in the responder role returns<eéResponse containing aReputation Assertiom
case of success, or an error message in case of failure.

<Assertion ID="_a75adf55-01d7-40cc-929f-dbd8372ebdfc"
Issuelnstant="2009-09-09T00:46:022" Version="2.0"
xmlns="urn:oasis:names:tc:SAML:2.0:assexrtion">
<Issuer>
Entityl.com
</Issuer>
<Subject>
<NameID
Formac=
"urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">
IdP.domain2.com
</NameID>
</Subject>
<ReputationStatement>
<Score>
<ScoreValue>
6
</ScoreValue>
</Score>
<RepContext>
"authentication"
</RepContext>
</ReputationStatement>
</Asserction>

Fig. 3 Reputation Assertion

In Fig.3, we can see the structure oRaputation Assertiononveyed in a re-
sponse to a Reputation Request. KiBubject- section indicates the identifier of
the entity for which reputation data has been requested, Alsan be seen that the
<ReputationStatementsection contains all the reputation related informatiar. F
now, this information contains the reputation score ancctivdext, to illustrate for
what situation the reputation was made.
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5 Dynamic SSO using reputation data: a proof-of-concept

5.1 Conceptual description

As a first approach we have developed a proof-of-concepicaioln to show the
viability of the proposed solution. The idea comes from thebfem depicted in
Fig. 2, where interaction between unknown parties is déswenable flexible co-
operation between providers and quick delivery of serviogke users.

Here, we aim to demonstrate that collecting external infdiom allows dynamic
trust establishment and facilitates this kind of interaasi, otherwise impossible or
insecure. For this purpose, we work with the simplest SAMisdd SSO scenario:
a user, an IdP and a SP. In this situation, if providers araowk to each other,
which usually means that no formal contracts or trust prégoration exists, they
will not interact.

In the identity management infraestructure used for theegments, the user
must introduce the URI where the metadata document of hisgddiétated. This
must be done if the providers are unknown. After that, metadee stored and all
the certificates contained in it are considered trustwaatitywill be used to validate
SAML messages. The main limitation regarding trust issadbkat no trust model
is defined since the SP will interact with any provider introed by the user.

Thus, to enable dynamic and secure interaction we have added trust logic
which modifies the usual operation diagram. The commumindtow in this case
follows this sequence:

1. Alice accesses a service offered by a SP.

2. SP needs to authenticate Alice, so it performs IdP disgorerder to determine
who should be asked for user authentication.

3. SP checks local configuration data to see if the discoviteds known (i.e.
metadata stored in cache).

e In case oknown IdP, SP proceeds with the SSO protocol as usually.

e In case ofunknown IdP, the new trust layer executes the logic to gather
reputation information about the IdP. If the processingathgred information
results on a positive decision (i.e. trusted entity), tHem$P downloads IdP
metadata and initiates SSO as usually. On the contrary,déeisi informed
that her IdP is not considered trustworthy and operatiowigpossible.

The original workflow and the modified one are depicted in deepi in Fig.4. We
can see that the explained proof-of-concept applicatieart} proves that the core
ideas of our proposal are workable. Although the Trust Eagias been integrated
within the SP, it could be used in any provider. It can be aésmghat the trust logic
is easy to integrate as an external APl with current opencgoidentity federation
toolkits. So, with this test application, the great advgetaof enriching trust deci-
sions by exploiting community knowledge can be aprecidiethe following, we
will explain the implementation details.
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Fig. 4 Left: Original workflow in the SP used in the evaluation. Righbdified workflow in the
SP according to the proposed extension.

5.2 Implementation issues

In order to evaluate our proposal, an identity managemédrastructure has been
deployed. As a first phase, we have chosen ZXID [20], a ligleno@ library that
implements the full SAML 2.0 stack, to develop a SP. For dgiplpthe IdP, we are
using Authentic [1], which is a Liberty-enabled identityopider based on the lasso
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library [9] that also supports SAML 2.0 specifications. Téélraries use OpenSSL
as underlying cryptographic library and Apache?2 as the veges.

Based on the described infraestructure we have introdieashodifications pro-
posed in Section 4. For this purpose, we have partially d@eal the Trust Engine
component, including only the functionality to ask for regtion data. We have
also implemented a ReputationRequester and a ReputaspoReer, which are
software processes that can be added to SAML entities. Amitses suggest, the
Requester is in charge of asking for reputation data reggrdiprovider and the
Responder is the responsible of answering to reputatiomeds. Both the format
of theReputation Assertiorend the exchangerotocol, follow the description pro-
vided in Section 4.

So, the SP has been modified to use the new trust function@lity user in-
terface allows to introduce an email, which will be used towdethe IdP name.
Then, changing the reputation value associated to thisndRe database accesed
by the ReputationResponder, or adjusting the thresholdgta&pn value in the SP,
the provider takes different decisions to cooperate, giwa a dynamic fashion.

It is to mention that the application also simulates the Id& etadata discov-
ery processes depicted in diagram of Fig.4. We use a funttiaterive the I1dP
name from the user email, but any other discovery servicgpliction could be
used since the SAML specification sets themselves are heuitharespect to any
particular IDP discovery mechanism.

6 Related Work

As far as the related work is concerned we find several relsaaitéatives in the
field. Among others, the following lines are closer to our kvor

The Internet2 group, Ping ldentity and Stockholm Univgraite working in Dis-
tributed Dynamic SAML [7] [4] , a proposal centered arounsidivery and easiness
of configuration. The main important aspects of their chation are that the part-
ner keys used to sign and validate SAML SSO messages arel@tcin the SAML
metadata document, and trust in these keys is derived freregtablished trust in
the metadata document itself. Also, the metadata documesit e signed and the
X.509 certificate chain used to validate the signature ikided in the document.
Thus, each partners trust anchor list just contains theGdotertificates. They fo-
cus on reducing the manual steps but does not address dynamitee sense of trust
establishment and evolution. So, although the procesgtliteli and federations are
established more rapidly, trust continues to lie in predalsthed arrangements, with
no evolution over time and entities cannot take autonomeuastns. Furthermore,
the proposal is tied to certificate based trust decisionstasdocused on the web
SSO profile, but we think that a more general solution is né¢llat can be applied
to a broader range of federation use cases.

Also, Boursas et al. [21] have studied the dynamic manageam@hexpansion
of Circles of Trust. The main idea is to maintain a repositehere trust relation-
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ships are stored. This repository is accesed by the praviderder to find a path to
unknown entities and derive transitive trust relatioshigesically, they define algo-
rithms and workflows to allow the establishment of dynamiatrenships. However,
problems such as the integration of the proposal in identdépagement scenarios
or the exchange of trust information over current federafiootocols, are not ad-
dresed.

In other recent work [22], the authors identify possiblestrpatterns in identity
federation topologies and perform a risk analysis as the basliscuss the trust
requirements of each pattern, which sets an important aseddeling trust in
these scenarios.

To summarize, current proposals do not provide a generatisolthat address
how to extend a federation framework independent of thesprart protocol or use
case. Finally, we aim to address more dimensions of trush as risk management,
that are not considered in the presented approaches.

7 Conclusionsand Future Work

We have reviewed the main current frameworks to achievditgidaderation, iden-
tifying its main drawbacks to be deployed in dynamic openiremments. Under-
lying trust models are too rigid to allow an agile way of e$isding relationships
between entities, specially when it comes to interactioti \wreviously unknown
parties.

Among all the current approaches, SAML offers the requirexilfility, abstrac-
tion and modularity to be extended for its application in aynic open environ-
ments. Thus, we present a SAML extension, which allows niyt certificate based
trust but permits to take richer decisions based on diffarest dimensions such as
reputation or history of past interactions.

For now, we have demonstrated the feasibility of the preskidteas. This proof-
of-concept has served to face some important challenge=dpmgs the proposal,
namely integration with identity frameworks and modificatiof the SAML stan-
dard. From this starting point, we identify the followingks as our future working
lines: add components to model risk and trust evolution,eta the definition of
the newReputation Assertionsnd Protocols define DTL structure and its associ-
ated management tasks, study how to define contexts foratégutand perform
evaluation tests in more complex scenarios.
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