UPGRADE is the European Journal for the
Informatics Professional, published bimonthly
at <http://www. upgrade-cepis.org/>

UPGRADE is the anchor point for UPENET (UPGRADE European
NETwork), the network of CEPIS member societies’ publications, that currently
includes the following ones:

+Mondo Digitale, digital journal from the Italian CEPIS society AICA

+ Novatica, journal from the Spanish CEPIS society ATI

+ OCG Journal, journal from the Austrian CEPIS society OCG

+ Pliroforiki, journal from the Cyprus CEPIS society CCS

+ Pro Dialog, journal from the Polish CEPIS society PTI-PIPS

Publisher

UPGRADE is published on behalf of CEPIS (Council of European Professional
Informatics Societies, <http://www.cepis.org/>) by Novatica
<http://www.ati.es/novatica/>, journal of the Spanish CEPIS society ATI (Asociacion
de Técnicos de Informética <http:/www.ati.es/>)

UPGRADE monographs are also published in Spanish (full version printed; summary,
abstracts and some articles online) by Novatica, and in Italian (summary, abstracts and
some articles online) by the Italian CEPIS society ALSI <http://www.alsi.it> and the Italian
IT portal Tecnoteca

<http:/www.tecnoteca.it/>

UPGRADE was created in October 2000 by CEPIS and was first published by Novatica
and INFORMATIK/INFORMATIQUE, bimonthly journal of SVIIFSI (Swiss Federation of
Professional Informatics Societies, <http:/ww.svifsi.ch/>)

Editorial Team

Chief Editor: Rafael Fernandez Calvo, Spain, <rfcalvo@ati.es>
Associate Editors:

Francois Louis Nicolet, Switzerland, <nicolet@acm.org>
Roberto Carniel, Italy, <carniel@dgt.uniud.it>

Zakaria Maamar, Arab Emirates, <Zakaria. Maamar@ zu.ac.ae>
Soraya Kouadri Mostéfaoui, Switzerland,
<soraya.kouadrimostefaoui@unifr.ch>

Editorial Board

Prof. Wolffried Stucky, CEPIS Past President
Prof. Nello Scarabottolo, CEPIS Vice President
Fernando Piera Gomez and

Rafael Fernandez Calvo, ATI (Spain)

Frangois Louis Nicolet, SI (Switzerland)
Roberto Carniel, ALSI - Tecnoteca (Italy)

UPENET Advisory Board

Franco Filippazzi (Mondo Digitale, Italy)
Rafael Feméndez Calvo (Novética, Spain)
Veith Risak (OCG Journal, Austria)
Panicos Masouras (Pliroforiki, Cyprus)
Andrzej Marciniak (Pro Dialog, Poland)

English Editors: Mike Andersson, Richard Butchart, David Cash, Arthur Cook,
Tracey Darch, Laura Davies, Nick Dunn, Rodney Fennemore, Hilary Green, Roger
Harris, Michael Hird, Jim Holder, Alasdair MacLeod, Pat Moody, Adam David Moss,
Phil Parkin, Brian Robson

Cover page designed by Antonio Crespo Foix, ©ATI 2005
Layout Design: Francois Louis Nicolet
Composition: Jorge Llacer-Gil de Ramales

Editorial correspondence: Rafael Fernandez Calvo <rfcalvo@ati.es>
Advertising correspondence: <novatica@ati.es>

UPGRADE Newslist available at
<http:/www.upgrade-cepis.org/pages/editinfo.htmi#newslist>

Copyright

©Novatica 2005 (for the monograph and the cover page)

©CEPIS 2005 (for the sections MOSAIC and UPENET)

Allrights reserved. Abstracting is permitted with credit to the source. For copying,
reprint, or republication permission, contact the Editorial Team

The opinions expressed by the authors are their exclusive responsibility

ISSN 1684-5285

Monograph of next issue (June 2005):

"Free Software Engineering"
(The full schedule of UPGRADE
is available at our website)

15

19

27

31

36

43

49

56

66

73

™o
5 W
W CEFPLS &

- OTPGRADE
The European Journal for the Infermatics Professlonal
htp:/ fwoww vpgrade-cepls.ong

Vol. VI, issue No. 2, April 2005

Presentation
IPv6: A New Network Paradigm — Jordi Domingo-Pascual,
Alberto Garcia-Martinez, and Matthew Ford

IPv6 Deployment State 2005 — Jim Bound

Internet Protocol version 6 Overview — Albert Cabellos-Aparicio
and Jordi Domingo-Pascual

Transition of Applicationsto |Pv6 — Eva M. Castro-Barbero, Tomas
P. de Miguel-Moro, and Santiago Pavon-Gomez

Service Deployment Experience in Pre-Commercial 1Pv6 Networks
— Rudiger Geib, Eduardo Azafién-Teruel, Sandra Donaire-Arroyo,
Aurora Ferrandiz-Cancio, Carlos Ralli-Ucendo, and Francisco
Romero Bueno

Security with IPv6 — Latif Ladid, Jimmy McGibney, and John Ronan

Tools for IPv6 Multihoming — Marcelo Bagnulo-Braun, Alberto
Garcia-Martinez, and Arturo Azcorra-Salofia

NEMO: Network Mobility in IPv6 — Carlos J. Bernardos-Cano,
Ignacio Soto-Campos, Maria Calderon-Pastor, Dirk von Hugo, and
Emmanuel Riou

IPv6 Status in The World and |Pv6 Task Forces — Jordi Palet-
Martinez

Mobile Networks ] ] )
QoS and Micromobility Coupling: Improving Performancein
Integrated Scenarios — Luis-Angel Galindo-Sanchez and Pedro-
Manuel Ruiz-Martinez

PerformanceAnalysis o
The Design of A Dynamic Zero-Copy Communication Model for
Cluster-Based Systems— Appol o Tankeh and Dominique A. Heger

News & Events: European Commission; ECDL; EUCIP- AICA,
Italy; IPv6 Summit - ATI, Spain

From Pro Dialog (PTI-PIPS, Poland)

IT Teaching . ) .
Today’s Concepts of Teaching Computer Science Basics and
Occupational Profile of Software Engineer — Henryk Budzisz,
Krzysztof Kadowski, and Walery Suslow

From Novatica (ATI, Spain)

I nformation Society o )

Beyond The Internet: The Digital Universal Network — Fernando
Saez-Vacas

* This monograph will be aso published in Spanish (full version printed; summary, abstracts, and some
articles online) by Novética, journa of the Spanish CEPIS society ATI (Asociacion de Técnicos de
Informatica) at <http://www.ati.es/novatica/>, and in Italian (online edition only, containing summary,
abstracts, and some articles) by theltalian CEPIS society AL S| (Associazione nazionale Laureati in Scienze
dell’informazione e Informatica) and the Italian I T portal Tecnotecaat <http://www.tecnoteca.it>.



IPv6 - More than A Protocol

Toolsfor IPv6 Multihoming

Marcelo Bagnulo-Braun, Alberto Garcia-Martinez, and Arturo Azcorra-Salofia

The availability of two or more connectivity providers (a configuration known as multihoming) allows improvementsin
failure tolerance and enables traffic engineering capabilities. Current IPv4 (Internet Protocol version 4) multihoming
solutions suffer from scalability limitations, or are partial solutions based on NAT (Network Address Translation)
technologies. Inthisarticle we present a set of toolsthat allow IPv6 (Internet Protocol version 6) networks to benefit from
multihoming, taking advantage from the fact that each provider delegates its own set of addresses. We distinguish two
cases: establishing new communications either with or without failures, and maintaining previously established

communications in case of failure.

Keywor ds: Communications Security, Fault Tolerance,
IPv6, Multihoming.

1 Introduction

In the current IPv4 (Internet Protocol version 4) infra-
structure, configurations in which a network obtains con-
nectivity through two or more providers are gaining mo-
mentum [1]. These networks are known as multihomed. The
main advantage provided by this configuration is fault
tolerance, although additional capabilities such as traffic
engineering can also be obtained.

The most popular multihoming configuration for |Pv4
relies on interdomain routing, relaying on the injection into
the BGP (Border Gateway Protocol) routing system of the
prefix or prefixes of the multihomed network [2], as it is
shown in Figure 1. If afailure occurs and affects one of the
pathsin the meshed topology, the routing systemwill find a
valid aternative path, if one exists.

Providing multihoming benefits for a network implies
adding to the global routing table new entries that corre-
spond to the prefixes of the multihomed networks. These
entries were not needed before becoming multihomed, be-
cause reachability was propagated through an aggregated
prefix of alarger provider. The addition of new entriesin
the global routing table is deemed as undesirable, since it
resultsin scal ability problemsfor the BGP route processing
that yields to increases in the convergence time [3] among
other inconveniences. To limit the number of entries propa-
gated into BGP, some providersimpose de facto restrictions
by filtering overly specific prefixes, precluding small net-
worksand residential usersfrom the benefits of multihoming.
Despite this, BGP configuration hassles and stringent re-
quirements for the stability in the operation would result in
too many obstaclesfor these users. For these casesit is still
possible to deploy solutions based on Network Address
Trandlation (NAT) to obtain limited fault tolerance and traf-
fic engineering capacities [4], as it is shown in Figure 2.
However, besidesthe problemsinherent in NAT [5][6], pre-
viously established communicationsare not preserved in case
of afailure, because the change of the addresses being used
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would result in an interruption of the communication (e.g.
consider aTCP, Transmission Control Protocol, connection).

For IPv6 (Internet Protocol version 6) deployment there
isaconsensus in keeping the number of entriesin the rout-
ing table as low as possible, so it is not acceptable in an
| Pv4-like multihoming solution. Medium and small | Pv6 net-
workswill receive addresses from address blocks assigned
to large providers. These large providers exchange routing
information through BGP. A medium or small network that
seeks multihoming benefits, i.e. aresidential user with two
connectivity providers, receives different address blocks
from each provider. Therefore, the end systems of this net-
work will be configured with addresses built upon the pre-
fixes of each one of the providers. This configuration is
known as multiaddressing.

There are several problemsfor a system with addresses
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from several providers. First, the possibility of establishing
a communication with a remote element is not guaranteed
even in the absence of failures. Some providers performin-
gress filtering for security reasons, filtering those packets
that are sent by their clients with source addresses that do
not belong to the address block assigned to the clients. If a
system in amultiaddressed network sendsthrough provider
A packets that carry addresses obtained from provider B,
these packetswill be discarded by provider A duetoingress
filtering. Even if this problem is solved, there still remain
some adjustments to current networking functionalities to
assurethat avalid path isfound for acommunication that is
to beinitiated after anetwork failure. Finally, more complex
modifications are required for the preservation of commu-
nications that were established prior to afailure.

In this article we present tools for handling the estab-
lishment of new communi cations when multiaddressed net-
works are considered, and additional tools for preserving
previously established communications in case of failure.
For establishing new communications, we propose the de-
ployment in the multihomed networks of routing systems
that rely on source address for packet forwarding in addi-
tion to the common use of the destination address. We also
propose the exploration of different pairs <source address,
destination address> when a failure occurs. For the preser-
vation of established communications, anew sublayer within
the network layer is proposed for dynamically managing,
by means of a specific protocol, the multiple locators
availablein amultiaddressing scheme. The following tools
required for solution are currently been discussed by the
IETF (Internet Engineering Task Force) [ 7]: toolsfor locator
management, toolsfor failure detection, toolsfor the deter-
mination and enforcement of valid alternative paths, and
toolsfor flow identification regardless of the selected path.

The article is structured as follows: in the next section
the tools required for the proper establishment of new con-
nections in a multiaddressing environment are discussed,
considering scenarios with and without failures. In Section
3 we present the tools that allow the preservation of acom-
munication in case of afailure. Finally, conclusionsare pre-
sented.

Provider A ProviderB

NAT

Address poolfrom
Provider A and
Provider B

I T
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Figure 2: NAT-based Multihoming in IPv4 Networks.
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Figure 1: BGP Route Injection for the Provision of
Multihoming in Ipv4 Networks.

2 Initiating Communications in A

Multiaddressing Environment

As it has been presented in the introduction, a
multiaddressing environment can suffer from connectivity
problems without the occurrence of any failure. We can il-
lustrate this by the case study depicted in Figure 3, inwhich
Host1 isgoing to initiate acommunication with Host2. Ina
common situation, Host1 would access the DNS to obtain
the IPv6 addressesin which Host2 is accessible. Host1 will
perform the Default Address Selection procedure [ 8], taking
asinputs all Host2 addresses that have been acquired from
the DNS, and all Host1 addresseslocally available, to obtain
a <source address, destination address> pair to be used in
the communication.

Even though thereisno failurein the network infrastruc-
ture, it may happen that ingress filtering [9] may preclude
the possihility of communication. This filtering is applied
to avoid the malicious usage of addressesthat are not owned
by the users, i.e. address spoofing. The motivation is as
follows: If auser spoofsan address, in particular an address
that does not belong to the topological P region in which
the user is placed, it could perform attacks anonymously,
since the real location of the attacker could not be easily
obtained. Note that if the attacker is not placed in the path
between the attacked node and the network from which it
has spoofed the address, the attacker may send packets, but
could not receive the responses, since these responses will
be sent to the network that owns the address. However,
Denial of Service attacks can be issued in this situation, by
flooding the network to which the attacker’s packets are
directed, or by flowing the network from which the source
addresses have been spoofed (if the response traffic gener-
ated upon the attacker’srequest ishigh). A protection meas-
ure against address spoofing isto deploy ingressfilteringin
the providers. Ingress filtering consists of filtering those
packets generated by aclient with source addressesthat does
not belong to the address range assigned to that client.
Coming back to the multihoming scenario, a packet gener-
ated by Hostl, with a legitimate address obtained from
ProviderA, will be discarded if the packet is forwarded
through ProviderB. Note that when Host1 chooses a source
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IPv6 - More than A Protocol

addressfor the packet, it selectsthe provider through which
packets coming from Host2 are received (and therefore, part
of the reception path). As a consequence of the deployment
of ingressfiltering, source address selection also definesthe
provider through which packets can exit without being
filtered. Analogously, the destination address al so establishes
aparticular path through which packetswill arriveto Host2,
and the path that Host2 has to use for outgoing packets.
Therefore, we can state that in a multiaddressing scenario
the node that initiates the communi cation definestheingress
and exit path that will be used by the packets of the
communication.

To avoid packet losses due to ingress filtering, we pro-
pose the deployment in the multihomed network of an intra
-siterouting schemein which the source addressisal so taken
into account for forwarding [10][11]. For this purpose, the
routersin the multihomed networkswill have, in addition to
the default routing table, as many routing tables as different
providers for the multihomed networks. In the packet
forwarding process, the source address of the packet con-
sidered will determine the routing table to use, that will re-
sult in forwarding outgoing packets through the provider
that has delegated the address block used in the source
address (or the default routing table if the packet is an in-
coming one and the source address does not match with any
local prefix). An especially simple configuration occurswhen
a single router is responsible for connecting to all the
providers, because it is only required to configure a single
router. Thismay be atypical caseinresidential networks.

Oncethe basic connectivity issues have been solved, we
should address the initiation of new connections in case of
failures. If thefailure arisesin one of the providersor links
closeto Host2 (for examplein ProviderK), and Host1 starts
the communication, it can happen the following: Host1 ac-
cesses DNS to obtain the addresses of Host2. With the re-
ceived addresses, the Default Address Selection procedure
[8] selects a <source address, destination address> pair.
Suppose that the destination address bel ongs to the address
range del egated to the network of Host2 by ProviderK. The
application triesto establish the communi cation using these
parameters, but it is not possible, and detects the communi-
cation problems (the transport connection establishment
process indicates a failure, or a timer in the
application expires). In thiscase, the behaviour
recommended to the applicationsisto retry with
another destination address from the set
obtained from the DNS [8]. Repeating this
process, connectivity failures close to Host2
can be solved if at least one valid path to the
destination exists, with a time penalty of the
sum of the time required for the timer expira-
tion for all the explored paths.

If thefailure occurs closeto Host1, the ex-
ploration of aternative pathsisachieved by the
variation of source addresses. This would
require modifications in the Default Address
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Sel ection mechanism, modificationsthat are currently under
discussion. Note that in the proposed scheme, failure
detection at the endpoints relies only on the information
provided by timer expiration, and this information is not
enough to determineif the failure has occurred in the desti-
nation endpoint (for example, because the destination has
been turned off), in a location close to the destination
endpoint (requiring changes in the destination address), or
closeto the source (requiring changesin the source address).
Additionally, multiple failures may arise, restricting the
combinations of source and destination addresses that are
valid. Therefore, only the exploration of all the possiblepairs
<source address, destination address> assures connectivity
if thereis at least one valid path among the endpoints. The
sequential exploration of these alternatives can be slow, while
parallel exploration can be expensivein bandwidth and may
require changes in the applications or in the network stack
interface.

3 Preservation of Communications in A

Multiaddressing Environment

After thediscussionin the previous section of basicissues
about the establishment of communications in
multiaddressing multihomed environments, we approachin
this section the problem of preserving established commu-
nications (such as a TCP connection - but not exclusively)
in case of afailure. It would be desirable that this function-
ality were provided to the applicationsin atransparent fash-
ion, i.e. without requiring changes in the applications for
benefiting from the service. We can also consider that it could
also be beneficia if the service is also provided transpar-
ently to the transport layer (TCP, UDP - User Datagram
Protocol - and other protocols). To fulfil both requirements,
it has been proposed that the multihoming functionality can
be provided at the network layer. The following considera-
tions are developed from the information available in sev-
eral working documents ([12][13][14][15]).

A network layer multihoming solution would bein charge
of changing the I P addresses used for packet forwarding, to
ensure that addresses that define valid paths for a consid-
ered communication are used. The addressesincluded inthe
actual IP packets, addresses that are used for packet
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Figure 3: Multiaddressing-based Multihomed in IPv6.
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forwarding, are known as locators. However, the transport
layer usually employs I P addresses as part of the basic pa-
rameter set that identifiesacommunication. TCP, for exam-
ple, uses the source address and destination address, apart
from source port and destination port, to uniquely identify a
connection. These addresses are usually provided by the
application of the host that is starting the communication,
and they can al so be used by the applicationsfor identifying
the communication. When we use the | Paddressesthisway,
we call them identifiers. After establishing a communica-
tion in asimilar fashion to the one commented in the previ-
ous section, a multihoming solution will be in charge of
managing different locators to ensure that connectivity be-
tween endpoints is preserved if thereis at least one valid
path between them, while presenting a single identifier to
the upper layers.

The management of identifiers and locatorswill be per-
formed in an entity at the endpoints, included in the network
layer as an identification sublayer. This sublayer will ex-
change thelocatorsthat are available for agiven communi-
cation in each of the endpoints, to make the locators ready
to be used in case of failures. Following the example pre-
sented in the previous section, once established the commu-
nication between Host1 and Host2, either host (for example
Host2) could initiate an exchange in which it could inform
the other about all the locally available locators, triggering
the corresponding answer. Thistask would be performed by
aspecific protocol for multihoming, and anew state will be
generated for the participantsin the information exchange.
From now on, if aproblem is detected when a given pair is
used in the communication, any host can modify the pair to
find avalid path.

Toolsfor identifying flows after achange in the locator
pair arerequired. It can be necessary to include in the pack-
ets a flow identifier that should have been pre-accorded
between both endpoints by means of the multihoming spe-
cific protocol. Thisidentifier can beincluded in the packets
in an IPv6 header extension.

To detect a failure, there are several alternatives [14].
First, there are mechanismsthat allow the detection of local
problems, such as an interface that isno longer operational.
Additionally, we can rely on the information provided by
upper layers to be able to detect problems in communica-
tions from explicit notifications of failure, or from the ab-
sence of positive confirmations. TCP, for example, could
inform the network layer about communication problemsif
aTCP confirmation has not been received within aspecified
time. Finally, we can add specific signalling procedures for
multihoming, sending packetsthat could check reachability
between a given pair of locators. This procedure can be
analogousto an ICMP (Internet Control Message Protocol)
ping (an echo request with its corresponding response), and
it can be used for checking the state of thelocators currently
being used for the communication, in parallel to the data
exchange, i.e., out of band. A timer will check if the responses
are received within the appropriate period, and if thisis not
the case, a process for the selection of a new locator pair

34 UPGRADE vol. vi, No. 2, April 2005

will be started. The selection process will include a
reachability test for different locator pairs. Once selected a
new pair will be used for subsequent data packet exchanges.
When the remote host receives packetswith the new locators,
this host will start areachability test using as the candidate
pair the locatorsreceived from the host that hasinitiated the
change.

The ability to changelocators whileacommunicationis
being held introduces security problems. As a criterion for
the analysis of the security offered by the new multihoming
solutions, it is usually required that the new mechanisms
should not enable vulnerabilitiesthat are not possiblein the
current IPv4 infrastructure [16]. With the tools that have
been presented so far, we can think of new attacks that are
not possible when the identifier and locator functions are
integrated in asingle IPv4 address, asit isthe current case.
A redirection attack consistsin abusing of the multihoming
mapping mechanisms to create false identifier-to-locator
mapping. For example, this can be used to induce avictim
to associate one of the attacker’slocatorsto the target iden-
tifier. Conseguently, when the victim sends packets to the
target identifier, he will actually be sending packets to the
attacker.

The main obstacle in defining amechanism for the man-
agement of multiplelocators in multihoming environments
has been the provision of the appropriate security level.
M echanisms based on cryptography and cryptographically
generated addresses have been proposed to avoid identity
theft [17][ 18], but these solutions suffer from the high com-
putational cost of performing asymmetric key operations,
cost that can be unacceptable in scenarios such as a server
with alarge number of requests per second. Recently it has
been proposed amechanism, named Hash Based Addresses
(HBA) [19], which protects the relationship between a set
of locators with an identity without incurring large compu-
tational costs. In this proposal, a multihomed host Host1,
located in a network with different prefixes corresponding
to different providers, generatesinterfaceidentifiers (the 64
lesssignificant bitsof the | Pv6 address) for its own addresses
by performing a hash of al the available prefixes. In this
way, a‘signature’ obtained from the prefixes assigned to the
host isincluded in al its addresses. When a corresponding
host Host2 establishes a communication using a particular
address of Hostl (obtained, for example, from the DNS),
and Host2 receives by means of the multihoming protocol
the alternative locators of Host1, Host2 can check that the
received locators arelegitimate. To do so, Host2 performsa
hash of the prefixes of the locators, which should generate
the interface identifier of the address originally used for
establishing the communication. An attacker would require
inthe order of 2763 operations (due to the number of hits of
the hash) to obtain aset of prefixesdifferent fromtheinitialy
specified that fulfil the hash check and at the same time
include alocator for the attacker.

4 Conclusions
In this article we have presented the mechanisms that
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arecurrently under discussion for the support of multihoming
in IPv6 networks. The large availability of 1Pv6 addresses
allows the deployment of multiaddressing configurations,
which circumvent the scalability problemsthat pose current
IPv4 solutions. Two sub-problems have been covered: the
initiation of new communications in a multiaddressing
environment, either with or without failures, and the
preservation of established communications in case of a
failure.

For thefirst scenario, it isproposed that there be amodi-
fication in the routing system within the multihomed net-
works to avoid packet discarding due to ingress filtering,
and also variationsin the Default Address Sel ection mecha-
nism to alow the exploration of different <source address,
destination address> pairsin case of failure. For the preser-
vation of established communications larger changes are
required such as a model in which identifiers and locators
are split, the definition of anew protocol, new statesin the
hosts, and the deployment of failure detection mechanisms
in the paths. The 128 hits of the length of the |Pv6 address
allowstheinclusion of cryptographic information or ahash
of relevant information to provide sufficient security when
performing locator redirections.

Asopposed to the | Pv4 case, | Pv6 alows small networks
- evenresidential ones - to benefit from multihoming. Even
though there is not yet an outstanding 1Pv6 application, we
expect that | Pv6 multihoming support will contributeto IPv6
SUCCESS.
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