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Abstract

The Internet is evolving towards a more ubiquitous netwadcessible anytime, any-
where. Users do not only expect to have Internet accessahbi@airom fixed locations, such
as their home, work, or even at other locations where haspetdeployed (e.g., cafeterias,
hotels, airports, etc), but also at mobile platforms. Im¢raccess from aircrafts and trains
is becoming a reality nowadays, starting to be widely offere

While the Network Mobility (NEMO) Basic Support protocolfiteed by the IETF pro-
vides a first mechanism to support moving networks, it prisdenited performance, since it
requires data traffic to follow a detour route. This has t&iggl the necessity of the so-called
NEMO Route Optimisatiosupport.

In this PhD thesis we propose a set of mechanisms that enRolee Optimisation
for Mobile Networks in heterogeneous environments. Thdrdmrtion is twofold: on one
hand a generic Route Optimisation solution for NEMO, caNE&RRON: Mobile IPv6 Route
Optimisation for NEMGis proposed. This mechanism enables direct path commioricat
between a node of a mobile network — supporting any kind oenadth and without mo-
bility capabilities — and any other node in the Internet,hwitt requiring any upgrade or
modification neither in the Internet nodes nor in the nodexhed to the moving network.
On the other hand, given the increasing relevance of valrigenarios and the importance
of Route Optimisation in car-to-car communications (wheeperformance degradation is
even more severe when a plain Network Mobility solution ied)s a second mechanism
suited for vehicular environments is proposed. This meishancalledVARON: Vehicular
Ad-hoc Route Optimisation for NEM@ombines in a secure way Network Mobility and
Ad-hoc concepts to enable direct communication among beigting cars that are able to
set-up a Vehicular Ad-hoc Network (VANET).

The proposed mechanisms are validated experimentally ansnef a Linux imple-
mentation and simulations with the OPNET tool.

Keywords: IPv6, Network Mobility, Route Optimisation, Vehicular comunications,
Ad-hoc, Mobile Router.






Resumen

Internet esta evolucionando hacia una red ubicua, adeesibcualquier momento y
desde cualquier lugar. Los usuarios no sblo esperan podeder a Internet desde lugares
fijos, como sus casas, puestos de trabajo, o incluso otraselsigiobnde se han desplegado
hotspotqp.e., cafeterias, hoteles, aeropuertos, etc), sinoiéamnaesde plataformas moviles.
La provisibn de acceso a Internet en aviones y trenes aecesvirtiendo en una realidad
actualmente y empieza a ser ampliamente ofrecida.

Aunque el protocolo basico de soporte de movilidad de rddésido por el IETF pro-
porciona un primer mecanismo para soportar redes mowlesp protocolo presenta un
rendimiento limitado, debido a que requiere que el trafiem encaminado por una ruta
suboptima. Esto ha propiciado la necesidad de lo que sedwaestellamar soporte depti-
mizacbn de Rutas para Redesiviles

En la presente Tesis Doctoral proponemos un conjunto demsecas que hacen posi-
ble la optimizacion de rutas en entornos heterogéneosohtibucion tiene dos vertientes:
por un lado, se propone una solucion de optimizacion desrgenérica, llamadsllRON:
Mobile IPv6 Route Optimisation for NEM@ste mecanismo hace posible la comunicacion
directa entre un nodo de la red movil — soportando nodos simaapacidades de movilidad
—y cualquier otro nodo en Internet, sin requerir ningln loi@amactualizacion o modifica-
cion en los nodos de Internet ni en los nodos conectadosed lmovil. Por otro lado, dada
la creciente relevancia de los escenarios vehicularesmypariancia de la optimizacion de
rutas en comunicaciones inter-vehiculares (donde laadiegion en el rendimiento es alin
mas severa cuando se utiliza una solucion no optimizadaocddidad de redes), se propone
un segundo mecanismo adecuado para entornos vehiculatesnEcanismo, llamadéA-
RON: Vehicular Ad-hoc Route Optimisation for NEM&mbina de una forma segura los
conceptos de movilidad de redes y redes ad-hoc para hadblegascomunicacion directa
entre coches vecinos que son capaces de establecer unahrechashicular.

Los mecanismos propuestos han sido validados experimesrité mediante una
implementacion en Linux y simulaciones empleando la Ineieata OPNET.

Palabras clave:IPv6, Movilidad de Rutas, Optimizacion de Redes, Comuwiigees
Vehiculares, Ad-hoc, Router Movil
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Chapter 1

Introduction

The Internet is evolving towards a more ubiquitous network, accessiblgime, any-
where. Users do not only expect to have Internet accessahbi@irom fixed locations, such
as their home, work, or even at other locations where haspetdeployed (e.g., cafeterias,
hotels, airports, etc), but also at mobile platforms. Im¢access from airplanes and trains
is becoming a reality nowadays, starting to be widely offere

The number of wireless IP terminals keeps on growing, argakpected that this num-
ber will increase even more with the convergence of wirglelescommunications networks
(supporting over 1.5 billion devices) and the Internet. sTtonvergence is supported by
the Internet ProtocdI(IP), but IP was not designed to support a key requiremerdday’s
networks:mobility.

Triggered by the previous requirement and users’ demahddnternet research com-
munity designed some mechanisms to enable true transpBrarability for single-roaming
nodes, and to benefit from theterogeneous technologiesxpected in future 4G networks.
On the other hand, as the Internet access becomes more aadibiguitous, demands for
mobility are no longer restricted to single terminals.

There are several mobility scenarios that involve a movigtgvork as opposed to a host:
what is known aswetwork mobility in IP networks. For example, a user can be mobile
while carrying a number of devices — forming a Personal Areamdrk (PAN) —, such as a
mobile phone, a laptop, and a Personal Digital AssistanAjPBrom the various scenarios
where a network mobility solution is required, anothervate and representative scenario
is the transparent provision of Internet access from magiddorms, such as trains, planes,
buses or cars.

The basic mechanism defined to enable Network Mobility stpihe Network
Mobility Basic Support protocol) is an extension of the piaal defined to enable mobility
of single hosts (Mobile IPv6), but without some of the opsations that Mobile IPv6
provides. One of thesmissing parts is the Route Optimisation support: in order to
provide transparent mobility support, data traffic betwaenoving network and any other
node in the Internet does not follow a direct path betweemthmut a detour one, through
the Home Network (where the moving network belongs), causidditional delay and
packet overhead. Route Optimisation becomes even moragrdrtwhen considering

LIt is expected that the new version of IP: IPv6, will be widetjopted in order to support the growth in the
number of wireless devices. Therefore, this PhD thesisseswn IPv6 mechanisms.
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2 Chapter 1. Introduction

mobile networks, since the particular nature of moving reks poses some additional
challenges more difficult to solve than they were in singdeer mobility scenarios. The
suboptimal routing introduced by the Network Mobility Bassupport protocol can lead
even to prevent communications from taking place, and therehis problem should be
tackled if it is desired to deploy moving networks in praetic

Provided that Route Optimisation is crucial for Mobile Netls, one of the main
contributions of this PhD thesis consists in the design gkaeric Route Optimisation
mechanism for Network Mobility, called MIRON: Mobile IPv6 Route Optimisation
for NEMO . MIRON provides significant performance improvements dkerNEMO Basic
Support protocol, and it is implemented only modifying tloéhware in the (mobile) routers
that provide connectivity to a Mobile Network. Neither thedes attached to the Mobile
Network, nor any node located at the Internet that is comaoatimg to a node of the moving
network, need to be modified for MIRON to work, which facitéa the deployment of the
solution. The proposed mechanism is validated and evaluatperimentally by means of
an implementation. Alternative approaches that do regunamges on additional nodes than
the Mobile Router are also explored in this PhD thesis.

There is a scenario that is receiving quite a lot of attenftiom the research and indus-
trial communities: vehicular communications So far, this scenario has been addressed
by using a terminal centric approach, but since the vehiadanario involves a group of
devices (e.g., sensors, music players, on-board compuyi@ssengers’ devices and so on)
moving together, a network mobility approach seems moreogpiate than a solution that
relies on every device managing its own mobility. Furthemmaohere is an opportunity for
optimisation in vehicular environments when communication occurs between vehicles
that are close enough to communicate throughddhoc network formed by those vehicles
and perhaps other vehicles in their surroundings. The skeawein contribution of this
PhD thesis consists in the combination of the Network Muobilind Ad-hoc concepts —
in a secure way — to optimise local car-to-car communicatioifhe designed solution,
calledVARON: Vehicular Ad-hoc Route Optimisation for NEMO , is validated through
heavy simulation, proving that an improvement in the penfmnce of the communication is
achieved by deploying VARON in vehicles.

The PhD thesis is structured in four main parts. Part | regidve current state of the
art regarding network mobility and vehicular communicasio Chapter 2 provides a de-
tailed description of the network mobility togi@nd presents the Route Optimisation issue
as well as a survey of the existing proposals that addresgtbblem, highlighting their
limitations. Next, an analysis of the research within thhigelar communications field is
included in Chapter 3, classifying into three differentecaries the possible approaches that
may be followed to provide vehicles with communication dalitees. This analysis shows
the weaknesses of classical mechanisms and introduce®tiedite that may be obtained
from using an approach that combines Network Mobility anehad concepts in a secure
way.

Part Il includes the main contributions of this PhD thesikafter 4 shows the goals of
the thesis and presents the design considerations thabbawdollowed in the development

2In [BSCT05b] and [BSC 05a], we provide an overview of this research.



of the mechanisms resulting from this PhD thesis.

Chapter 5 describes in detail the mechanism designed tidergeneric Route Optimi-
sation support for Network Mobility: MIRON. MIRON enablegect path communication
between a node of the mobile network — supporting any kindoafen with and without
mobility capabilities — and any other node in the Internet athieve that, MIRON has
two modes of operation: the Mobile Router performing all Reute Optimisation tasks
on behalf of those nodes that are not mobility capable andlditienal mechanism, based
on PANA and DHCP, enabling mobility-capable nodes (i.e. Néoblodes attached to a
NEMO) and routers (i.e. nested Mobile Networks). A validatand evaluation of the solu-
tion is included, based on experimental tests using an imgtation of MIRON. Security
and scalability analyses are also included to evaluateethslility of the solution. Finally,
alternative approaches — based on a secure delegationnalisig rights to the Mobile
Router and which require changes on other nodes than theldvRbuter (therefore aimed
at being deployed in a longer-term or in more restrictedrerwnents) — are explored. The
contents of this chapter have been published in [€B&, [BBC04], [BBCS05], [BOC 06]
and [CBBSO05].

Chapter 6 describes in detail the mechanism proposed tader&®Route Optimisation
of local communications in vehicular environments: VAROMRON enables to optimise
car-to-car communications in a secure way by combining avbiét Mobility approach to
support car-to-Internet communications with a vehicutishac approach. Since security is
the main issue in these environments, an analysis of patemploits is provided first, de-
scribing and classifying the attacks that VARON aims at@wvig. The designed mechanism
is checked to verify whether it avoids those possible attaakd validated experimentally,
by means of extensive simulation. Simulations enable tlaégysis of VARON performance
(comparing it to the use of a plain Network Mobility approaid a generic Route Optimi-
sation solution). This part of the thesis have been subdnittepublication in [BCS 06].

Part Il concludes the PhD thesis. Chapter 7 presents thelugions resulting from
the main contributions of the thesis, while Chapter 8 infimabs some relevant future work
topics that are still open and are worth to be explored inex labrk.

Part IV includes some appendixes. Appendix A provides & btimmary of the PANA
protocol (which is used by MIRON to enable Route Optimigatio some scenarios) and
Appendix B describes in detail the protocol message formeA&ON.

Other publications of the author highly related with the teon of this thesis can be
found in [dIOBCO05, [VHKBCO06], [BGMBAO06], [BCO5], [BCO6], [BSM'05], [VBMt05],
[VBST06], [ABB*06] and [CSM"05].

This PhD Thesis is applying for an “European Mention” in tHeDFDiploma. In order
to fully comply with the Spanish (Arts. 11 a 14 del R.D. 56/308e 21 de Enero) and
university regulations, all the thesis is written in Englend some parts are also translated
into Spanish (Abstract and Chapters 1, 2, 3, 4, 7 and 8).

%It also appears as [dIOBCO06].






Capitulo 1

Introduccion

Internet esta evolucionando hacia una una red ubicua, accesibleadguéer momento
y desde cualquier lugar. Los usuarios no solo esperan padeder a Internet desde lugares
fijos, como sus casas, puestos de trabajo, o incluso otraselsigiobnde se han desplegado
hotspotqp.e., cafeterias, hoteles, aeropuertos, etc), sinoiéamndesde plataformas moviles.
La provisibn de acceso a Internet en aviones y trenes aecesvirtiendo en una realidad
actualmente y empieza a ser ampliamente ofrecida al gtalicpl

El nimero de terminales inalambricos IP continla credie y se espera que dicho
ndmero crezca alin mas con la convergencia de las redelederhunicaciones inalambricas
(soportando mas de 1500 millones de dispositivos) e lateEsta convergencia esta sopor-
tada por el protocolo de InterdetiP), pero IP no fue disefiado para soportar un requisito
clave en las redes actualesntavilidad.

Propiciado por este requisito y las demandas de los usu#icesmunidad investiga-
dora de Internet disefié algunos mecanismos que habhititiEbmovilidad transparente para
terminales que se movian individualmente y que permilaener beneficio de ldstero-
geneidad de las tecnoldgs de accesagjue se prevé en las futuras redes 8gdneracion
(4G). Por otro lado, debido a que el acceso a Internet es hiésaucada vez, la demandas
de movilidad ya no estan restringidas solo a terminaléivituales.

Existen varios escenarios de movilidad que involucrangedéviles en lugar de ter-
minales: lo que se conoce comwovilidad de redes Por ejemplo, un usuario puede ser
movil llevando consigo maltiples dispositivos — formangha red de area personal (Perso-
nal Area Network, PAN) —, como un teléfono movil, un orddoraportatil y un asistente
digital personal (Personal Digital Assistant, PDA). De Io8ltiples escenarios donde se
requiere una solucion de movilidad de redes, otro ejenmglkvante y representativo es la
provision transparente de acceso a Internet en platafomviles, como trenes, aviones,
autobuses o coches.

El mecanismo basico definido para proporcionar soporte delioad de redes (el
protocolo de Soporte Basico de Movilidad de Redes) es ueasidn del protocolo definido
para habilitar la movilidad de terminales individualesv@PMovil), pero sin algunas de las
optimizaciones que proporciona IPv6 Movil. Una de egti@zas que faltanes el soporte
de Optimizacion de Rutas de cara a proporcionar soporte de movilidad transparehte,

1Se espera que la nueva version de IP: IPv6, sera adopaiatigente de cara a soportar el crecimiento en
el nimero de dispositivos inalambricos. Debido a esta, €ssis Doctoral se centra en mecanismos IPv6.
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6 Capitulo 1. Introduccion

trafico de datos intercambiado entre una red movil y cuefgotro nodo en Internet no
sigue el camino directo entre ambos, sino una ruta inefejentravés de la Red Hogar (a la
que pertenece la red movil), originando un retardo adaigruna sobrecarga de cabeceras
en los paquetes. La optimizacion de rutas es alin mas@atei cuando consideramos redes
moviles, debido a que la naturaleza particular de las rededles impone retos adicionales
gue son mas complicados de resolver que lo eran para el @serrdinales moviles
individuales. El encaminamiento subéptimo introducido @ protocolo de Soporte Basico
de Movilidad de Redes puede llegar incluso a impedir quéasieromunicaciones lleguen a
establecerse, y por lo tanto este problema debe ser reslgetiara a poder desplegar redes
moviles en la practica.

Dada la importancia de la optimizacion de rutas para rededl@s, una de las contribu-
ciones principales de esta Tesis Doctoral consiste enefiaide urmecanismo gegrico de
Optimizacion de Rutas para Redes Mviles llamadoMIRON: Mobile | Pvé Route Opti-
misation for NEMO. MIRON proporciona mejoras significativas en el rendinoesabre el
protocolo de Soporte Basico de Movilidad de Redes, y egtdementado modificando Uni-
camente el software de los routers (moviles) que propeaciaconectividad a la red movil.
Ni los nodos conectados a la red mévil ni ningln nodo detkriet que se esté comunican-
do con un dispositivo de la red movil, necesitan ser modifisgpara que MIRON funcione,
lo cual facilita enormemente el despliegue de la soluciirmecanismo propuesto ha si-
do validado y evaluado experimentalmente mediante unaeimgahtacion. Otros enfoques
alternativos, que requieren cambios en mas nodos adeehasuier movil, son también
explorados en esta Tesis Doctoral.

Hay un escenario que esta recibiendo una gran cantidadedei@t por parte de las
comunidades investigadora e industrial: ¢asnunicaciones vehicularesHasta ahora, este
tipo de escenario ha sido tratado utilizando enfoques adogren el terminal, pero dado
que el escenario vehicular involucra a un grupo de nodos, Geasores, reproductores de
masica, ordenadores de abordo, dispositivos diversossdgasajeros, etc.) que se mueven
juntos, un enfoque basado en movilidad de redes parece nmakaapropiado que una
solucion que confia a cada dispositivo la gestion de spipmmovilidad. Ademas, existe una
oportunidad deptimizacion en entornos vehicularecuando la comunicacion transcurre
entre vehiculos que estan lo suficientemente cerca coms quenunicarse a través de
unared ad-hocformada por dichos vehiculos y quizas otros en las cessaha segunda
contribucion principal de esta tesis consiste en la coadddm — de forma segura —de los
conceptos de movilidad de redes y ad-hoc para optimizar nimaciones entre vehiculos
locales. La solucién disefiada, llamad&RON: Vehicular Ad-hoc Route Optimisation for
NEMO, ha sido validada mediante simulacion exhaustiva, priddajue se consigue un
incremento del rendimiento en las comunicaciones medilndespliegue de VARON en
los vehiculos.

La Tesis Doctoral esta estructurada en cuatro partesipaies. La Parte | revisa el es-
tado del arte actual relativo a la movilidad de redes y laswooaciones vehiculares. El
capitulo 2 proporciona una descripcion detallada en riaatke movilidad de redésy pre-
senta la problematica de la optimizacion de rutas asbaama clasificacion de las propuestas

2En [BSC'05b] y [BSC"05a], proporcionamos una panoramica de la investigamiceste campo.



existentes que abordan dicho problema, resaltando suadionies. Después de esto, se in-
cluye un analisis de la investigacion en el campo de lasuoazaciones vehiculares en el

Capitulo 3, clasificando en tres diferentes categormpdaibles aproximaciones que pue-
den seguirse para proveer a los vehiculos con capacidadesntlnicacion. Este analisis

muestra los puntos débiles de los mecanismos clasicdsoelice los beneficios que pue-

den obtenerse si se emplea un enfoque que combine los cosckEpimovilidad de redes y

ad-hoc de tal forma que proporcione garantias de seguridad

En la Parte 1l se incluyen las contribuciones principalelgeesente Tesis Doctoral. El
Capitulo 4 describe los objetivos de la Tesis y presentedasideraciones de disefio que se
han seguido en el desarrollo de los mecanismos que haragsale esta Tesis Doctoral.

El Capitulo 5 describe en detalle el mecanismo disefiad® paporcionar un sopor-
te genérico de optimizacion de rutas para redes mowWkERON. MIRON hace posible la
comunicacion directa entre un nodo de la red movil — sapoit cualquier tipo de nodo, con
o0 sin capacidades de movilidad —y cualquier otro nodo deriatePara lograr esto, MIRON
tiene dos modos de funcionamiento: uno en el que el routgil ne@liza todas las tareas de
optimizacion de rutas en nombre de los nodos que no tiermortsode movilidad alguno, y
otro mecanismo adicional, basado en DHCP y PANA, que haljiie los nodos (p.e., aque-
llos nodos moéviles que se conecten a la red mévil) y royees, redes moviles anidadas)
con soporte de movilidad gestionen su propia optimizad®mnutas. Se incluye una valida-
cibn y evaluacion de la solucion, basada en pruebas iexpetales empleando una imple-
mentacion de MIRON. Se incluyen también unos analisimdeguridad y escalabilidad de
la solucion, de cara a evaluar si es factible desplegar sallacion propuesta o no. Final-
mente, algunos enfoques alternativos — basados en unadélegegura de los derechos de
sefializacion al router movil (este tipo de solucioraestfocado por lo tanto a ser desplegado
en un plazo mayor de tiempo o en escenarios mas restrictiasn explorados. Los conte-
nidos de este capitulo han sido publicados en [€8&, [BBC04], [BBCS05], [BOC 06]

y [CBBSO05].

El Capitulo 6 describe en detalle el mecanismo propuest maporcionar optimiza-
cibn de rutas en comunicaciones locales en entornos ‘arésuVARON. VARON combina
de forma segura el enfoque de movilidad de redes para spportainicaciones vehiculo-
Internet con un enfoque ad-hoc vehicular para optimizarucocaciones inter-vehiculares.
Dado que la seguridad es el problema principal en este tipentt#nos, primero se pro-
porciona un analisis de los ataques potenciales, desadbiy clasificando los ataques que
VARON trata de evitar. Se comprueba que el mecanismo diseBaita dichos posibles
ataques y se procede a su evaluacion experimental, mediamilaciones exhaustivas. Las
simulaciones permiten realizar un estudio del rendimiel@dARON (comparandolo con
el uso de una solucion simple de movilidad de redes y unan@&cion genérica de optimi-
zacion de rutas). Esta parte de la tesis ha sido enviadapasaeracion de su publicacion
en [BCSH06].

La Parte Il concluye la Tesis Doctoral. El Capitulo 7 pregaelas conclusiones mas
importantes que han resultado de las contribuciones pales de la Tesis, mientras que el
Capitulo 8 introduce algunos temas de investigaciovaeles que estan todavia abiertos y
que merecen la pena ser explorados en trabajos futuros.

En la Parte IV se incluyen algunos apéndices. El Apéndicesiime brevemente el
protocolo PANA (usado por MIRON para habilitar la optimigatde rutas en algunos es-
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cenarios) y el Apéndice B describe en detalle el formato degajes del protocolo definido
por VARON.

Otras publicaciones del autor altamente relacionadasla@omtenido de la tesis pueden
encontrarse en [dIOBCO%] [VHKBCO06], [BGMBAO6], [BCO5], [BCO6], [BSM™05],
[VBM *05], [VBS'06], [ABBT06] y [CSMT05].

La presente Tesis Doctoral va a aplicar para obtener la ierairopea en el titulo
de doctor. De cara a cumplir todas las normas vigentes deie@abEspafol (Arts. 11
a 14 del R.D. 56/2005 de 21 de Enero) y la Universidad CarladelMadrid, toda la tesis
esta originalmente escrita en inglés y posteriormentandraducido al espafiol el Resumen
y los Capitulos 1, 2, 3,4, 7y 8.

3También publicado en [dIOBCO06].
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Chapter 2

Network Mobility: bringing ubiquity
to the Internet access

This chapter provides a detailed description of the netwiookility problem, describing
current proposed solutions, as well as identifying opemdssand unexplored problems.

2.1. Introduction

Driven by the success of cellular technologies, mobilitg blaanged the way users com-
municate. Ubiquity and heterogeneity [CS®4], [CSMT05], [ABB106] will be two key
concepts of forthcoming 4G [HYO03] networks, which are expddo enable users to com-
municate almost anytime, anywhere.

Triggered by these needs and the fact that deployed Intpro&icols did not support
mobility of any kind, the technical community designed sal/solutions that addressed the
problem of mobility [Hen03]. There are several approaches inay be followed, although
a first classification could be done based on the layer at whability is managed. Cellular
networks enable roaming of users between different radls,d®y managing the mobility
with specific layer 2 protocols. On the one hand, this kindabfition performs quite well
but on the other hand, it is limited to mobility within the sarechnology. To exploit net-
work heterogeneity, mobility should be managed at a tecyyindependent layer (that
is, IP or above). Although it is possible to handle mobilitytlze application or transport
layer [SBOO0], [SBKO01], doing that would require developitifferent solutions for each ap-
plication or transport protocol. Therefore, the IP layasraes to be the most appropriate one
to manage mobility.

IP networks were not designed for mobile environments. BothPv4 and IPv6, IP
addresses play two different roles. On the one hand, thelpeators that specify, based on
a routing system, how to reach the node that is using thataddiThe routing system keeps
information on how to reach different set of address thatelmeommon network prefix.
This address aggregation in the routing system providdalstiey guarantees. On the other
hand, IP addresses are also part of the end-point identiffexcommunication, and upper
layers use the identifiers of the peers of a communicatiodentify them [Chi99], [LDO3].

This dual role played by IP addresses imposes some restigsctin mobility, because
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12 Chapter 2. Network Mobility: bringing ubiquity to the Int ernet access

when a terminal moves from one network (IP subnet) to anpthierwould like, on the
one hand to maintain the IP address associated to the nadmdvas (associated to one
of its network interfaces) in order not to change the idesttifivat upper layers are using in
their ongoing sessions, but, on the other hand we need tagehthe IP address to make it
topologically correct in the new location of the termindlpwing in this way the routing
system to reach the terminal.

Protocols such as Dynamic Host Configuration Protocol (DH[OP097], [DBV 03]
enabled theportability of terminals, but this was not enough to achieve real andpanent
mobility, as it required ongoing transport sessions to lstaréed after a change of the point
of attachment. The problem of terminalobility in IP networks has been studied for a
long time within the IETE, and there exist IP-layer solutions for both IPv4 [PerOA] an
IPv6 [JPAO4] that enable the movement of terminals withtoging their ongoing sessions.

As the Internet access becomes more and more ubiquitous\ndisnfor mobility are not
restricted to single terminals anymore. There exists dsmeed of supporting the move-
ment of a complete network that changes its point of attachweethe fixed infrastructure,
maintaining the sessions of every device of the network: tugh&nown asnetwork mo-
bility in IP networks. In this case, the mobile network will haveesst a (mobile) router
that connects to the fixed infrastructure, and the devicekeomobile network will obtain
connectivity to the exterior through this mobile router.

Supporting the roaming of networks that move as a whole isired in order to en-
able the transparent provision of Internet access in maitdtforms [LIP03], such as the
following:

= Public transportation systems. That would enable passemgérains, planes, ships,
etc., to travel with their own terminals (for example, lgpgpcellular phones, PDASs
and so on) and obtain Internet access through a mobile rloatzted at the transport
vehicle, that connects to the fixed infrastructure.

= Personal Networks. Electronic devices carried by peojie,RDAS, photo cameras,
etc. obtain connectivity through a cellular phone actinghesmobile router of the
personal network.

= Vehicular scenarios. Future cars will benefit from havintginet connectivity, not
only to enhance safety (for example, by using sensors thatl amntrol multiple
aspects of the vehicle operation, interacting with the renwvhent, and communicat-
ing with the exterior), but also to provide personal comroation and entertainment
Internet-based services to passengers.

There are ongoing research and industrial projects addgetse challenges posed by
some of the previous scenarios. The aircraft manufactuoeiriy has developed th@on-
nexion by Boeing technology [JdLCO01], allowing airlines to provide IPv4émet access
to passenge?s Nautilusé' is a working group within th&VIDE® project that addresses the

http://ww.ietf.org/

2ht t p: / / ww. connexi onbyboei ng. con!

3The solution basically consists in using BGP as a mobilitytiin, by means of the use of the global routing
table and selective route announcements and withdrawglsiass move [Dul05], [BBO4], [Dul06].

“http://ww. nautil us6. org/

Shttp://ww. wi de. ad. j p/



2.2. Network Mobility Basic Support protocol 13

network mobility problem, by providing several implemeridas of network mobility soft-
ware and performing real demonstrations in live environisienhese are just two examples
that show the real interest that exists on network mobildywadays.

2.2. Network Mobility Basic Support protocol

The IP terminal mobility solution (Mobile IPv6 [JPA04]) do@ot support, as it is now
defined, the movement of networks. As a result, the IETF NEM&york Mobility) Work-
ing Group (WG) was created to standardise a solution ergahitwork mobility at the IPv6
layer. The current solution, called Network Mobility BaSapport protocol, is defined in
the RFC 3963 [DWPTO5].

In this solution, a mobile network (known also as Networkt thtoves — NEMG) is
defined as a network whose attachment point to the Intermiesvaith time (see Figure 2.1).
The router within the NEMO that connects to the Internet lkedathe Mobile Router (MR)
[ELOG]. It is assumed that the NEMO has a Home Network wheresides when it is not
moving. Since the NEMO is part of the Home Network, the Moblktwork has configured
addresses belonging to one or more address blocks assigrtad Home Network: the
Mobile Network Prefixes (MNPs). These addresses remaigrassito the NEMO when it
is away from home. Of course, these addresses only haveotnpal meaning when the
NEMO is at home. When the NEMO is away from home, packets addceto the Mobile
Network Nodes (MNNSs) will still be routed to the Home Networkdditionally, when the
NEMO is away from home, that is, it is in a visited network, M&® acquires an address
from the visited network, called the Care-of Address (Cam)ere the routing architecture
can deliver packets without additional mechanisms.

There are different types of Mobile Network Nodes: LocaldeiXNode (LFN), that is
a node that has no mobility specific software; Local MobiledBIdLMN), that is a node
that implements the Mobile IP protocol and whose home nédtislocated in the mobile
network; and Visiting Mobile Node (VMN) that is a node thatglements the Mobile IP
protocol, has its home network outside the mobile networlk] i is visiting the mobile
network.

The goal of the network mobility support mechanisms [Erni35{o preserve estab-
lished communications between the MNNs and external Coorefent Nodes (CNs) despite
movement. Packets of such communications will be addresséie MNNs’ addresses,
which belong to the MNP, so additional mechanisms to forveackets between the Home
Network and the NEMO are needed.

The network mobility basic solution (see Figure 2.1) for6PWWPTO05] is conceptually
similar to that of terminals. Itis based in the set-up of arktional tunnel between a special
node located in the Home Network of the NEMO (the Home Aget),knd the Care-of
Address of the MR. This tunnel is called MRHA tunnel. The HAasated in the Home
Network of the mobile network, that is, in a location where #ddressing of the mobile
network is topologically correct. All the traffic addresgedhe mobile network is delivered
to its HA, that sends it towards the MR through the tunnel. T#® removes the tunnel
header and forwards the traffic to its destination within thebile network. The traffic

SNEMO can mean NEtwork MObility or NEtwork that MOves accarglito the context.
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Figure 2.1: NEMO Basic Support protocol operation overview

originated in the mobile network is sent by the MR towardshi#ethrough the tunnel, the
HA removes the tunnel header and forwards the packets todesiinations.

The protocol is quite similar to the solution proposed fosttrmobility support, Mobile
IPv6 (MIPv6) [JPA04], without including the Route Optimigm (RO) support. Actually,
the protocol extends the existing Binding Update (BU) mgeda inform the Home Agent
of the IP address of the NEMO side of the tunnel (that is, thé @bthe MR), through
which the HA has to forward packets addressed to the MNP.eThex several ways for
the HA to know the MR’s MNP: by having it statically configurday the MR adding the
MNP information in a new option of the Binding Update, or byining a dynamic routing
protocol with the MR through the tunnel.

The NEMO Basic Solution protocol enables the mobility of atire network, but this
is just the first step to allow the deployment of new ubiqustconnectivity configurations,
solving only the very basic problem, and raising some otssrés that need to be carefully
looked at. Among the issues that are still open, it is wortimtivaing the following:

= Route Optimisation support. When the NEMO Basic Support protocol is used, all
communications to and from a node attached to the mobilearktgo through the
MRHA bidirectional tunnel when the mobile network is aways &result, the packet
overhead and the length of the route followed by packetsrareased, thus resulting
in an increment of the packet delay in most cases. This issuelmave a serious
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impact on the performance of applications running on nodédsmwthe NEMO and
may even prevent communications from taking place.

= Multihoming support. The support of multihoming has shown to be very important
in future 4G networks, in order to fully exploit the heteragéy in the network ac-
cess. This is even more relevant for mobile networks, sinoesaof connectivity or a
failure to connect to the Internet has a more significant chggan on a single node.
Furthermore, typical deployment scenarios, such as thé@giwa of Internet access
from moving vehicles, will typically require the use of sealeinterfaces (using dif-
ferent access technologies), since the mobile network reaypdving within distant
geographical locations where different access technedogie provided and governed
by distinct access control policies [NPEBO06]. Althoughrthexist several works
published regarding multihoming support for NEMO, suchREKC04], [PCECO04],
[NEO4], [MENO4], [KMIT04], [EC04], [SBGEO05], [MIUMO05] and [Esa04], there is
no mechanism that fulfil all the requirements of a multihogngolution for mobile
network environments. The applicability of the SHIM6 praib [BNO6] to provide
NEMO multihoming support is one of the approaches that shbalfurther investi-
gated (an early attempt can be found in [Bag04]).

= Multicast support. Current Network Mobility basic specification does not suppo
multicast traffic transmission to/from a mobile network.ti\ome broadcast technol-
ogy becoming popular, such as DVB, the support of multitikstapplication would
be required in future 4G platforms. Early attempts to prexddch a support to mobile
networks can be found in [SVKD4] and [VHKBCO086].

= Seamless handover supportln order to support real-time applications, not only the
end-to-end delay should be kept under certain values [KTii]also the interruption
time due to handovers. Owing to the additional complexitghef NEMO scenario,
the handoff delay during handovers may be higher than fonglesiterminal. The
applicability of some of the solutions for Mobile IPv6, suak Fast Handovers for
Mobile IPv6 [Koo05], to alleviate the increase in handoffageor the design of new
ones should be investigated [PPLS06], [HCHO06], [KMWO06].

= QO0S support. Mobile networks, because of their dynamic nature, posetiaddi

challenges to the inherent difficulty of providing QoS overeless links. Indeed,
QoS provisioning in a NEMO involves additional mechanisrasitdes providing QoS
to the various wireless links of the maobile network. Statatanalyses are required in
order to guarantee the desired performance resulting fraversing several wireless
links, each of which provides only statistical guarantéesddition, novel signalling
mechanisms need to be devised to perform QoS signallingsuar a dynamic en-
vironment. An early attempt of reservation protocol addgteNEMO can be found
in [TLO5].

= Authentication, Authorisation and Accounting (AAA) support. The NEMO sce-
nario poses some challenges to classical Authenticatiathokisation and Account-
ing (AAA) schemes [ZEB05]. This issue has to be carefully analysed, paying atten-
tion to real NEMO AAA deployment scenarios [FSK6].
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Although all the previously described topics are relevir,Route Optimisation issue is
the most critical one, since it may even prevent mobile neka/from being deployed in real
scenarios. Therefore, it is very important to address #sgd. One of the main objectives
of this PhD thesis is to tackle the Route Optimisation issueealistic NEMO deployment
scenarios, by analysing the problem, designing a solutialidating it and later evaluating
its performance.

2.3. The Route Optimisation issue in Network Mobility

By using a bidirectional tunnel between the Mobile Routed #re Home Agent, the
NEMO Basic Support protocol [DWPTO05] enables Mobile Netkbiodes to reach and be
reachable by any node in the Internet. However, such a salygiesents also important
performance limitations [NTWZ06], as it will be describetthis section.

The network mobility basic solution forces —when a mobilevwek is not at home — all
the traffic addressed to a MNN, to traverse the HA and to bedaded to the mobile network
through the tunnel established between the MR and the HAinMeese path is followed by
packets sent by a MNN. This phenomenon (see Figure 2.1praisae inefficiency, both in
terms of latency and effective throughput, and can be umpdaike for certain applications.
More precisely, we can highlight the following limitation$the basic solution [DWPTO5]:

s |t forcessuboptimal routing (known as angular or triangular routing), that is, pack-
ets are always forwarded through the HA following a subogtipath and therefore
adding a delay in the packet delivery. This delay can be gixdgi if the mobile net-
work or the Correspondent Node are close to the Home Ageat igh close to the
Home Network). On the other hand, when the mobile networkarttle Correspon-
dent Node are far away from the Home Agent, the increase iddlay could be very
large. This may have a strong impact on real-time applinatiwhere delay constraints
are very important. In general, an increase in the delay nsayimpact the perfor-
mance of transport protocols such as TCP, since the sendiagof TCP is partly
determined by the round-trip-time (RTT) perceived by thenownication peers. A
representative example of how large the impact on the delalglbe, can be found on
aircraft communications, where a tunnelled mobile IP comication takes almost 2
seconds to complete a TCP 3-way handshake [BB04], [Dul06].

= |t introduces non-negligiblpacket overhead reducing the Path MTU (PMTU) and
the bandwidth efficiency. Specifically, an additional IP\éter (40 bytes) is added
to every packet because of the MRHA bidirectional tunnel.

The effect of this overhead can be analysed for example tgrigat a VolP commu-
nication using the widely utilised Skypepplication. Skype [BS04] uses the iLBC
(internet Low Bitrate Codec) [ADAO04] codec, which is a free speech codec suitable
for robust voice communication over IP. If an encoding fraereggth of 20 ms (as in
RFC 3550 [SCFJO03]) is used, it results in a payload bit raté5020 kbps. Because
of the additional IPv6 header (that is, 320 extra bits pekea&0 packets per second

"htt p: // ww. skype. conl
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with this codec) the bit-rate used by the voice communicaisancreased in 16 kbps
(more than the actual VoIP payload).

= The HA becomes &ottleneck of the communication as well as a potential single

point of failure. Even if a direct path is available betweeMBN and a CN, if the
HA (or the path between the CN and the HA or between the HA aadiR) is not
available, the communication is disrupted. CongestioheatA or at Home Network
may lead to additional packet delay, or even packet loss. effieet of congestion is
twofold: on the one hand, it affects data packets by makiegitto be delayed or even
discarded. On the other hand, delayed or discarded siggadkckets (e.g., Binding
Updates) may affect the set-up of the bidirectional tunredsising disruption of the
data traffic through these tunnels.

Ref. [NTWZ06] describes also additional limitations, swshincreased processing de-
lay, increased chances of packet fragmentation and iredleassceptibility to link failures.

Most of these concerns also exist in terminal mobility wheimg Mobile IPv6 [JPA04].

In order to solve them, Route Optimisatiormechanism was developed and included as
a part of the base protocol. In Mobile IPv6, Route Optim@atis achieved by allowing
the Mobile Node (MN) to send Binding Update messages alshadCiNs. In this way the
CN is also aware of the CoA where the MN’'s Home Address (HoAuisently reachable.
The Return Routability (RR) procedure is defined to prové the Mobile Node has been
assigned (that ispwn9 both the Home Address and the Care-of Address at a particula
moment in time [NAA"05].

The Network Mobility scenario brings a number of additiorssues, making the prob-
lem more complex and difficult to solfe

The aforementioned problems are exacerbated when coimgjdehat has been called
nested mobility A mobile network is said to be nested when a mobile netwadches to
another mobile network and obtains connectivity througket Figure 2.2). An example is
a user that gets into a vehicle with his Personal Area Net{ididbile Network 2) and that
connects, through a MR — like a WiFi enabled PDA — to the castsvork (Mobile Network
1), that is connected to the fixed infrastructure.

The NEMO WG has defined some useful terminology [ELO6] relatethe nested sce-
nario. The mobile network at the top of the hierarchy corningcthe aggregated nested
mobile network to the Internet is calledot-NEMO(for example, Mobile Network 1 in Fig-
ure 2.2). Likewise, the Mobile Router of that root-NEMO igled root-MR® (for example,
MR 1 in Figure 2.2). In a mobile network hierarchy, the upstnemobile network providing
Internet access to another mobile network further down énhierarchy is namegarent-
NEMO and the downstream mobile network is calleab-NEMO(in Figure 2.2, Mobile
Network 1 is a parent-NEMO of Mobile Network 2 —which is thiere a sub-NEMO of the
former). Similarly, the MRs of the parent-NEMO and the suBN\O are calledparent-MR
andsub-MRrespectively (for example, MR 1 and MR 2 in Figure 2.2).

8This situation made the IETF decide to address the Routeratiion problem in Network Mobility sepa-
rately, not including the development of a RO solution as@miof the NEMO WG charter, but the analysis of
the problem and solution space.

9Some authors alternatively use “Top Level Mobile Router’ KIR) to refer to the root-MR.
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Figure 2.2: Nested mobile network. Operation of the NEMOi88sipport protocol (multi-
angular routing).

The use of the NEMO Basic Support protocol in nested conftgurs amplifies the
sub-optimality of the routing and decreases the performari¢he solution, since in these
scenarios packets are forwarded through all the HAs of allibper level mobile networks
involved (known as multi-angular or pinball routing, seguiie 2.2). This is because each
sub-NEMO obtains a CoA that belongs to the Mobile NetworkiRmef its parent NEMO.
Such a CoA is not topologically meaningful in the currenttien, since the parent-NEMO
is also away from home, and packets addressed to the CoArarellied — thus increasing
packet overhead — to the HA of the parent-NEMO.

There is an additional particular NEMO scenario that needset addressed, namely
when a Mobile IPv6 host attaches to a mobile network (becgraiWisiting Mobile Node,
VMN). Traffic sent to and from a VMN has to be routed not only tha Home Agent of the
VMN, but also via the HA of the MR of the mobile network, theyed suffering from the
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same performance problems than in a 1-level nested mokilorié®. Even if the VMN

performs the Mobile IPv6 Route Optimisation procedures thill only avoid traversing the
VMN's HA, but the resulting route will not be optimal at allinse traffic will still have to

be routed through the MR’s HA.

Because of all the limitations identified in this sectionisitighly desirable to provide
Route Optimisation support for NEMO [NTWZ06], [NZWTO06], §504b], enabling direct
packet exchange between a CN and a MNN without passing thrang HA and without
inserting extra IPv6 headers.

2.4. Route Optimisation for NEMO proposed solutions

This section provides a survey of existing proposals on &@utimisation for NEMO,
studying the scope of the solutions, their benefits and teguirements. This analysis will
help us identify unsolved problems and existing issueswiiebe tackled in this PhD thesis.

Since the very beginning of the research on Network Mobiktyen before the IETF
NEMO Working Group had been created, Route Optimisationantast-topid*. A plethora
of solutions trying to enable network mobility support in@stimal way has been proposed
since the beginning of the NEMO research. Next, most retepaoposals are briefly sum-
marised, classifying them by the type of Route Optimisatiwy target at.

2.4.1. Angular Route Optimisation

Angular routing is caused by the MRHA bidirectional tunngtoduced by the NEMO
Basic Support protocol, since packets of a communicatisniing a MNN have to be
forwarded through the HA of the NEMO (see Figure 2.1). Dejagan the type of the
target MNN, two different Route Optimisation types of sclesnfor angular routing are
considered: Angular Route Optimisation for Local Fixed BMednd for Visiting Mobile
Nodes.

2.4.1.1. Angular Route Optimisation for Local Fixed Nodes

Since LFNs do not have any mobility support, attempts tonoigt their traffic should
be developed without requiring support from the LFN itself.

Authors of [LIP03], [EOB02] propose to allow the Mobile Router directly to inform
the CN of the location of the Mobile Network Prefix (using tleecalled Prefix Scope Bind-
ing Update, PSBU) [EMUO3]. So far, this is simply a directendion of the MIPv6 Route
Optimisation procedure to the NEMO case. However, the ggcorechanism used for

10S0me authors [NTWZ06], [NZWTO06] consider this case as d@aér one of nested mobility.

HBefore the IETF NEMO WG was finally created, it was thought the working group would be chartered
to work on Route Optimisation issues. However, given the @erity of this topic (the design of a secure
but still deployable Route Optimisation solution for MabilPv6 delayed the standardisation process several
years), the IETF considered that it was too early to stansi@ Route Optimisation protocol, so it focused
the NEMO WG charter on the base specification. On the othat,lthare are some researchers that claim that
current Mobile IPv6 standard [JPAO4] would support netwmidbility without any modification (although this
is because there are some parts of the Mobile IPv6 speaiiicttat are not well defined and gives some room
to the developer understanding).
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securing Route Optimisation in Mobile IPv6 cannot be diyeejpplied to this case. In
Mobile IPv6, Binding Update messages are secured througiRéturn Routability proce-
dure [JPA04], [NAAF05], that verifies the collocation of the HoA and the CoA. la tase of
a prefix, it is unfeasible to verify that all the addressedaioed in the prefix3®* addresses)
are collocated with the CoA contained in a Binding Updatesags. In order to overcome
this difficulty, a Return Routability Procedure for Netwd?kefix (RRNP) [NHO4a] has been
proposed, which consists in performing the MIPv6 ReturntRloility procedure with a ran-
domly selected address from the Mobile Network Prefix. Thaampeoblem of this solution
is that it requires changing the operation of the CNs (thaalishe nodes of the Internet)
to support the new option. This, of course, has a seriousdhpathe deployment of the
solution.

A different approach to enable Angular Route OptimisatiotNEMO is based on the
Mobile Router performing Route Optimisation with Corresgdent Routers (CRs) located
at the Internet infrastructure. This approach is basicaflyextension of the NEMO Basic
Support protocol, allowing the MR to send location updatssages (kind-of Binding Up-
dates) to a CR as well. When a CR receives the Binding Updataniset up a bidirectional
tunnel with the Mobile Router (using the MR’s CoA as the emdip address) and add a
route to its routing table (and even scatter the route tolgmdions of Internet), so packets
with destination the Mobile Network Prefix of the MR will beuted through this bidirec-
tional tunnel, instead of through the Home Network of the MRe main drawback of this
approach is related to scalability. There is a trade-offeteling on the specific scenario.
If there is a CR that is very close to the CN, the resulting eonbuld be optimal, but in
that case, if a MNN is communicating to several CNs locatatifferent physical locations,
then several CRs would be needed (so there is here a sdglabdblem, in terms of num-
ber of CRs needed). On the other hand, if the CR is not so ctofleet CNs, there may
be less CRs, but then the optimisation would be not so optir@gitimized Route Cache
(ORC) [WW04], [WKUMO03] and Path Control Header (PCH) [NCR4] are examples of
proposals following this approach.

The Global HA to HA (HAHA) protocol [TWDO05], [WTDO06] followsa very similar
approach that enables to distribute geographically skkia serving to the same Mobile
Network, so when a NEMO - such as one deployed in an airplanevesnwithin a ge-
ographically large area, the MR is able to dynamically siwii@ the topologically closest
Home Agent, avoiding the overhead of the basic NEMO protocithere is also an ap-
proach, called Virtual Mobility Control Domain (VMCD) [WOBBE], that uses HAHA and
ORC together as an optimal combination to provide Routerfiigéition, load balancing and
path redundancy. Again, the main drawback of this kind ofeagh is related to scalability
and deployment, as it requires (to be effective) speciaéadd be deployed on the Internet
at a significant number of locations. An alternative appnoatited specifically for glob-
ally moving networks (such as aircrafts), presented in [B&A6], proposes a mechanism
to support globally distributed HAs, but without impacting the global routing table (as
HAHA does).
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2.4.1.2. Angular Route Optimisation for Visiting Mobile Nodes

When a Mobile IPv6 enabled host attaches to a mobile netwbekCare-of Address
it obtains and uses belongs to the Mobile Network Prefix of MBMO, so although the
mobile node may be performing Route Optimisation with thes@iNs communicating to,
there still exists a tunnel — between the NEMO’s MR and the $RA — introduced by the
NEMO Basic Support protocol (see Figure 2.3).

Several proposals to mitigate the performance limitatioithe NEMO Basic Support
protocol when used to provide connectivity to Visiting MigoNodes are based on Prefix
Delegation [TDO03]. The basic idea is that a Mobile Routerewlattaches to a visited net-
work, is delegated a prefix from the access network using DRfefix Delegation [TDO3].
In this way, a Visiting Mobile Node may also autoconfigure@are-of Address from this
delegated prefix, and use standard Mobile IPv6 mechanisimddts Home Address to this
Care-of Address. This is the approach followed by [PSS(Q#4]S03], [PLO3], [LIPKO04],
[PPLSO06]. In [POD 04] and [aIMYO05], optimisations based on hierarchical asdrman-
agement are proposed to reduce the signalling load butisélban optimal route.

A different approach is based on the Mobile Router acting &emhbour Discov-
ery [NNS98] proxy for its Visiting Mobile Nodes. It basicgllworks as follows, the MR
configures a Care-of Address belonging to the IPv6 netwoskipadvertised in the visited
network by its Access Router (AR), and also rely (that iseatise) this prefix to the mobile
network [JLPKO4a], [JLPKO04b]. In this way, by the MR acting @ Neighbour Discovery
proxy on behalf of connected nodes, the entire NEMO and thitedi network form a logi-
cal multi-link subnet. This enables optimal routing to a VMttached to the NEMO, since
the VMN configures as its CoA an address that belongs to the #fddress space from the
network that the NEMO is visiting, thus avoiding the MRHA tugh.

The main problem of both — Prefix Delegation and Neighbouc®isry proxy based —
solutions, is that they break network mobility transpayetacattached Local Fixed Nodes,
since a new prefix is advertised in the NEMO every time the MResdo a new visited
network.

2.4.2. Multi-angular Route Optimisation

Multi-angular routing is caused in nested NEMOs by the claimested MRHA bidirec-
tional tunnels that packets should traverse. The diffekdulti-angular Route Optimisation
target scenarios that we may have in Network Mobility ardyeseal next.

2.4.2.1. Multi-angular Route Optimisation for nested-NEMO-to-Internet communi-
cations

When a MNN attached to a nested NEMO communicates to a CNHoaathe Internet,
the packets of such communication traverse a chain of MRAédls because of the nesting
of MRs (see Figure 2.2).

Ref. [TMO04a] proposes a solution to alleviate this inefincig The proposal requires
modifications in MRs and HAs, but not in LFNs, VMNSs, or CNs. Titlea is the following:
for packets going out of the nesting, the first MR in the pathaddition to tunnelling the
packet to its HA with a header with source address its own QuAdestination address its
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Figure 2.3: Mobile IPv6 enabled host (performing Mobile 6FRoute Optimisation with a
Correspondent Node) inside a mobile network.

Home Agent address, it also includes in the outer headeraiigtsa new type of Routing
Header, called Reverse Routing Header (RRH), where ittsi#srown Home Address and
empty slots where the rest of the MRs in the path can introthueie respective CoAs. This
proposal requires the use of Tree Discovery [TM04b] to allberMRs to find out the level
of hierarchy within the nesting where the MR is (that is, thenber of slots required).

The rest of the MRs change the source address of the outegrteadlinclude their own
CoAs, but put the old source address (the CoA of the previoR$ il the Reverse Routing
Header. When the packets leave the nesting, they are foedidodthe HA of the first MR
in the path. This HA decapsulates the packets and sends thémit destination (it uses
the Home Address included in the RRH to find out or create tite Binding Cache Entry),
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but also keeps associated to the respective Binding CadingtBa information contained in
the Reverse Routing Header. This information allows the bl&tlude in the outer header
of packets addressed to a node in the nesting, a Routing Healileating how the packet
must be routed inside the nesting (the CoAs of the MRs in tiséingein the order that must
be traversed). The final result is that packets in each drego through only one tunnel
and one Home Agent, although some processing is added inAtentl MRs, plus the extra
overhead of the information added to the packets.

A similar approach is proposed in [NHO4b]. Each MR sends aidim Update towards
its HA with an Access Router Option (ARO) including the Homéddiess of the access
router (that can be a fixed or a Mobile Router) it is currentbached to (the HoA is learnt
from a new Router Advertisement — RA — option included in RAssages sent by routers
supporting the ARO mechanism). This signalling allows Hédearn the actual chain of
Mobile Routers towards a certain MR. This enables forwaydiackets from the MR’s HA
to the MR without traversing the HAs of the parent-MRs of tiested NEMO hierarchy, but
directly to the root-MR’s CoA. This is done by using an extetidso that it can store more
than one address) Type 2 Routing Header [JPA04] contaifiedCbAs of all MRs in the
nested path. In the other direction, the MR changes the s@ddress of the packets to its
CoA and sends them to their destinations.

Authors of [NCK"™03] claim the the ARO solution is very complex and that RRH has
security vulnerabilities, so they propose a similar soluthat make use of concepts already
present in both previous solutions. Basically, a MR attddioea nested NEMO is able to
learn the CoA of every MR in the chain of parent-MRs from thet+dIR, by means of
a new Router Advertisement option (flooded from the root-MRUb-MRs in the nesting
hierarchy), and then send a Binding Update to its HA with a option, called Nested Path
Information (NPI), that contains the previously learntgrof parent-MR’s CoAs.

There are several proposals that follow a Hierarchical Mgbmanagement, based
on the Hierarchical Mobile IPv6 (HMIPv6) protocol [SCMBQ5uch as [CPC04] and
[OSTO3]. Basically, in these mechanisms the root-MR acta &md-of HMIPv6 Mobil-
ity Anchor Point (MAP), to which sub-MRs register (using ith€oAs as Local Care-of
Addresses, LCoAs). Each sub-MR of the nested NEMO uses tieMB’s CoA as a Re-
gional Care-of Address (RCoA) when registering to its HA psckets from external CNs
are directly tunnelled from the destination MR'’s HA to thet-®R (without traversing any
other sub-MR’s HA) and then tunnelled to the destination MRhe root-MR, packets tun-
nelled from sub-MRs are tunnelled directly to the CN. A saniHMIPv6-like approach is
also proposed in [KKFt03]. Authors of [CKCO06] follow an approach similar to NPI and
HMIPv6-like approaches, but avoiding BU signalling storamsl proposing a mechanism to
reduce handoff latencies.

There exist some other NEMO Route Optimisation approadmeeting at nested sce-
narios. In [GYKO04], the PSBU approach [LIJP03], [EO®] is modified to support nesting,
by extending the PSBU message to carry a list of MR’s CoOAsWRVEMO5], extensions
to the ORC protocol [WWO04], [WKUMO3] are proposed to suppuested configurations.

It is worth mentioning that some of the mechanisms proposezhable Angular Route
Optimisation for Visiting Mobile Nodes attached to a NEM@ aiso applicable to the multi-
angular routing problem when several nested mobile netsvarke considered [NHO4b],
[OSTO3].
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NEMO 1 (TRAIN)

Figure 2.4: Example of intra-nested NEMO scenario: train.

The main drawback of all of these solutions is their high claxipy. Another problem
is that many of them are not compatible with the NEMO Angulauf Optimisation mech-
anisms proposed so far, thus making impossible to remowRHA tunnels involved in a
communication, and forcing packets to traverse at least one

2.4.2.2. Multi-angular Route Optimisation for intra-nested-NEMO communications

There are several scenarios in which MNNs from different ilealetworks belonging
to the same nested NEMO communicate. Using the NEMO Basip@uprotocol, such
communications go through the infrastructure (traversimglved HAS), although MNNs
would communicate far more efficiently if they did directlifzurthermore, if there was a
communication problem with any of the HAs, the communiaatimuld stop, even though a
direct communication between the mobile networks was ptesshn example to understand
the importance of such scenario is two passengers that igethie same train with their
respective personal area networks and want to play with etier or exchange documents
(see Figure 2.4).

In order to avoid traffic being injected out of the nested r@hetwork in this kind of
scenario (and therefore reducing the delay and improviageliability), some mechanisms
have been proposed that try to route packets directly witiémested NEMO.

Basically, the approach followed by most of the existinggasals consists in making
MRs of a nested NEMO be aware of all the MNPs that are reachaithén the NEMO.
One way of achieving that is by running a routing protocol agtéhe MRs within the
nested NEMO. In this way, information about the MNPs of evigMO is exchanged,
allowing MRs to learn direct routes to all the MNPs that aractable in the nested
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NEMO. Usually, an ad-hoc [AWWO05], [CCLO03], [CM99] routingrgocol is used, such
as in [CBWO05]. Other proposed solutions that suggest usingeskind of routing proto-
col within a nested NEMO to provide intra-NEMO Route Optiatisn are [WWEMO5],
[PPK*04] and [BYK™05]. The main problem of this kind of solution is that it hassgty
vulnerabilities, allowing several attacks to be easilyf@ened.






Capitulo 2

Movilidad de Redes: haciendo ubicuo
el acceso a Internet

Este capitulo presenta una descripcion detallada délgra de la movilidad de re-
des, describiendo las soluciones actualmente propuestaspmo identificando problemas
abiertos y aspectos alin no explorados.

2.1. Introduccion

De la mano del éxito de las comunicaciones celulares, ldlisas ha cambiado la for-
ma en gue los usuarios se comunican. Ubicuidad y Heteratpsh§C SB04], [CSM™05],
[ABB T06] seran dos aspectos clave en las futuras rede¥ @ereracion (4G) [HYO03], las
cuales se espera permitan que los usuarios se puedan camemimdo momento y desde
casi cualquier lugar.

Impulsada por esas necesidades y el hecho de que los postaleinternet actualmente
implantados no soportaban movilidad de ningln tipo, lawuiniad cientifico-técnica di-
sefo varias soluciones dirigidas a solventar el probléena movilidad [Hen03]. Se pueden
seguir diferentes aproximaciones, aunque una primerdicéason podria hacerse en base
a la capa de la torre de protocolos en la que se gestiona ldidadviLas redes celulares
permiten la movilidad de los usuarios entre diversas cetdadiante una gestion de la movi-
lidad basada en soluciones especificas de nivel 2. Por andatk tipo de solucién tiene un
rendimiento bastante bueno, si bien, por otro, limita lailitad a una Unica tecnologia de
acceso. Si se quiere explotar la heterogeneidad de lasi$uteides, la movilidad debe ges-
tionarse en una capa que sea independiente de la tecn(@stpas, IP o superior). Aungue
es posible gestionar la movilidad en los niveles de aplizaoitransporte [SB00], [SBKO1],
esto obligaria a desarrollar diferentes soluciones, @ma pada aplicacion o protocolo de
transporte. Por lo tanto, la capa IP parece ser la mas atfepaaa gestionar la movilidad.

Las redes IP no fueron pensadas para entornos de movilidatb €n IPv4 como en
IPv6 las direcciones IP cumplen dos papeles. Por un ladorstrcalizador que indica, en
base a un sistema de encaminamiento, como llegar al tdrmqieaa esta usando. El sis-
tema de encaminamiento mantiene informacion de comarllagonjuntos de direcciones
gue comparten un prefijo de red. Esta agregacion de direzzien el sistema de encamina-
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miento sirve para garantizar su escalabilidad. Pero poradio, las direcciones IP también
actan como parte de los identificadores de los extremosaleamunicacion, y los niveles
superiores usan los identificadores de los dos extremosaleamunicacion para identifi-
carla [Chi99], [LDO3].

Este doble papel de las direcciones IP impone restricciateemovilidad, pues al mover
un terminal de una parte de la red (una subred IP) a otra,igm@s por un lado mantener
la direccion IP asociada al terminal que se mueve (a unasimgrfaces de red) para no
cambiar el identificador que los niveles superiores estamdo en sus sesiones (comuni-
caciones) abiertas, pero por otro lado necesitamos camahiieccion IP para utilizar una
gue sea topolbgicamente correcta para la nueva locdizate| terminal en la red y que
asi permita al sistema de encaminamiento llegar a él.

Protocolos como el Protocolo de Configuracion Dinamicaeteninales (Dynamic Host
Configuration Protocol, DHCP) [Dro97], [DBY03] hicieron posible Iportabilidad de ter-
minales, pero esto no era suficiente para lograr una modihea y transparente, ya que era
necesario reiniciar las sesiones de transporte existéaesambiar de punto de conexion
a la red. El problema de laovilidad de terminales en redes IP ha sido estudiado duran-
te mucho tiempo en el IETFy existen soluciones que la hacen posible a nivel IP, tanto
para IPv4 [Per02] como para IPv6 [JPAO4], sin que sea naoas#&errumpir las sesiones
existentes.

A medida que la Internet se hace mas y mas ubicua, la demtendwvilidad deja de
estar restringida a terminales individuales. Existe t@émla necesidad de soportar el movi-
miento de toda una red que cambia su punto de acceso a lsstnfictara fija, manteniendo
las sesiones de todos los dispositivos que estan en lagémigee se conoce con el nombre
demovilidad de rede$P. En este caso la red movil contara al menos con un rooévil)
gue se conecte a la infraestructura fija y a través del cuahdban conectividad hacia el
exterior los dispositivos de la red movil.

El soporte de movilidad de redes completas es necesaridvpeea posible la provision
transparente de acceso a Internet en plataformas moki€®B], como por ejemplo:

= Medios de transporte colectivos. Haria posible que logniss de trenes, aviones,
barcos, etc. puedan subir con sus propios terminalesafpest teléfonos, PDAs, etc.)
y obtener acceso a Internet a través del router movil poamoado por el medio de
transporte, que es el que se encargara de la conectividdd gdraestructura fija.

= Redes Personales. Los dispositivos electronicos quesi@gios pueden llegar a llevar
encima: PDAs, camaras de fotos, etc. pueden obtener codadta través de un
teléefono movil que actuaria como router movil de la redspnal.

= Escenarios vehiculares. Los coches en el futuro se beméfiaie tener conectividad
a Internet, no s6lo para mejorar la seguridad (por ejempéaiante la utilizacion de
sensores que pudieran controlar multiples aspectos deioivamiento del vehiculo,
interactuando con el entorno y comunicandose con el exiesino también para pro-
porcionar servicios de comunicacion personal y entret&mito a través de Internet a
los pasajeros.

http://ww.ietf.org/
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En la actualidad, existen mdltiples proyectos de investin e industriales en funcio-
namiento dirigidos a estudiar y solventar los retos queipiap los escenarios anteriores.
La compaiia constructora de aviones Boeing ha desatooli@atecnologiaConnexion by
Boeing? [JALCO1], que permite a las compafiias aéreas propanciacceso IPv4 a Inter-
net a sus pasajerasNautilusé es un grupo de trabajo dentro del proyeWDE® que
esta focalizado en la problematica de la movilidad de gedeoporcionando diversas im-
plementaciones de software de movilidad de redes y redlizdemostraciones de uso en
entornos reales. Estos son tan sblo dos ejemplos que dearmuekinterés real que existe en
la actualidad en la movilidad de redes.

2.2. Protocolo de Soporte Bsico de Movilidad de Redes

La solucion de movilidad de terminales en IP — IPv6 Movilgidile IPv6 [JPA04]) —
por si sola no soporta la movilidad de redes. Por ello se ergfupo NEMO del IETF que
esta estudiando soluciones a nivel IP para soportar rdadilde redes en IPv6. La solu-
cion actual, llamada protocolo de Soporte Basico de Nitadl de Redes (Network Mobility
Basic Support protocol) se encuentra especificada en la REE[BWPTO5].

En esta solucion, una red méviés definida como una red cuyo punto de conexion a
Internet varia con el tiempo (véase la Figura 2.1). Al eowjue da conectividad a la red
movil se le denomina Router Movil (Mobile Router, MR) [E&J0 Se asume que la NEMO
tiene una Red Hogar (Home Network) donde reside cuandoestaenoviendo. Dado que la
NEMO es parte de la Red Hogar, la red mévil tiene configuraitasciones pertenecientes
a uno o mas bloques de direcciones asignados a la Red Hoga@réfijos de Red Movil
(Mobile Network Prefixes, MNPSs). Estas direcciones perroenasignadas a la red movil
cuando ésta se encuentra fuera de su Red Hogar. Por symstasdirecciones solo tienen
sentido topolégico cuando la NEMO en encuentra conectegla Red Hogar. Cuando la
red movil esta fuera, los paquetes dirigidos a los NodoRel@ Movil (Mobile Network
Nodes, MNNSs) siguen siendo encaminados hacia la Red HodaoAalmente, cuando la
red movil se encuentra fuera de su hogar, es decir se enawgsitando una red foranea, el
MR obtiene una direccion temporal perteneciente a la rgithda, llamada Care-of Address
(CoA), donde la infraestructura de encaminamiento puattegarle paquetes sin necesidad
de ninglin mecanismo adicional.

Existen diferentes tipos de Nodos de Red Movil: Nodo Lodj fEocal Fixed Node,
LFN) que es un nodo que no tiene software especifico de rdasiliNodo Movil Local
(Local Mobile Node, LMN) que es un nodo que implementa elgrolo de movilidad IP
de terminales y tiene su red hogar en la red movil; y Nodo iMégitante (Visiting Mobile

2ht t p: / / ww. connexi onbyboei ng. conml

3La solucion consiste basicamente en emplear BGP comoignlde movilidad, mediante el uso de la tabla
de rutas global y el anuncio y borrado selectivo de rutas adaegie se mueven los aviones [Dul05], [BB04],
[Duloé].

“http://www. nautil us6. org/

Shttp: // ww. wi de. ad. j p/

SLa terminologia anglosajona utiliza el termino NEMO paterirse tanto a 'Movilidad de Redes’ (NEtwork
MOhility), como a 'Red que se Mueve’ (NEtwork that MOves). Brpresente Tesis, se empleara en ocasiones
dicho término para referirse a cualquiera de sus dos @ssélepciones.
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tunel bi-direccional

IPv6-en-IPv6
entre el MR y el HA

' G CN: Nodo Corresponsal (Correspondent Node)
{ AR: Router de Acceso (Access Router)

MR: Router Mévil (Mobile Router)
' AR HA: Agente Local (Home Agent)

. // MNN: Nodo de Red Mévil (Mobile Network Node)
g @ @ @ Tunel IPv6-en-IPv6 simple

.d e Sin encapsulacion

Figura 2.1: Funcionamiento del protocolo de Soporte BadeMovilidad de Redes.

Node, VMN) que es un nodo que implementa el protocolo de ridadlde terminales, tiene
su red hogar fuera de la red movil, y esta visitando la regiin”

El objetivo de los mecanismos de soporte de movilidad desriEel@05] es preservar las
comunicaciones establecidas entre MNNs y Nodos CorreafgmgCorrespondent Nodes,
CNs) externos, a pesar del movimiento de la red. Los pagpetésnecientes a dichas comu-
nicaciones seran dirigidos hacia las direcciones de lodiM s cuales pertenecen al MNP,
por lo que se requieren mecanismos adicionales para reelictes paquetes desde la Red
Hogar hacia la red movil.

La solucién basica (ver la Figura 2.1) para el soporte deilidad de redes en IPv6
[DWPTO05] es conceptualmente similar a la de movilidad deniieales. Se basa en la crea-
cion de un tunel bi-direccional entre el MR y su Agente Udetome Agent, HA). EI HA
esta situado en la Red Hogar de la red movil, es decir ennio pionde el direccionamiento
de la red movil es correcto topologicamente. Todo elddafiestinado a la red mévil llega a
su HA que lo reenvia por el tinel hacia el MR. EI MR eliminaddoecera del tinel y reenvia
el trafico hacia su destinatario dentro de la red movilr&ico que sale de la red movil es
enviado por el MR a través del tinel hacia el HA, el HA elimia cabecera del tinel y
reenvia los paquetes hacia su destino.

El protocolo es bastante similar a la solucion propuesta gaportar movilidad de ter-

minales, IPv6 Movil (MIPv6) [JPA04], sin incluir el soperte optimizacion de rutas (Route
Optimisation, RO). De hecho, el protocolo extiende el menBinding Update (BU) para
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informar al Agente Local sobre la direccion IP del extrenabtdnel del lado de la NEMO
(es decir, la CoA del MR), a través de la cual el HA tiene quevar los paquetes diri-
gidos al MNP. Hay varias maneras por las cuales el HA puedeceorel MNP del MR:
porque lo tiene configurado de forma estatica, porque el Rrle la informacion acerca
del MNP en una nueva opcion del mensaje BU, o mediante la@fat de un protocolo de
encaminamiento entre el MR y el HA a través del tlnel.

El protocolo de Soporte Basico de Movilidad de Redes perauie una red completa
pueda moverse, pero es tan sblo el primer paso para hadblepelsdespliegue de nuevas
configuraciones de conectividad ubicua, que solventa sviterel problema mas basico y
produce algunos otros problemas que tienen que ser estsdillenidamente. De entre
estos problemas que todavia estan abiertos, merecedamparctionar los siguientes:

= Soporte de Optimizacbn de Rutas.Cuando se utiliza el protocolo de Soporte Basico

de Movilidad de Redes, todas las comunicaciones desde  haciodo conectado a
la red mévil deben ir a través del tunel bi-direccionalrerel MR y el HA cuando la
NEMO esta fuera de casa. Debido a esto, la sobrecarga deetabgor paquete y la
longitud de la ruta que siguen los paquetes se incrementaalamplica un aumento
del retardo por paquete en la mayoria de los casos. Est@ pogdictar seriamente
en el rendimiento de las aplicaciones gque se ejecutan erolissrde la red movil,
pudiendo incluso llegar a impedir que las comunicacioneslan efectuarse.

= Soporte multihoming. Soportar configuraciones multihomed es muy importante en
las futuras redes 4G, de cara a poder explotar completariaemi¢erogeneidad de las
redes de acceso. Esto es incluso mas relevante para lasmédédes, en la medida
en que una pérdida de conectividad o un fallo al conectateainiet tiene un mayor
impacto que para el caso de un s6lo nodo individual. Adefoasescenarios de des-
pliegue tipicos, tal y como el de la provisibn de accesotertet desde vehiculos
moviles, habitualmente requeriran el uso de diferemtesfaces (empleando diferen-
tes tecnologias de acceso), ya que la NEMO puede estaenuwmgé a través de lo-
calizaciones geograficas distantes, en las cuales seamtiferentes tecnologias de
acceso y estén gobernadas por distintas politicas detdetacceso [NPEBO6]. Aun-
que existen varios trabajos publicados relativos al setetmultihoming para redes
moviles, como [PCKCO04], [PCEC04], [NEO4], [MENO04], [KMD4], [EC04], [SB-
GEO5], [MIUMO5] y [Esa04], no hay ningln mecanismo que clanpdos los re-
quisitos de una solucion de multihoming para escenarianasélidad de redes. La
aplicacion del protocolo SHIM6 [BNO6] para proporcionapsrte de multihoming
a una NEMO es uno de los enfoques que deben ser estudiadosfendtad (un
primer intento en esta linea puede encontrarse en [Bag04])

= Soporte multicast.La especificacion actual del protocolo de Soporte Basideebes
Moviles no incluye el soporte necesario para la transmislé trafico multicast desde
y hacia una red mévil. Debido a la creciente popularidacadedcnologias broadcast,
como DVB, sera necesario soportar aplicaciones multeasas futuras plataformas
4G. Unos primeros intentos de proporcionar tal soporteioasit en redes moviles
puede encontrarse en [SVR4] y [VHKBCO06].

= Soporte de traspasos eficiente®e cara a soportar aplicaciones con requisitos de
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tiempo real, no solo el retardo extremo a extremo debe marge por debajo de
ciertos valores [KTO01], sino también el tiempo de intenidp introducido por los
traspasos. Debido a la complejidad adicional que presérgacenario NEMO, el
retardo en los traspasos puede ser mayor que para el casmdetes individuales.
La aplicacion de algunas de las soluciones utilizadas @ Movil, tal y como
Traspasos Rapidos para IPv6 Movil (Fast Handovers foridaBv6 [Koo05]), para
mitigar el incremento en el tiempo de traspaso, o el disefiowkvos mecanismos
debe ser investigado [PPLS06], [HCHO06], [KMWO06].

= Soporte de QoSLas redes moviles, debido a su naturaleza dinamica, iBTpoe-

tos adicionales a la dificultad inherente de proporciondid&a de Servicio (Quality
of Service, QoS) sobre enlaces inalambricos. De hechaplasibn de QoS en una
NEMO requiere de mecanismos adicionales ademas de proparcoS a los dife-
rentes enlaces inalambricos de la red movil. Es neceszalizar analisis estadisticos
de cara a garantizar el rendimiento requerido despuégaeesaar diferentes enlaces
inalambricos, cada uno de los cuales proporciona sokngjas estadisticas. Ademas,
es necesario disefiar nuevos mecanismos de sefalizpogbpermitan sefalizar la
QoS sobre un escenario tan dinamico. Una primera propdegieotocolo de reserva
adaptado a una red mévil puede encontrarse en [TLO5].

= Soporte de Autenticacon, Autorizacion y Contabilidad (AAA). El escenario de
movilidad de redes propicia nuevos retos en los esquerasis@$ de Authentication,
Authorisation and Accounting (AAA) [ZEBO5]. Este aspecto debe ser analizado de-
tenidamente, prestando especial atencion a escenaales e despliegue de AAA
en redes moviles [FSKD6].

Si bien todos los aspectos descritos anteriormente sorandés, la problematica de la
optimizacion de rutas es la mas critica, ya que puedarlegluso a impedir que las redes
moviles se implanten en escenarios reales. Por lo tantouggmportante trabajar en este
problema. Uno de los objetivos principales de la presensisTieoctoral es solventar el
problema de la optimizacion de rutas para escenarios gdiepse de redes moviles reales,
mediante un analisis exhaustivo del problema, el disefimnd solucion, su validacion y una
posterior evaluacion de su rendimiento.

2.3. El problema de la Optimizacbn de Rutas en Redes Nviles

Mediante el uso de un tunel bi-direccional entre el RoutéviMy el Agente Local, el
protocolo de Soporte Basico de Movilidad de Redes [DWPe&]bilita que los Nodos
de Red Mobvil puedan alcanzar y sean alcanzables desdeumraigpdo en Internet. Sin
embargo, esta solucion presenta importantes limitasioieerendimiento [NTWZ06], tal y
como sera descrito en esta seccion.

La solucion basica para el soporte de movilidad de redkgaoh que — siempre que la
red movil esté fuera de su red hogar — todo el trafico cotirdea un nodo de la red movil
tenga que pasar por su HA y ser reenviado a la red movil pamel establecido entre el
MR y el HA. El mismo trayecto, pero en sentido inverso, es skgpor el trafico origina-
do en la red movil. Esta configuracion, conocida como emtamiento triangular, impone
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ciertas ineficiencias tanto en latencia como en caudal, gadgm no ser aceptables para
algunas aplicaciones. De manera mas precisa, podemdisurdss siguientes limitaciones
de la solucion basica [DWPTO5]:

= Fuerza unencaminamiento suldptimo (conocido también como encaminamiento
triangular), es decir, los paquetes son siempre enviadosvéstdel HA, siguiendo
un camino subdptimo y afiadiendo por lo tanto un retard@emirega de los paque-
tes. Este retardo puede ser despreciable si la red moviNoa Corresponsal estan
cerca del Agente Local (es decir, cerca de la Red Hogar). fodarlo, cuando la
red movil y/o el Nodo Corresponsal estan lejos del Agerteal, el incremento en
el retardo puede llegar a ser muy grande. Esto puede tenempatio muy serio en
las aplicaciones con requisitos de tiempo real, en las sl@decondiciones tempora-
les del retardo son muy importantes. En general, un incresremel retardo puede
también afectar al rendimiento de protocolos de tranepmtno TCP, debido a que
la tasa de envio de TCP esta parcialmente determinadd pem@o de ida y vuel-
ta (Round Trip Time, RTT) percibido por los participantesla@eomunicacion. Un
ejemplo representativo sobre cuanto de grande puedeisgragto en el retardo pue-
de encontrarse en las comunicaciones desde aviones, déad®municacion con IP
movil empleando un tinel necesita de casi 2 segundos pangletar un inicio de
conexion en 3 mensajes (triple handshake) de TCP [BBO4I0fE).

= Introduce unasobrecarga de cabecerapor paquete no despreciable, reduciendo el
PMTU (Path MTU) y la eficiencia en el uso del ancho de banda.oBoreto, se afiade
una cabecera IPv6 (40 octetos) a cada paquete debido bbtitieeccional entre MR
y HA.

El efecto de esta sobrecarga puede ser analizado por ejergitnando una comu-
nicacion de Voz sobre IP (Moice over IP, VoIP) que utilicddmosa aplicacion Sky-
pe’. Skype [BS04] emplea el codec iLBC (internet Low Bitrated€o) [ADAT 04],
gue es un codec de voz abierto adecuado para comunicaca@imesas de voz sobre
IP. Si se utiliza una longitud de trama de codificacion de 20(como en la RFC
3550 [SCFJ03)), la tasa de carga (til es 15.20 kbps. Debli@aabecera IPv6 adicio-
nal (320 bits extra por paquete, 50 paquetes por segunddasate codec), la tasa
binaria empleada por esta comunicacion es incrementadl@ kiops (que es mas que
la carga til de VoIP).

= El HA se convierte en unuello de botellapara la comunicacion, asi como un punto
anico de fallo. Incluso si existe un camino de comunicaai@ecto entre un MNN
y un CN, si el HA (o el camino entre el CN y el HA o entre el HA y el Mialla,
la comunicacion se interrumpe. Un HA o una Red Hogar coraexios pueden ser
causa de retardo adicional o incluso de pérdida de paqidtefecto de la congestion
es doble: por un lado afecta a los paquetes de datos, hadigledeean retrasados o
incluso descartados. Por otro lado, el retraso o descanagieetes de sefalizacion
(p.e., mensajes BU) puede afectar al establecimiento déimedes bi-direccionales,
originando que el trafico de datos que atraviesa dichaddarsufra interrupciones.

"http: // ww. skype. conml
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Ref. NTWZ06] describe también mas limitaciones, comimetemento en el retardo de
procesamiento, el aumento de las posibilidades de que tpefEs sean fragmentados v el
aumento en la susceptibilidad de fallos en los enlaces.

La mayoria de estos problemas existe también para el easmwdilidad de terminales
usando IPv6 Movil [JPA04]. Para solventarlos, un mecaaidaOptimizacon de Rutague
disefiado e incluido como parte del protocolo basico. B IMovil, la optimizacion de
rutas se consigue permitiendo que el Nodo Movil (Mobile BlddN) pueda enviar también
mensajes BU a los CNs. De esta forma, el CN conoce tambiéirelectbn CoA en la que
la Direcciobn Hogar (Home Address, HoA) del MN esta alcéteaEl procedimiento de
comprobacion del Camino de Retorno (Return Routabili) & definid para probar que un
MN realmente tenia asignadas (es dgmiséa) tanto la Direccion Hogar como la direccion
CoA en un momento concreto de tiempo [NABS].

El escenario de Movilidad de Redes tiene una serie de aspadicionales que hacen el
problema mas complejo v dificil de resol$er

Estos problemas de rendimiento se ven amplificados en eldmspe la red movil
estéanidada Se dice que una red movil esta anidada cuando una red sgebnecta a
otra red movil y obtiene conectividad a través de la misvea Figura 2.2). Un ejemplo de
aplicacion de esto Gltimo es un usuario que entra en urcwkehton su red de area personal
(Red Mbvil 2) y esa red se une, a través de un MR, por ejempdoRDA con acceso WiFi,
a la red del vehiculo (Red Movil 1) que a su vez se une a lagsfructura fija de la red.

El grupo de trabajo NEMO ha definido cierta terminologia tilead [ELO06] relativa al
escenario anidado. La red movil que se encuentra mas.amila jerarquia, proporcionando
conectividad a Internet a la red mévil anidada agregadbeaext nombre deoot-NEMO(por
ejemplo, la Red Movil 1 en la Figura 2.2). De manera simighiRouter Movil de la root-
NEMO se denominaoot-MR® (por ejemplo, MR1 en la Figura 2.2). En una configuracion
anidada, la red movil que proporciona acceso a Internetaaretl se llamaarent-NEMO
y la red que recibe la conectividaib-NEMO(en la Figura 2.2, la Red Movil 1 es una
parent-NEMO de la Red Movil 2 — que por lo tanto es una sub-IKENE la primera).
Analogamente, los MRs de la parent-NEMO y la sub-NEMO sedénman,parent-MRy
sub-MRrespectivamente (por ejemplo, MR 1y MR 2 en la Figura 2.2).

La utilizacion del protocolo de Soporte Basico de Molidde Redes en configuracio-
nes anidadas amplifica los efectos suboptimos en el enaam@nto y disminuye el rendi-
miento de la solucion, debido a que en estos escenarioatpgefes son enviados a través
de todos los HAs de todos los MRs de niveles superiores erndararento (lo que se cono-
ce como encaminamiento multi-angular o pinball, véaseidarg 2.2). Esto es debido a
que cada sub-NEMO obtiene una CoA que no es topolbgicamaélitia, ya que la parent-
NEMO tampoco esta en su Red Hogar y los paquetes destinadogireaccion CoA son
encapsulados — aumentando la sobrecarga de cabeceraa elltdside la parent-NEMO.

Hay un escenario particular de movilidad de redes mas goe ser analizado. Dicho
escenario se da cuando un terminal con soporte de IPv6 déwbnecta a una red movil

8Esta situacion hizo que el IETF decidiera afrontar el protal de la optimizacion de rutas para redes moviles
de forma separada, no incluyendo el desarrollo de una $olde optimizacion de rutas como uno de los puntos
del charter del grupo de trabajo NEMO, sino tan solo elisisael problema y el espacio de soluciones.

9Algunos autores utilizan de forma alternativa el termihd/R (Top Level Mobile Router) para referirse al
root-MR.
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tunel bi-direccional
IPv6-en-IPv6 entre
elMR 1yelHA1

CN: Nodo Corresponsal (Correspondent Node)
AR: Router de Acceso (Access Router)
MR: Router Mévil (Mobile Router)
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AR HA: Agente Local (Home Agent)
MNN: Nodo de Red Mévil (Mobile Network Node)

@ @ Tunel IPv6-en-IPv6 doble

(
ﬁ . @ @ @ Tunel IPv6-en-IPv6 simple

tunel bi-direccional
MR 1 IPv6-en-IPv6 entre

elMR2yelHA2
- p

Sin encapsulacion

Red Mévil 1

Red Moévil 2

Figura 2.2: Red Movil anidada. Funcionamiento del prolmete Soporte Basico de Movi-
lidad de Redes (encaminamiento multi-angular).

(convirtiendose por tanto en un Nodo Movil Visitante, VMNEI trafico enviado hacia y
desde un VMN tiene que ser encaminado no solo a través dmitdd.ocal del VMN, sino
también a través del HA del MR de la red movil, por lo tamkperimentando los mismos
problemas de rendimiento que en una red anidada de Ihivwetluso si el VMN reali-
za el proceso de optimizacion de encaminamiento de IPvéilMEsto solamente evitaria
atravesar el HA del VMN, pero la ruta resultante seguiriassir 6ptima, ya que el trafico
continuaria siendo encaminado a través del HA del MR.

Debido a que existen varios escenarios en los que una @oldei optimizacion de ru-
tas podria hacer posible la conectividad — que no exastiel otra forma —, el denominado
soporte deDptimizacon de Rutas para Redestvileses mas critico para el protocolo de
Soporte Basico de Movilidad de Redes que para el proto€ué Movil.

A la vista de todas las limitaciones identificadas en estai@eces altamente necesario

0Algunos autores [NTWZ06], [NZWTO06] lo consideran como us@aarticular de movilidad anidada.
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proporcionar soporte de optimizacion de rutas para redsdles [NTWZ06], [NZWTO06],
[PSS04b], habilitando la comunicacion directa entre unydih MNN, evitando atravesar
HA alguno y sin afladir cabeceras IPv6 extra.

2.4. Soluciones propuestas para la Optimizaocn de Rutas para
redes noviles

Esta seccion proporciona una clasificacion de propuesiatentes de optimizacion de
rutas para redes moviles, estudiando el ambito de lagisaks, sus beneficios y sus re-
quisitos. Este analisis nos ayudara a identificar prohfesin resolver, que posteriormente
seran atacados en la presente Tesis Doctoral.

Desde que se comenzo a investigar en movilidad de redéssarentes de que se hubiera
creado el grupo de trabajo NEMO en el IETF, la optimizaciénrdtas fue un tema de
investigacion muy relevante Desde los comienzos de la investigacion en movilidad de
redes, una gran cantidad de soluciones que tratan de aabilisoporte de movilidad de
redes de forma 6ptima ha sido propuestas. A continua@éanmimos las propuestas mas
relevantes, clasificandolas por el tipo de optimizaciémudas a la que estan dirigidas.

2.4.1. Optimizacbn de Rutas Angulares

El encaminamiento angular esta causado por el tinerbeécional entre el MR y el HA
introducido por el protocolo de Soporte Basico de Movilidie Redes, debido a que los
paquetes de una comunicacion de un MNN tienen que ser egkrsva travées del HA de la
NEMO (ver Figura 2.1). Dependiendo del tipo de MNN al que vaigidias, se consideran
dos tipos diferentes de esquemas de optimizacion de mipsases.

2.4.1.1. Optimizacon de Rutas Angulares para Nodos Locales Fijos

Dado que los LFNs no tienen ningln tipo de soporte de madlidualquier intento para
optimizar su trafico debe ser desarrollado sin necesifarsodel propio LFN.

Los autores de [LIP03], [EO®2] proponen permitir que Router Movil informe direc-
tamente al CN sobre la localizacion del Prefijo de Red M@uilizando el denominado
Prefix Scope Binding Update, PSBU) [EMUOQ3]. Hasta ahoray estsimplemente una ex-
tension directa del procedimiento de optimizacion dague IPv6 Movil para el caso de
redes moviles. Sin embargo, los mecanismos de seguridptb@tos para asegurar la op-
timizacion de rutas en IPv6 Movil no pueden aplicarsealamente a este caso. En IPv6

"Antes de que el grupo de trabajo NEMO del IETF fuera creadpessaba que éste iba a trabajar en la
problematica de optimizacion de rutas. Sin embargo, tadaorme complejidad de este tema (el disefio de una
solucion de segura, pero aln asi desplegable, de optiiz de rutas para el caso del protocolo IPv6 Movil
retraso el proceso de estandarizacion del protocolowvaiios), el IETF considerd que era demasiado pronto
para estandarizar un protocolo de optimizacion de rutasl easo de movilidad de redes, asi que centro los
objetivos del charter del grupo de trabajo en la especifiodzasica. Por otro lado, ciertos investigadores afirman
que la solucion actualmente estandarizada del proto€al6 Movil [JPA04] soportaria la movilidad de redes
sin ningin cambio (aunque esto es asi debido a que hayaalguantes de la especificacion de IPv6 Movil que
no estan definidas del todo y dejan algo de espacio a intagiva del desarrollador).
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Movil, los mensajes BU son asegurados mediante el proéedtionde comprobacion de Ca-
mino de Retorno (Return Routability [JPA04], [NAMS]), que se encarga de verificar la
colocacion de la HoA y la CoA. En el caso de un prefijo, no eslfecverificar que todas
las direcciones contenidas en el prefi@§*(direcciones) estan colocadas en la CoA inclui-
da en el mensaje BU. Para resolver este problema, se ha ptopue procedimiento de
comprobacion de Camino de Retorno para Prefijos de RedINRe&turn Routability Pro-
cedure for Network Prefix, RRNP [NHO4a]), el cual consistereglizar el procedimiento
de comprobacion de Camino de Retorno de IPv6 Movil utildacomo CoA una direccion
aleatoria perteneciente al Prefijo de la Red Mbvil. El ppatproblema de esta solucion
es gue requiere cambios en el funcionamiento de los CNs ¢&s detualmente todos los
nodos de Internet) para soportar la nueva opcion del BU yaagaimiento RR extendido
para MNPs. Esto, obviamente afecta seriamente al despligla solucion.

Un enfoque diferente para habilitar la optimizacion deswtngulares en NEMO esta ba-
sado en que el Router Movil realice la optimizacion degutan Routers Corresponsales
(Correspondent Routers, CRs) localizados en la infragisiial de Internet. Este enfoque es
basicamente una extension del protocolo de Soporte®d8si Movilidad de Redes que per-
mite que el MR envie también mensajes de actualizacitloadizacion (BUs) a un CR.
Cuando un CR recibe el mensaje BU, establece un tlnel étaional con el MR (utili-
zando la direcciobn CoA del MR como direccion del otro extog y afiade una entrada a
su tabla de rutas (e incluso anuncia dicha ruta a pequeiiei®pes de Internet), de forma
tal que aquellos paquetes con destino el Prefijo de Red MeéViMR seran encaminados
a través del tlnel bi-direccional, en lugar de a travé$adeed Hogar del MR. El princi-
pal problema de esta aproximacion esta relacionado cesdalabilidad, ya que existe un
cierto compromiso, dependiendo del escenario particeitare rendimiento y escalabilidad.
En aquellos casos en los que exista un CR que esté localimagiaerca del CN, la ruta
resultante sera 6ptima, pero en ese caso, si un MNN estargcandose con multiples CNs
localizados en diferentes localizaciones fisicas, ex@sse necesitarian maltiples CRs (por
lo tanto hay un problema de escalabilidad, en términos @®lemo de CRs requerido). Por
otro lado, en aquellos casos en los que no se despliegueneCé&sos a los CNs, habria
menos CRs, pero la optimizacion resultante no seria pima. ORC (Optimized Route
Cache) [WW04], [WKUMO03] y PCH (Path Control Header) [NCRA4] son dos ejemplos
de propuestas que siguen este enfoque.

El protocolo HAHA Global (Global HA to HA) [TWDO5], [WTDO06] igue un enfoque
muy similar, facilitando la distribucion geografica deiwa HAs que sirven a una misma red
movil, de forma que cuando una NEMO — como la desplegada awiin — se mueve dentro
de un area geografica muy grande, el MR es capaz de connidmnidamente al Agente
Local mas cercano, evitando toda la sobrecarga del piotbésico de NEMO. Existe tam-
bién una propuesta, llamada Virtual Mobility Control Dam@/MCD) [WOMO05], que em-
plea HAHA y ORC de forma combinada para proporcionar optiin de rutas, balanceo
de carga y redundancia de caminos. De nuevo, el principalgra de este tipo de apro-
ximacion esta relacionado con la escalabilidad y degpéiade la solucién, ya que requiere
(para ser efectiva) el despliegue de nodos especiales eanuera significativo de locali-
zaciones en la Internet. Un enfoque alternativo, disefsgecificamente para redes que se
mueven globalmente (como los aviones), presentado en [BE&MB propone un mecanis-
mo para soportar HAs globalmente distribuidos, pero sinagtie impacte en la tabla global
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de rutas (como HAHA hace).

2.4.1.2. Optimizacon de Rutas Angulares para Nodos Mviles Visitantes

Cuando un nodo ejecutando IPv6 Movil se conecta a una red,fedireccion CoA
que obtiene y utiliza pertenece al Prefijo de Red Movil daaislEMO, por lo que aungue
el nodo movil pueda estar realizando una optimizaciorutisrcon los CNs con los que se
esta comunicando, existe todavia un tinel — entre el MRIMEMO y el HA del MR —
introducido por el protocolo de Soporte Basico de Movilidke Redes (ver Figura 2.3).

Se han propuesto diversas alternativas basadas en DélegheiPrefijos (Prefix De-
legation [TDO3]) para mitigar los problemas de rendimientasionados cuando el proto-
colo de Soporte Basico de Movilidad de Redes es utilizada peoporcionar conectivi-
dad a Nodos Mbviles Visitantes. La idea basica consistquenal Router Moévil, cuando
se conecta a una red visitada, se le delegue un prefijo ntilizéa delegacion de prefijos
de DHCP [TDO03]. De esta forma, los Nodos Méviles Visitarpegde configurar también
una direccion CoA perteneciente al prefijo delegado, y earecanismo estandar de IPv6
Movil para asociar su direccion HoA con su direccion Céste es el enfoque seguido
en [PSS04a], [PHS03], [PLO3], [LIPKO04], [PPLS06]. In [PO®!] y [aIMYO05], todas ellas
optimizaciones basadas en una gestion jerarquica dér¢asidnes para reducir la carga de
sefalizacion pero alin asi conseguir una ruta optima.

Una aproximacion diferente se basa en que el Router Métiieacomo un proxy Neigh-
bour Discovery [NNS98] para sus Nodos Moviles Visitanteste enfoque funciona basica-
mente como sigue, el MR configura una direccidbn CoA perienez al prefijo IPv6 anun-
ciado en la red visitada por el Router de Acceso (Access RAR) del que obtiene conec-
tividad, y también anuncia dicho prefijo en la red mévil RK04a], [JLPKO4b]. De esta
forma, mediante el MR actuando como proxy de Neighbour @Egoen nombre de los
nodos conectados, la NEMO vy la red visitada forman una rgidddcon multiples enlaces.
Esto hace posible un encaminamiento 6ptimo hacia un VMM ctawlo a la NEMO, ya que
el VMN obtiene y configura como su CoA una direccion que pexte al espacio de direc-
ciones IPv6 de la red que la NEMO esta visitando, evitandestie forma atravesar el tinel
entre el MR y el HA.

El principal problema de ambas soluciones — las basadaslxldgacion de Prefijos y
las que hacen proxy de Neighbour Discovery — es que rompearsgarencia de la movi-
lidad de la red para los Nodos Fijos Locales conectados, gag@anuncia en la NEMO un
nuevo prefijo cada vez que que el MR se mueve a una nueva retlgisi

2.4.2. Optimizacbn de Rutas Multi-angulares

El encaminamiento multi-angular en redes moviles anisl@saoriginado por la cadena
de tUneles bi-direccionales anidados entre MR y HA quedggiptes tienen que atravesar. A
continuacion, se analizan los diferentes escenarios titaiapcion de rutas multi-angulares
gue podemos tener en la practica.
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@ CN: Nodo Corresponsal (Correspondent Node)
» AR: Router de Acceso (Access Router)
. Red Visitada MR: Router Mévil (Mobile Router)
HA: Agente Local (Home Agent)

. VNN: Node Mdvil Visitante (Visiting Mobile Node)

tinel bi-direccional P @ @ @ Tunel IPv6-en-IPv6 simple
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Figura 2.3: Nodo Moévil Visitante (realizando una optingi&m de rutas con un Nodo Corres-
ponsal) dentro de una red movil.

2.4.2.1. Optimizacon de Rutas Multi-angulares para comunicaciones entre una B-
MO anidada e Internet

Cuando un MNN conectado a una NEMO anidada se comunica cohldmc@lizado en
la Internet fija, los paquetes de dicha comunicacion asawi una cadena de tlneles entre
MR y HA debido al anidamiento de los MRs (ver Figura 2.2).

Ref. [TM04a] propone una solucion para aliviar estas igfigas. La propuesta requie-
re modificar el funcionamiento de los MRs y los HAs, pero noaiellFNs, VMNs o CNs.
La idea es la siguiente: para aquellos paquetes abandoeaada@amiento, el primer MR
en el camino, ademas de encapsular el paquete hacia su Hihaaabecera que tiene como
direccion origen su propia CoA y direccion destino la diién de su HA, también afiada en
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la cabecera externa de los paquetes un nuevo tipo de Caldedereaminamiento (Routing
Header), llamada Reverse Routing Header (RRH), en la osétta su propia Direccion Ho-
gar y ranuras vacias en las cuales el resto de MRs en el camrioduciran sus direcciones
CoA respectivas. Esta propuesta requiere el uso del pilotdcee Discovery [TMO04b] para
permitir que los MRs averigiien el nivel dentro de la jer&aigen el que se encuentran (es
decir, el nimero de ranuras que deben introducir en la ead&dRH).

El resto de los MRs cambia la direccion origen de la cabeegierior e incluyen sus
propias CoAs, pero ponen la direccion origen anterior @& @el MR anterior) en la ca-
becera RRH. Cuando los paquetes abandonan el anidamientensaminados al HA del
primer MR en el camino. Este HA desencapsula el paquete wia ersu destino (utiliza la
Direccion Hogar incluida en la RRH para averiguar o creantaada apropiada en la Bin-
ding Cache), pero también mantiene junto a la entradasmoreliente en la Binding Cache
la informacion contenida en la cabecera RRH. Esta infoi@ngeermite al HA incluir en la
cabecera exterior de los paquetes dirigidos a un nodo dédmiento una Cabecera de En-
caminamiento indicando como tiene que ser encaminado akpagentro del anidamiento
(las CoAs de los MRs en el anidamiento en el orden en el quertigne ser atravesados). El
resultado final es que los paquetes atraviesan solo un fimel en cada sentido, aunque se
afade cierta carga de procesamiento adicional en el HAMRs, ademas de la sobrecarga
debida a la informacion afiadida en cada paquete.

Un enfoque similar es propuesto en [NHO4b]. Cada MR envianensaje BU a su
HA incluyendo una nueva opcion, llamada Access RouterddthRO), que contiene la
Direccion Hogar del router de acceso (que puede ser méuilvaz o fijo) al que se encuentra
conectado (dicha HoA se aprende mediante una nueva opei@muhcio de routers — Router
Advertisement, RA — incluida en los mensajes de RA enviado$os routers que soportan
el mecanismo ARO). Esta sefalizacion permite a los HAsrager la cadena de routers
moviles hacia un determinado MR. Esto permite que el HA déMihpueda reenviarle
los paquetes directamente al MR sin atravesar los HAs ded@npMRs en la jerarquia
de la NEMO anidada, enviandolos a la CoA del root-MR. Estdhvaee empleando una
Cabecera de Encaminamiento de Tipo 2 extendida (de formpuepga contener mas de una
direccion) [JPA04] que incluye las direcciones CoA de wlds MRs en el camino anidado.
En el otro sentido, el MR cambia la direccion origen de lagusdes por su CoAy los envia
hacia su destino.

Los autores de [NCKO03] afirman que la solucion ARO es demasiado compleja y que
RRH tiene vulnerabilidades de seguridad, por lo que prapona solucion muy similar que
utiliza conceptos presentes en ambas soluciones pre\aagaBnente, un MR conectado a
una NEMO anidada es capaz de aprender la direccion CoA deM&den la cadena de
parent-MRs desde el root-MR, por medio de una nueva op@dRAl (distribuida desde el
root-MR hacia todos los sub-MRs en la jerarquia anidadehviar después un mensaje BU
a su HA con una nueva opcion llamada Nested Path Inform@tier), conteniendo el array
previamente aprendido de las CoAs de los parent-MRs.

Existen diversas propuestas que siguen un enfoque demestila movilidad jerarqui-
co, basados en el protocolo IPv6 Movil jerarquico (Hiehéecal Mobile IPv6, HMIPV6)
[SCMBO05], como por ejemplo [CPC04] y [OST03]. Basicameete estos mecanismos el
root-MR actia como una especie de HMIPv6 Mobility AnchomP@AP), en el cual to-
dos los sub-MRs se registran (usando sus direcciones CoA Barecciones CoA Locales
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— Local Care-of Addresses — LC0As). Cada sub-MR de la NEM@aata utiliza la CoA
del root-MN como Direccion CoA Regional (Regional CareAafdress, RCoA) cuando se
registran con su HA respectivo, de forma que el trafico queipne de CNs externos es
encapsulado directamente desde el HA del MR destino alMéb{(sin atravesar el HA de
ningdn otro sub-MR), el cual lo encapsula hasta el MR desttn el root-MR, los paquetes
encapsulados desde los sub-MRs se encapsulan directaah&ite Un enfoque similar a
este es propuesto en [KKH3]. Los autores de [CKCO06] utilizan un enfoque similar a NPI
y las soluciones basadas en HMIPv6, pero evitando las deadias tormentas de sefializa-
cion y proponiendo ademas un mecanismo para reducirdadet de traspaso.

Existen otros tipos de soluciones de optimizacion de np#aa redes moviles anidadas.
En [GYKO04], el enfoque PSBU [LJP03], [EO®2] es modificado para soportar anida-
miento, extendiendo el mensaje PSBU para que contengddaléslas CoAs de los MRs.
En [WWEMO5], se proponen extensiones al protocolo ORC [WIMWKUMO3] para so-
portar configuraciones anidadas.

Merece la pena mencionar que algunos de los mecanismosegtopyara habilitar la
Optimizacion de Rutas Angular para Nodos Moviles Vidgitgrconectados a una NEMO son
también aplicables al caso del encaminamiento multiHangaroducido en redes anidadas
[NHO4b], [OSTO03].

El mayor problema de todas estas soluciones es su elevagdegidad. Otro problema
es gue muchas de ellas no son compatibles con los mecanigra#ichizacion de rutas
angulares propuestos hasta ahora, por lo que hacen ingeBihinar todos los tineles entre
MR y HA involucrados en una cierta comunicacion, forzandqua al menos se atraviese
uno.

2.4.2.2. Optimizacon de Rutas Multi-angulares para comunicaciones intra-NEMD
anidada

Existen algunos escenarios en los que se comunican emitfds de diferentes redes
moviles, pertenecientes todas ellas a la misma NEMO aaidgidse emplea el protocolo de
Soporte Basico de Movilidad de Redes, dicha comunicastorealiza a través de la infraes-
tructura (pasando por los HAs que sea necesario), si bisMNd$s podrian comunicarse de
una forma mucho mas eficiente directamente. Ademas, $itaubn problema con alguno
de los HAs implicados, la comunicacion se veria interrigl@paungue existiera una comu-
nicacion directa entre las redes moéviles. Un ejemplo patander la importancia de este
escenario consiste en dos pasajeros que suben al mismtet@mlo sus respectivas redes
de area personal y quieren jugar entre ellos o intercamdbicmmentos (ver Figura 2.4).

Con objeto de evitar que el trafico tenga que abandonar lantedl anidada para so-
portar este tipo de escenario (y de esta forma reducir eldeeta mejorar la fiabilidad),
se han propuesto algunos mecanismos que tratan de hacersquaguetes se encaminen
directamente dentro de la NEMO anidada.

Basicamente, la aproximacion que siguen la mayoria sleri@puestas consiste en ha-
cer que los MRs de una red movil anidada tengan conocimigattndos los MNPs que
pueden ser alcanzados dentro de la NEMO. Una manera de Egjoaconsisten en ejecu-
tar un protocolo de encaminamiento dinamico entre todesviRs de la NEMO anidada.
De esta forma, la informacion acerca de los MNPs de cada tedl es distribuida, per-
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Figura 2.4: Ejemplo de escenario de comunicaciones inE&: un tren.

mitiendo que los MRs aprendan rutas directas hacia todddNdiRs que pueden ser alcan-
zados dentro de la NEMO anidada. Normalmente se utilizatogos de encaminamien-
to ad-hoc [AWWO05], [CCLO3], [CM99], como en [CBWO5]. Otraslsciones propuestas
que sugieren emplear alguna clase de protocolo de encaiemanudentro de la NEMO
anidada para proporcionar optimizacion de rutas intrddi@Eson [WWEMO5], [PPK 04]

y [BYK T05]. El mayor problema de esta clase de soluciones es qemtiennerabilidades
de seguridad, haciendo posible que se puedan realizaestégiimente.



Chapter 3

Optimising Mobile Network
communications in the car-to-car
scenario

In the previous chapter, several scenarios that could heénafn a network mobility
approach have been presented. It is clear that the prowsitriernet access from mobile
platforms (such as trains, planes or buses) may be the megan¢ one. Furthermore, the
vehicular scenario is receiving a lot of attention from thademic and industrial research.

The particular scenario of vehicular communications isob&og more and more pop-
ular, since there are many potential applications that evdnginefit from having Internet
connectivity capabilities in cars. Two main issues showddzrkled: Internet access from
cars (the so-called car-to-Internet scenario) and irédiele communications (car-to-car
scenario). Given the nature of vehicular scenarios and tblelvance, the applicability of an
optimised NEMO-based approach should be studied.

This chapter first introduces the vehicular scenario, pitesg the specific challenges
posed by it and analysing the approaches that are curregitig broposed for this particular
scenario.

3.1. Introduction

Many people in modern societies spend a lot of time in theis.c&Communication
possibilities in vehicles have been restricted in the paaihiy to cellular communication
networks. Enabling broader communication facilities imscBKBS™01] is an important
contribution to the global trend towards ubiquitous comioations. Cars should provide
access to Internet and should be able to communicate amengséives, supporting new
services and applications.

There is a significant number of potential services and egtitins that are of interest
for automobile users. In Figure 3.1 some representativenpbes are shown, classified into
five different — but still overlapping — categories:

= Personal communication servicesClassical telecommunication applications, such
as voice communications, have to be integrated in a car. allgtilsome of them are
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PERSONAL COMMUNICATION SERVICES INTERNET ACCESS SERVICES
- Voice and video calls - E-Mail access
- Instant messaging - Web browsing

- VPN support

- Transparent access

- E-commerce
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VEHICULAR-SPECIFIC SERVICES
- Software upgrade

- Car diagnostics

- Traffic information

- Route planning

- Fleet management

- Parking information
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ENTERTAINMENT SERVICES BROADCAST/MULTICAST SERVICES
- Gamin - Advertisements
g . . .
- Multimedia streaming and = Forec_a_st/trafflc information
downloading - Television

Figure 3.1: Some examples of applications and services @#newlar scenario.

already available in cars today (e.g., hand-free commtinitausing a car integrated
cellular system). However, more complex applications aygeeted to be provided
in forthcoming cars, taking advantage of the extended dhted— compared to the
ones of current portable communication terminals — thas clavices may have.

= Internet access servicesVehicles, specially public transportation systems, sigh a
trains or buses, should enable the use of typical busingdications (for example,
e-mail, VPN software, etc.), by providing a transpareneasdo Internet, using either
embedded devices or passengers’ terminals.

= Vehicular-specific services.There exist several applications that are specific to the
vehicular scenario, such as parking and traffic informat&irieval, automobile mon-
itoring and diagnostics, or upgrade and control of vetsctsiftware. In general, se-
curity is a key concern in some of these applications (engautomobile diagnostics
and software updates).

= Entertainment services.Multi-player gaming and multimedia streaming are already
widely accepted applications, that will likely be also vémportant in vehicular sce-
narios (e.g., kids in the back-seat of a car, or commutersousaplaying while trav-
elling). Besides, these services may benefit from locatiforination.

= Broadcast/multicast services. Broadcasting/Multicasting of contents are also ser-
vices of interest in the vehicular scenario. This kind of/&er will be likely provided
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by using specific network technologies, such as DVB, so muidit issues should be
taken into account.

Therefore, cars soon will be no longer isolated systems [KEB$, new services and
applications will arise when cars are enabled to connedbddrternet and communicate
among themselves [Ern06]. These new scenarios pose softengiray problems that have
to be solved, mainly related to mobility management, bub &ts quality of service and
security. Some of these problems are been addressed bgtpraje joint efforts, such as
the following:

» The European project DRiIVVH1999) and its follow-up OverDriVE(2001), that fo-
cused on enabling the delivery of in-vehicle multimediavgers and the development
of a vehicular router that provided a multi-radio access taving intra-vehicular
network (IVAN) [LJPO3], [LNO3], [WSO03].

» The InternetCAR projeét(1996), investigated how vehicles could be transparently
connected to the Internet. In some of the phases of the progad trials were held
(involving up to 1640 vehicles). Some results from these egperiments can be
found in [EMUO3], [EU02], [USMO03], [WYT05], [KLEO5].

= The “Network On Wheels” (NOW) projett(2004) focusing on 802.11 technology
and IPv6 to develop "inter-vehicle communication based @hac networking prin-
ciples”. Essentially, it is exploring ways so that movindnides can automatically set
up temporary links with other cars, bikes and trucks in thenity, and share traffic
information.

= The FleetNet ("Internet on the Road”) proje¢2000) was set up by a consortium
of six companies and three universities in order to promuedievelopment of inter-
vehicle communication systems.

» The Daidalos proje€t(2002) is an EU Framework Programme 6 Integrated Project,
currently in its second phase. One of its goals is to seaiylégggrate heteroge-
neous network technologies that allow network operatods service providers to
offer new and profitable services. Mobile Networks is onehef heterogeneous net-
work technologies that has been considered. So far, Daidss addressed three
network mobility issues [BS€05b], [BSC05a]: the development of a NEMO Basic
Support protocol implementation [dIOBCO05], the extensibthe NEMO Basic Sup-
port protocol to support also multicast traffic [vHKBCO6]cathe design of a Route
Optimisation mechanism for NEMO [BBCO04].

http://ww. ist-drive.org/
2http://ww. i st-overdrive. org/

Shttp://www. sfc. wide. ad. j p/ | nter net CAR/
*htt p: // www. net wor k- on- wheel s. de/

Shttp://www. et 2. tu- harburg. de/fl eet net/i ndex. ht m
Shttp://ww. i st-dai dal os. org/
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The previously described projects are just some of the nedstant ones. There are
other research efforts, such as the InternetITS projdttM03], the Car2Car Communi-
cation Consortiuff or the CarTALK 2000 project. Given the amount of research efforts
related to vehicular communications, it is clear that thhisglar scenario is currently a
hot-topic research. Most of these major research effoeibasically working on providing
solutions for the two main scenarios considered in vehiawdamunications:

= Car-to-Internet communications. This is a very common scenario, since many of
the applications that are expected to be required in a \@miegblve communications
between a node within the car and a peer located in the Int@re, web browsing, e-
mail, etc.). Initially, to address this scenario, basicaltly cellular radio technologies
were taken into account [AVNOO]. More recently, with the sess of the IEEE 802.11
WLAN technology, other technologies are also being comsidlelt is being investi-
gated how to overcome the limitations of existing cellukdio networks (e.g., cost,
low bandwidth, high delay, etc.), by making use of IEEE 8Q2/¥LAN ( [LG04]
presents a study about the feasibility of using IEEE 802.11AW to connect trains
to the Internet) and WiMAX.

s Car-to-car communications. There exist several vehicular applications, such as
multi-player games, instant messaging, traffic infornratioemergency services, that
might involve communications among vehicles that are inedigt close to each other
and may even move together (e.g., military convoys). Basithere are several emerg-
ing applications that are unique to the vehicular enviromm@s an example, driver
information services could intelligently inform driver§ @aongestion, businesses and
services in the vicinity of the vehicle. These emerging isexvare currently not well
supported. Numerous research challenges need to be asftitefore inter-vehicular
communications are widely deployed. These scenarios hese mostly addressed
by the ad-hoc research community, since ad-hoc protocelgeay well suited for tar-
geting this kind of problem (i.e. rapidly changing topologgy cars move around, no
pre-established infrastructure, etc.).

Enabling connectivity in both scenarios can be done by Votlg a generic Network
Mobility solution (e.g., NEMO Basic Support protocol [DWB3]). However, as it will
be described later, the vehicular case presents someyarities making the performance
of basic NEMO solutions and Route Optimisation mechanisow,hence requiring new
optimisations approaches to be explored.

3.2. Enabling vehicular communications

In this section an overview of the current state of the araréigmg vehicular communi-
cations is provided, classifying existing proposals itmeée different categories.

"Thttp://ww.internetits.org/
8http://ww. car- 2- car.org/
http://ww. cartal k2000. net/
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~ Ad-hoc mult-
hop network

Figure 3.2: Vehicular Ad-hoc Network.

3.2.1. Ad-hoc centric approach

There is a large amount of research work done within the fi€kdehoc networking.
Some of the mechanisms developed by the ad-hoc researchuwutyrseem to be appro-
priate for the vehicular scenario, at least as startingtpdiherefore, in the last years there
have been proposed many mechanisms to enable vehicular wtgations based on the
concept of Vehicular Ad-hoc Networks (VANETS). We clasdifypse mechanisms that ad-
dress the vehicular communications scenario by using adstloitions exclusively, without
using Mobile IP mechanisms, asl-hoc centric

3.2.1.1. Vehicular ad-hoc networks

Ad-hoc networking appears as an alternative to infrastreebased networks, due to the
demand of mobility and the challenge of deploying wirelesseas networks withowtead
zonegareas without coverage). In particular, a Mobile Ad-hodvidek (MANET) [CM99]
is a group of wireless mobile devices that cooperate togethiorm an IP network. This
network does not require any infrastructure to work, sinceMANET users’ devices are the
network, so a node communicates not only directly with natigsin its wireless coverage,
but also with others using a multi-hop route through otherMEX nodes.

A Vehicular Ad-hoc Network (VANET) is a type of ad-hoc netwowhere nodes are
located in vehicles [FTMTO05]. By setting a VANET, vehicles may communicate locally
without relying on any infrastructure (see Figure 3.2).

The vehicular scenario has different characteristics fotimer communications network-
ing problems. For example, on the one hand, because of tidiyrahanging topology as
cars move around, there are similarities with classicah@clnhetworking scenarios. How-
ever, on the other hand, the constraints and optimisationsliferent. First, power effi-
ciency is not as important for inter-vehicular communioas$ as it is for traditional ad-hoc
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networking, since vehicles have a powerful and rechargesdulirce of energy. Second, ve-
hicles in general are also constrained to move within roads (ithin lanes most of the
time).

In order to enable the scenario of Figure 3.2 to properly witidére are several challeng-
ing issues that have to be solved:

= Routing. In an ad-hoc network there is no pre-established routinguétrfucture, so
nodes have to collaborate in the set-up and maintenance ltfhrop routes. There-
fore, specific routing protocols are needed for ad-hoc nidtsvo

= Security. Because of the unmanaged nature of ad-hoc networks, sesuaitcritical
issue. Protocols aimed at working in ad-hoc networks haveetdesigned paying
special attention to their possible security vulnerabsit

= |P address autoconfiguratiorzxisting protocols for autoconfiguration of IP addresses
(in infrastructure-based networks) do not work in ad-hotwioeks, so new mecha-
nisms have to be defined to support IP autoconfiguration fdraadhodes.

If, in addition to car-to-car communications, it is wantedtovide Internet connectivity
to VANET nodes (car-to-Internet scenario), then the follgyvadditional issue has to be
addressed:

= Internet Gateway discovena special node (called Internet Gateway) connecting the
ad-hoc network to the infrastructure is required. Enablidehoc nodes to efficiently
discover and use the Internet Gateway poses some challenget the nature of
MANETS.

We next briefly analyse each of the previously enumeratect$ss

3.2.1.2. Ad-hoc routing

Ad-hoc networks have received a lot of attention in the lasirg [CCLO03], [AWWO05],
[FILOO]. Due to the wireless, high mobility and multi-hoptur@ of the ad-hoc networks,
traditional routing protocols (used in wired networks) dot perform well and therefore
cannot be used in MANETSs. A plethora of routing protocolsehbeen proposed, most of
them within the IETF. Some of them are knownraactive because the process to find and
set-up a route towards a destination is triggered when #rer@ackets that need to be sent
to that destination (such as Ad hoc On-Demand Distance ¥Vecé®DV [PBRDO03] — and
Dynamic Source Routing — DSR [JMH04], [JMBO01]).

There are also protocols known @®activerouting protocols, because the nodes proac-
tively keep a routing entry for each reachable destinatsuct{ as Optimized Link State
Routing — OLSR [CJO03]), reducing in this way the time neededdt-up a route towards
a destination, though it increases the complexity of thegmal. More information about
ad-hoc routing protocols can be found in [AWDO04], [RT99] 46«CL03].

The performance of ad-hoc networks greatly depends on thtengoprotocol used and
on the radio technology used for the communication. Moshefirst research works related
to ad-hoc networking have been done through simulation [B&]}Calthough there have been
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also some experimental works, studying the real performarfi@rototypes of ad-hoc net-
works [MBJO01]. Some of them focus on vehicular scenariosgSB2], [SBS 05], showing
the feasibility of deploying ad-hoc networks using IEEE 80» WLAN equipment. On the
other hand, some authors claim that using IEEE 802.11 WLAlagbeyond 3 hops and
10 nodes is challenging [TLNO3]. Further research has todoe do study the performance
of real ad-hoc networks. Besides, the availability of newRQS(Dedicated Short Range
Communication) technologies [ZR03] will impulse even madehoc networking.

3.2.1.3. Security

Security is a critical issue in ad-hoc networking. Given tieeless and dynamic na-
ture of MANETS, their lack of predeployed infrastructurentralised policy and control,
providing this kind of network with a security level such & tone that typical Internet
infrastructure-based networks have, is challenging. Wdlpreviously enumerated function-
alities (that is, routing, IP address autoconfiguration artdrnet connectivity) share this
severe security concern. There are quite a lot of ad-hocigecalated papers, some of
them analysing the threats, such as [ZH99] and [SA99], ahdrstproposing solutions to
particular problems.

Although there are several security issues in ad-hoc n&svdrat have been ad-
dressed, such as stimulating cooperation among nodessaiftly malicious packet drop-
ping [SBRO3] and providing a secure and reliable certiftratauthority in ad-hoc net-
works [HBCO01], [CBHO03], the issue of secure routing is thes dhat has received more
attention.

Several of the currently proposed ad-hoc routing protosalsh as AODV [PBRDO03],
DSDV [PB94] and DSR [JMHO04], have security vulnerabilitesd exposures that allow to
perform routing attacks easily. Because of the importdifgrdinces between infrastructure-
based IP networks and ad-hoc networks, developing newisemgchanisms is needed.

There exist several types of attacks against existing ad-dting protocols [SDI-02].
Next, we summarise the most relevant ones:

= Modification attacks.A malicious node can cause redirection of data traffic or DoS
attacks by introducing changes in routing control packetbyoforwarding routing
messages with falsified values.

= Impersonation attacksA malicious node can spoof the IP address of a legitimate
node, and thereforstealits identity, and then perform this attack combined with a
modification attack. The main problem of these attacks isitha difficult to trace
them back to the malicious node.

= Fabrication attacks.A malicious node can create and send false routing messages.
This kind of attack can be difficult to detect, since is notygasverify that a particular
routing message is invalid, specially when it is claimingtth neighbour cannot be
reached.

Authors of [SDL02], [SLD"05] provide the following requirements as the ones that a
good secure routing algorithm should meet:
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1. Route signalling cannot be spoofed.
2. Fabricated routing messages cannot be injected intoetiweork.

3. Routing messages cannot be altered in transit (exceptding to the normal func-
tionality of the routing protocol).

4. Routing loops cannot be formed through malicious action.

5. Routes cannot be redirected from the shortest path byimadi action.

The research community has addressed the previous squuiitiems in ad-hoc routing
protocols, trying to propose mechanisms that meet sometiéih of the aforementioned
requirements. Numerous solutions have been proposed. WeXiriefly describe some
representative solutions.

Ref. [HPJO5] proposes a secure version of DSR (called ARIERNbY using prede-
ployed symmetric keys or predeployed asymmetric crypigydor authentication.

SEAD [HJPO02] is a secure proactive routing protocol baseB 8DV [PB94], which is
based on the use of hash chains.

SAODV [ZA02] is a proposal to secure AODV [PBRDO03]. Two menlsmns are used
to secure AODV messages: digital signatures to autheatib&t non-mutable fields of the
messages, and hash chains to secure the mutable infornvatioe messages (that is, the
hop count). For the non-mutable information, authenticais performed in an end-to-end
manner. However, the same kind of technique cannot be apiplithe mutable information,
allowing a intermediate malicious node to spoof the idgmtita legitimate node and illegally
modify the hop count on route request messages. So, hasts@raiused to protect mutable
information.

In SRP [PHO2] a Security Association (SA) is assumed betvaegnsource and desti-
nation in order to set-up a multi-hop route. This protocolugnerable to attacks such as
fabrication of route error messages.

An interesting approach is ARAN [SD102], [SLD"05]. This proposal uses public-key
cryptography mechanisms to defeat all the previously enateé attacks. However, it has
the drawback of requiring certificates issued by a thirdyparhis requirement may affect
the deployment of the solution, specially if vehicular eamiments are considered.

In brief, we can conclude that any mechanism aimed at workirap ad-hoc scenario
should consider security issues, although many MANET madtoare missing these security
considerations today.

3.2.1.4. IP address autoconfiguration

In order to enable MANETS to support IP services, every nddeMANET should be
configured at least with an IP address. However, there isamalatd mechanism to provide
MANET nodes with IP configuration information, thus reqaginodes to be configure
priori and avoiding ad-hoc networks to be spontaneously created.

Existing IP configuration protocols [TN98] for traditionalfrastructure-based networks
assume the existence of a single multicast-capable linkifpralling. Such a link does not
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exist in multi-hop infrastructureless networks, makingessary to design new mechanisms
that enable the autoconfiguration of IP addresses in a MANBKIPf 06], [RRGSO05].

In order to address the IPv6 autoconfiguration issue in MAB|ETew Working Group,
called AUTOCONTF, was created within the IETF. This group idastified two main possi-
ble scenarios [RSCS06] of MANET where IP address autocoraigun is required:

= Stand-alonead-hoc network: an ad-hoc network not connected to any rextteret-
work, such as conference networks, battlefield networksedlance networks, etc.
Most likely neither pre-established or reliable address, prefix allocation agency
will be present in the network. In this scenario, IPv6 adskessare not required to be
global.

= Hybrid ad-hoc network (at the edge of an infrastructure networlgtaad-alone net-
work connected to the Internet. Nodes of hybrid networksukhbe provided with
global IPv6 addresses, so they are able to communicate wttotlner node of the
Internet. This usually requires discovering the global@Ryefix available in the
MANET and configuring a unique address from this prefix [BCO6]

Although the AUTOCONF WG s still working on the definition afprotocol, there are
already many partial solutions proposed. A survey of thetmadevant ones can be found
in [BCO5].

3.2.1.5. Internet Gateway discovery

In order to provide connectivity to a hybrid MANET [RRGSO0%j, addition to global
IP addressing, a special kind of node is needed in the ad4t@ork. An Internet Gateway
(IGW) is a node that has connectivity to both an infrastrietaccess network and the ad-
hoc network, and that provides connectivity to the nodexch#d to the latter. An IGW can
be mobile or fixed and it is of key importance in order to previnnectivity to the nodes
that are on the MANET side. Due to the characteristics of MANHt is also desirable to
deploy multiple IGWs (for example, to mitigate problemsatet to congestion).

Nowadays, a common proposal to support Internet conngciivivehicles that only
have ad-hoc connectivity consists in deploying IGWs on thedside, so passing vehicles
can make use of them to access the Internet. One of the apediggosed by this architec-
ture is how to efficiently discover available Internet Gaage/ [BWSFO03], since one of the
key components affecting overall performance is the allgoriused to discover and select
Internet Gateways [RGS04].

Deploying a network infrastructure consisting on sevesablside IGWs and relying on
the multi-hop forwarding within spontaneously creatediselar ad-hoc networks is not
sufficient. There could exist “holes” in the connectivitilat would prevent vehicles from
communicating (not only among themselves but also to theriet). Furthermore, roadside
IGWs may not belong all of them to the same provider, and thexaet may not be possible
for a vehicle to maintain the same IPv6 address when swichiom one IGW to another.
Although there are solutions that mitigate the effect of thitermittent connectivity, such
as the one described in [OK04] for a non-ad-hoc network @aseapplication gateways
and proxies), the possibility of switching to a differentdable network interface (e.g., a
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cellular one, such as GPRS or UMTS) while keeping transpaneigoing sessions (that is,
true mobility support) should be enabled.

The ad-hoc centric approach has several drawbacks. Fompéxatinere are some secu-
rity concerns not yet solved and it does not provide globabilitp management support.
Therefore, this kind of approach is not valid to fulfil all thequirements of the vehicular
scenario.

3.2.2. Host centric approach

A different approach to support vehicular communicatioossists in considering each
car as a single host and using Mobile IP techniques to suppaility. We call this approach
host centric

This approach is based on just taking advantage from egistineless and mobility
related protocols, by making the necessary changes in twderprove their performance
in a vehicular scenario. As a simple example, we can menppnoaches based on 2.5/3G
radio networks [AVNOO].

Another example is the architecture defined in the Drive-goject [OKO04]. Itis based
on providing some useful Internet services in environmexvith intermittent connectivity.
This intermittent connectivity is obtained by cars by atiag to roadside deployed WLAN
Access Points.

There are several scenarios in which it is useful to combikkeaxr and Mobile IP mech-
anisms to support vehicles roaming between ad-hoc andstniidure networks. This re-
quires to enablglobal mobility across different types of access networks (ad-hoc and in-
frastructure) to transparently preserve the vehiculaneotivity. Most of the proposals of
global mobility management for ad-hoc networks are baseddapting Mobile IP mecha-
nisms to be used with particular ad-hoc routing protocols.

One of the most well-known approaches is MIPMANET [JA10], that basically pro-
poses a solution based on Mobile IPv4 and AODV. In order tolmoenthe reactive nature
of AODV and the proactive nature of Mobile IPv4, Foreign Atge(FAs) periodically ad-
vertise themselves in the ad-hoc network. Foreign Agemtsised as Internet Gateways to
access to the Internet, in order to keep track of in which ed+retwork a node is located
and to direct packets to the border of that ad-hoc networkD¥@ used to deliver packets
between the FA and the mobile node. A layered approach witieiling is used for the out-
ward data flow to separate the Mobile IPv4 functionality frtra ad-hoc routing protocol.
A similar mechanism is proposed in MEWLANA [EPO02], but sditeor the Destination-
Sequenced Distance Vector (DSDV) routing protocol [PB94][RKO03], techniques such
as limiting the flooding of Foreign Agent advertisements nonahop neighbourhood — by
using a lifetime (TTL) field in the advertisement messagesavesdropping and caching
agent advertisements are combined to improve the perfa®naSimilarly, a mechanism
integrating Mobile IPv4 and OLSR is proposed in [BMB4].

Regarding IPv6 support, [PMW02] describes how to provide ad-hoc networks with In-
ternet connectivity supporting Mobile IPv6. Mobile IPvéesaNeighbour Discovery as part
of its movement detection mechanism with the acquisitioma gfobally routable address.
This movement detection mechanism is modified in ad-hoc orsy where the Internet
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Gateway plays the role of the local router and the Router Athasments are replaced by the
Gateway advertisements. The IPv6 address configured fret&NET routing prefix con-
tained in the Gateway advertisements is used as the MN's@akddress. This way of per-
forming the movement detection algorithm has the drawbhakis more time-consuming
than movement detection between points of attachment tixie Internet, since Gateway
advertisements are not broadcast so frequently as Routerigbments (to avoid wasting
radio resources). Other proposed mechanisms for IPv6 Igiobhility support in ad-hoc
networks are [HSFNO4] — which adopts a hierarchical archite (based on HMIPv6) to
enable ad-hoc nodes to be registered to more than one AR/IGN¥ aame time (reducing
handover delay and signalling) — and [HLWCO5] — that propas@rotocol that automati-
cally organises the ad-hoc network into a tree architedtuider to facilitate addressing
and routing within the MANET.

There are also some solutions proposed that specificallesasithe car-to-car scenario.
An example is [BWO05], which is similar to MIPMANET [JALOOQ], in the sense that it
re-uses the concept of MIPv4 Foreign Agent (FA) — collocaretthe IGW — to manage the
global mobility of ad-hoc nodes. IPv4 communication idl stded between the HA and the
FA (using IPv6-in-IPv4 tunnelling), since the solution @s®es IPv4-based Internet (authors
also propose the use of a proxy-based communication actinigeto support IPv6 enabled
vehicles to communicate to IPv4 CNs in the Internet). As iKQR], FAs actively announce
their service, but limited to local areas, to avoid floodihg tomplete vehicular network.

The host centric approach has one main drawback, namele$ ot take into account
that in a vehicle there will be likely more than one devicet tbauld benefit from having
Internet connectivity. Host-centric approaches requieryedevice to manage its own con-
nectivity and mobility (although they are moving togethany hence prevent nodes without
mobility support from being deployed in cars.

3.2.3. NEMO centric approach

Since the vehicular scenario involves a group of devicesriwve together, both the
car-to-Internet and car-to-car cases may be addressedsbyning that there is a Mobile
Router deployed in each vehicle, managing the mobility efdloup of devices within the
moving vehicle (we call this approadtEMO centrig. However, it is worth mentioning that
after studying the related literature, we have found vew eoposals considering network
mobility approaches for vehicular scenarios, since mostemechanisms just consider cars
as single nodes.

The car-to-Internet particular scenario fits quite welbitiie general Network Mobility
paradigm. Therefore, the applicability of a generic Netwdiobility framework to the car-
to-Internet scenario solution should be analysed. NEMO&@Qytimisation solutions may
be applied to improve the performance. Actually, this is gy\good example of scenario
where a Route Optimisation solution for NEMO is needed.

The car-to-car scenario may also be addressed by using aig®&tEMO approach.
However, this kind of solution does not perform well in a taear communication, even
when a generic Route Optimisation for NEMO solution is usHuls is so because:

= The Home Networks of two cars that are communicating may edhé same or may
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Figure 3.3: Operation of a generic Network Mobility soluttim the car-to-car communica-
tion scenario.

be located far each other. This makes even more necessatgleyment of a Route
Optimisation solution, in order to avoid the increased ylebgperienced due to use of
the NEMO Basic Support protocol.

= Cars will likely obtain Internet global connectivity from25/3G cellular network.
This kind of network usually presents high delays and presitbw bandwidths
[VBM T05], [VBS'06]. This has a strong impact on car-to-car communicatiamsnwv
using a generic NEMO solution. An example of car-to-car adenis shown in Fig-
ure 3.3. If the NEMO Basic Support protocol [DWPTO05] is usddta traffic flows
from one car's Mobile Router (MR A) to its Home Network (HometWork A),
where packets are forwarded by HA A towards the correspdrudgis Home Network
(Home Network B) and then finally delivered to MR B. This isailly a suboptimal
route. If a general Route Optimisation solution is used igs ftenario, data packets
no longer traverse the Home Networks of involved NEMOs, bey tstill need to go to
the infrastructure to be routed from one car to the others Ty still involve a high
delay (GPRS networks have about 500 ms of one-trip delaysV[V@5], [VBS'06]
while UMTS have about 150 ms [MdIO®6], [OMV+06]) and a poor bandwidth.
Therefore a different Route Optimisation approach shoaléxplored.
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Although automobiles can communicate with other vehidhesugh the infrastructure
— by using the NEMO Basic Support protocol —, a conclusiomnfithie previous discus-
sion is that classical NEMO Route Optimisation schemes dgaidorm well in car-to-car
scenarios. There is however an opportunity for optimisattmat current research efforts
within the field of inter-vehicular communication (IVC) sgms are looking at. This opti-
misation is based on the use of vehicular ad-hoc network&NE/Fs) to exploit connectivity
between neighbouring cars and set-up a multi-hop netwodupport car-to-car services.
How to apply this approach to a NEMO-based vehicular compatinins solution is one of
the goals of this PhD thesis. We explore how to design a n&twability-based mechanism
to optimise car-to-car communications, by taking advamfagm the fact of MRs setting-up
ad-hoc networks to directly communicate (bypassing thémgunfrastructure).

According to our knowledge, there is only one proposal connigi the NEMO and ad-
hoc approaches [WOKNO5], [WMK05], [WMK *T04], [OWUMO04]. The solution (defined
in [WOKNO05], [WMK +05], [WMK T04]) basically considers MANETSs that move together
(for example, within a car) and integrates MANET and NEMO,dojlocating the Inter-
net Gateway and Mobile Router functionalities into the atbed Mobile Gateway(MG).
The NEMO Basic Support protocol [DWPTO05] is responsible gooviding global Inter-
net connectivity to the moving MANET (therefore, there ismeed in the nodes belonging
to the moving MANET to support Mobile IPv6), whereas a secMANET routing pro-
tocol is run also among Mobile Gateways, creating an oveM@NET for inter mobile
network connectivity. This scheme enables direct comnaiitnio between nodes of moving
MANETSs that belong to the same overlay MANEdirect routg, whereas the NEMO Basic
Support protocol is used otherwiseemo rout® Besides, the mechanism also supports a
MG to borrow adjacent MG’s Internet connectivitgletour rout@. It is proposed to use a
proactive ad-hoc routing protocol for the overlay MANETparticular OLSR is considered
in [OWUMO04].

The previously described solution is a first approach tonogity combine NEMO and
ad-hoc to support vehicular communications. The authove teft as a future work the
security analysis, therefore in their proposed architegtas an example, nothing prevents
malicious nodes from stealing traffic or making a Returidtome Flooding [NAA™05] at-
tack. This lack of security is a critical issue, speciallycar-to-car environments.

Designing a mechanism based on a Network Mobility solutiomlgined with ad-hoc
support in asecureway to optimally enable vehicular communications is onehaf key
objectives of this PhD thesis.






Capitulo 3

Optimizacion de las comunicaciones
entre redes noviles vehiculares

En el capitulo anterior se han presentando algunos eseempre podrian beneficiarse
de utilizar un enfoque basado en una solucion de movilidadedes. Claramente, pare-
ce que la provision de acceso a Internet desde plataforrbaiies (como trenes, aviones 0
autobuses) parece el escenario mas relevante. Adenegseelario de comunicaciones vehi-
culares esta recibiendo gran cantidad de atencion pte garla investigacion académica e
industrial.

El escenario particular de las comunicaciones vehiculesesada vez mas popular de-
bido a que existe un gran nUmero de aplicaciones poteadajgle podrian beneficiarse de
disponer de la capacidad de comunicarse a través de IntBrivcipalmente, existen 2 pro-
blemas a tratar: el acceso a Internet desde coches (el deambmear-to-Internet scenarip
y las comunicaciones entre vehiculoartto-car scenarip. Dada la naturaleza de las comu-
nicaciones vehiculares y su relevancia, resulta necesatialiar la aplicabilidad de una
aproximacion basada en movilidad de redes.

Este capitulo introduce primero el escenario vehiculasgntando los retos particulares
derivados del mismo y analizando los diferentes enfoqueseqtan siendo propuestos para
soportar dicho escenario.

3.1. Introduccion

En la sociedad moderna actual, mucha gente pasa una grashadadé tiempo en sus
coches. En el pasado, las posibilidades de comunicaci&sbpa mayoritariamente por las
redes celulares. Posibilitar las comunicaciones de bamcizagen coches [KBS)1] es una
contribucibn muy importante en la tendencia global hazsacomunicaciones ubicuas. Los
coches deben proporcionar acceso a Internet y deben seresaga establecer comunica-
ciones entre ellos, soportando nuevos servicios y aptinasi

Hay una gran cantidad de aplicaciones y servicios potaxiglie son de gran interés
para los usuarios de automoviles. En la Figura 3.1, se maumealgunos ejemplos represen-
tativos, clasificados en cinco categorias diferentes, pen cierto solapamiento entre ellas:

= Servicios de comunicaciones personalekas aplicaciones clasicas de telecomuni-
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SERVICIOS DE COMUNICACIONES PERSONALES SERVICIOS DE ACCESO INTERNET
- Llamadas de voz y video - Acceso a correo electronico
- Mensajeria instantanea - Navegacion Web

- Soporte VPNs

- Acceso transparente

- Comercio electrénico

SERVICIOS VEHICULARES ESPECIFICOS
- Actualizacién de software

- Diagnéstico de vehiculos

- Informacion de trafico

- Planificacion de rutas

- Gestion de flotas

- Informacién de aparcamiento

SERVICIOS BROADCAST/MULTICAST

SERVICIOS DE ENTRETENIMIENTO - Publicidad
- Juegos o - Informacioén metereolégica/trafico
- Streaming y descarga multimedia - Television

Figura 3.1: Algunos ejemplos de aplicaciones y serviciosreascenario vehicular.

caciones, tales como las comunicaciones de voz, tienereqieagradas para su uso
en los coches. De hecho, algunas de ellas estan dispoeibless coches actuales
(p-e., comunicaciones manos-libres utilizando un sisteehdar integrado). Sin em-

bargo, se espera que en el futuro aplicaciones mas comglgien disponibles en los
coches, aprovechando las mayores capacidades que seqsptragan los vehiculos
— comparada con las de los terminales de comunicacione®ifgsrtactuales.

Servicios de acceso a Internelos vehiculos, especialmente los servicios de trans-
porte plblico, como trenes y autobuses, deben facilitasela bordo de las aplica-
ciones tipicas de trabajo (p.e., correo electronicaywsot de VPN, etc.), mediante la
provision de acceso transparente a Internet, ya sea usispiisitivos embebidos en

el vehiculo o los terminales de los propios pasajeros.

Servicios vehiculares espéficos. Existen algunas aplicaciones que son especificas
del escenario vehicular, como por ejemplo la descarga deirfcion relativa al trafi-

co, la monitorizacién y diagnostico de vehiculos, y ahtcol y la actualizacion del
software instalado en los vehiculos. En general, la ségdrés un aspecto critico en
este tipo de aplicaciones (p.e., en la diagnosis o la azagidin de software).

Servicios de entretenimiento.Los juegos multi-jugador y etreamingmultimedia
son aplicaciones ampliamente extendidas hoy en dia, gyepnobablemente seran
de gran importancia en escenarios vehiculares (p.e.s ®fidos asientos traseros del
coche, o personas yendo a su lugar de trabajo, jugando asenqie se desplazan).
Ademas, estos servicios pueden beneficiarse de infoomaei localizacion.

Servicios broadcast/multicast.El envio de contenidos a grupos de receptores es un
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servicio de interés en el entorno vehicular. Esta claseedécio sera probablemente
proporcionado empleando tecnologias de acceso espsgifiemo DVB, por lo que
tendran que tenerse en cuanta ademas consideracionesalgis.

Por todo lo anterior, parece que los coches dejaran destemsis aislados dentro de
poco [KBS"01], surgiran nuevos servicios y aplicaciones cuandodobes tengan la capa-
cidad de conectarse a Internet y de comunicarse entre Elio86]. Estos nuevos escenarios
supondran nuevos retos que tendran que ser resueltosipptinente relacionados con la
gestion de la movilidad, pero también con la provisiorcakdad de servicio y la seguridad.
Algunos de estos problemas estan siendo estudiados pa@gbos e iniciativas de investi-
gacion conjuntos, como los siguientes:

» El proyecto europeo DRIiVE(1999) y su continuacion OverDriVH2001), que se
centraron en facilitar la entrega de servicios multimedialdculos y el desarrollo de
un router vehicular que proporcionara acceso, mediantéphes tecnologias de ra-
dio, a unared intra-vehicular (intra-vehicular netwokkAN) movil [LIJP03], [LNO3],
[WSO03].

» El proyecto InternetCAR(1996), investigd como podria facilitarse la conexitans-
parente de vehiculos a Internet. En algunas fases delgiooge llevaron a cabo ex-
perimentos reales (con un niumero de vehiculos que albartzsta 1640). Algunos
resultados de estos experimentos pueden encontrarse &0 MEU02], [USMO03],
[WYT *05] y [KLEO5].

» El proyectoRed sobre RuedagNetwork On Wheels” (NOW) (2004) se centra en
IPv6 y la tecnologia IEEE 802.11 para desarrollar comwidcees entre vehiculos
basadas en conceptos de redes ad-hoc. Esencialmenterogsietq esta explorando
maneras de que vehiculos en movimiento puedan estableémnidamente enlaces
con otros coches, motos y camiones en la vecindad, para cimpgrmacion de
trafico.

= El proyecto FleetNet ("Internet en la carref&)a(2000) fue formado por un consor-
cio de seis compahfias y tres universidades con objetoateqwer el desarrollo de
sistemas de comunicaciones entre vehiculos.

» El proyecto Daidalds(2002) es un Proyecto Integrado del Sexto Programa Marco de
la Unibn Europea, actualmente en su segunda fase. Uno debm@iivos es la inte-
gracion optima de tecnologias de acceso heterogémeagpprmitir a los operadores
de red y proveedores de servicio ofrecer nuevos y mas testabrvicios. Las re-
des moviles son una de las tecnologias de acceso cortdgrar el proyecto. Hasta
el momento, Daidalos ha trabajado en tres aspectos dentt® mevilidad de re-
des [BSC 05b], [BSC"05a]: el desarrollo de una implementacion del protocolo de

http://ww. ist-drive.org/
2http://ww. i st-overdrive. org/

Shttp://www. sfc. wide. ad. j p/ | nter net CAR/
*htt p: // www. net wor k- on- wheel s. de/

Shttp://www. et 2. tu- harburg. de/fl eet net/i ndex. ht m
Shttp://ww. i st-dai dal os. org/
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Soporte Basico de Movilidad de Redes [dIOBCO05], la extamsiel protocolo basico
para soportar trafico multicast [vHKBCO06] y el disefio de wolucion de optimiza-
cion de rutas para redes moviles [BBCO04].

Los proyectos anteriormente descritos son solamente @dgda los mas relevantes.
Existen muchos otros esfuerzos de investigacion en ewa,lcomo el proyecto Interne-
tITS’ [MUMO3], el consorcio Car2Car Communicatfol el proyecto CarTALK 2000
Dada la gran cantidad de esfuerzos de investigacion ogladdos con las comunicaciones
vehiculares, queda patente que el escenario vehicular snande investigacion de actua-
lidad. La mayoria de estos esfuerzos estan dirigidos opcmnar soluciones para los dos
escenarios principales considerados en las comunicaci@meculares:

= ComunicacionesCar-to-I nternet. Este es un escenario muy comdn ya que muchas

de las aplicaciones que se espera se necesiten en un veliicplican comunica-
ciones entre un nodo dentro de un coche y otro extremo eméitép.e., navega-
cion web, correo electronico, etc.). Inicialmente séoempleaban las comunicacio-
nes celulares en este tipo de escenarios [AVNOO]. Reci@mteancon el éxito de la
tecnologia inalambrica IEEE 802.11, otras tecnolog&tan siendo consideradas. Se
esta investigando como solventar las limitaciones (postes, bajos anchos de banda,
altos retardos, etc.) de las tecnologias celulares akgstdnoy en dia, mediante el uso
de WLAN 802.11 ( [LGO04] presenta un estudio sobre la posiadi o no de utilizar
WLAN 802.11 para conectar trenes a Internet) y WiMAX.

= Comunicacionescar-to-car. Existen diversas aplicaciones vehiculares, como los jue-

gos en red, la mensajeria instantanea, la informaciétradieo o los servicios de
emergencia, que pueden implicar comunicaciones entnewekl que se encuentran
relativamente cercanos entre si, y que incluso puedenrs®y@ntos (p.e., convoys
militares). Ademas, hay algunas aplicaciones emergenteson exclusivas del en-
torno vehicular. Por ejemplo, los servicios de informacbconductor podrian infor-
mar de forma inteligente acerca de atascos, negocios \cEE\jue se encuentren
en las cercanias del vehiculo, u otro tipo de noticiaso€Eservicios emergentes no
estan bien soportados en la actualidad. Numerosos retosldgicos han de ser sol-
ventados antes de que las comunicaciones inter-vehisytauredan llegar a ser am-
pliamente desplegadas. Estos escenarios estan sieraigados mayoritariamente
por la comunidad ad-hoc, debido a que los protocolos de énearento ad-hoc re-
sultan muy apropiados para este tipo de problema (es depidiogias que cambian
rapidamente a medida que los coches se desplazan, calennfeaestructura previa,
etc.).

La conectividad puede proporcionarse en ambos escenaripkeando una solucion
genérica de movilidad de redes (p.e., el protocolo de $egasico de Movilidad de Re-
des [DWPTO05]). Sin embargo, tal y como se describira magtal caso vehicular presenta

"Thttp://ww.internetits.org/
8http://ww. car- 2- car.org/
http://ww. cartal k2000. net/
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algunas particularidades que hacen que el rendimientalousmemplean soluciones genéri-
cas de movilidad de redes y de optimizacion de rutas sea ajayrequiriendo por lo tanto
el estudio de nuevos tipos de soluciones.

3.2. Haciendo posibles las comunicaciones vehiculares

En esta seccibn se presenta una vision panoramica ddbed| arte en comunicaciones
vehiculares, clasificando las propuestas existentes uodtegorias diferentes.

3.2.1. Soluciones basadas principalmente en ad-hoc

Hay una gran cantidad de trabajo de investigacion en el calapas redes ad-hoc. Algu-
nos de los mecanismos desarrollados por la comunidad agdéanecen ser apropiados para
el escenario vehicular, al menos como punto de partida.danto, en los Gltimos afios se
han propuesto muchas soluciones para permitir las conuioiess vehiculares basadas en
el concepto de redes ad-hoc vehiculares (Vehicular Ad-heiwbrks, VANETS). Dentro de
esta categoria, a la que llamansmzduciones basadas principalmente en ad;hocluimos
a todos aquellos mecanismos que afrontan el problema dedasnicaciones vehiculares
utilizando soluciones ad-hoc exclusivamente, sin empkRanovil.

3.2.1.1. Redes ad-hoc vehiculares

Las redes ad-hoc surgen como alternativa a las redes basaddsaestructura, debido
a las demandas de movilidad y al reto que supone despleges dedacceso inalambricas
sin zonasnuertas(sin cobertura). En particular, una red ad-hoc moévil (NeBid-hoc Ne-
twork, MANET [CM99]) es un grupo de dispositivos movilealambricos que cooperan
para formar una red IP. Esta red no necesita ningn tipofckestructura para trabajar, ya
que los dispositivos de los usuarios de una red MANET sondaiarred, por lo que un
nodo no sb6lo se comunica directamente con los dispositjuestiene dentro de su radio
de alcance, sino también con otros utilizando rutas nsalte a través de otros nodos de la
MANET.

Una red ad-hoc vehicular (Vehicular Ad-hoc Network, VANEESS un tipo particular
de red ad-hoc en la que los nodos se encuentran en vehi€dIMT["05]. Mediante la
configuracion de una VANET, los vehiculos pueden comus@&docalmente sin necesitar
ninguna infraestructura (ver Figura 3.2).

El escenario vehicular tiene caracteristicas que lo efiigian de otros escenarios de
comunicaciones en red. Por ejemplo, por un lado tiene simdéds con los escenarios clasi-
cos ad-hoc, debido a que presenta una topologia que caapii@mente a medida que los
coches se mueven. Sin embargo, por otro lado, las limitasigroptimizaciones son dife-
rentes. Primero, la eficiencia energética no es tan impertan las comunicaciones inter-
vehiculares como lo es en las redes ad-hoc tradicionalbslale que los vehiculos disponen
de una potente fuente de energia recargable. SegundeHazulos en general se mueven
en carreteras (y dentro de un mismo carril la mayoria deigm.

De cara a hacer que el escenario de la Figura 3.2 funcionectamente, hay algunos
aspectos que deben resolverse:
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red ad-hoc

O multi-salto

Figura 3.2: Red ad-hoc vehicular (VANET).

= EncaminamientoEn una red ad-hoc, no hay ninguna infraestructura de eneamin
miento pre-establecida, por lo que los nodos tienen quéa@aen la configuracion
y mantenimiento de rutas multi-salto. Por lo tanto, se ritseprotocolos de encami-
namiento especificos para escenarios ad-hoc.

= Seguridad.Debido a la falta de gestion que caracteriza a las redes@d#seguri-
dad es un aspecto critico. Los protocolos dirigidos a jeaten redes ad-hoc deben
disefiarse prestando una especial atencion a sus padétidislades de seguridad.

= Autoconfiguradn de direcciones IR.0s protocolos existentes para la autoconfigura-
cion de direcciones IP (en redes con infraestructura) nadman en las redes ad-hoc,
por lo que tienen que definirse nuevos mecanismos que soparetoconfiguracion
IP de los nodos ad-hoc.

Si, ademas de las comunicaciones entre vehiculos (e&rtcommunications), se quiere
proporcionar conectividad a Internet a los nodos de una VRRHar-to-Internet scenario),
entonces debe resolverse también el siguiente aspecto:

= Descubrimiento de una pasarela a Intern®ge necesita un nodo especial, llamé&ato
ternet Gatewaypasarela a Internet), que conecta la red ad-hoc con lasiftactura.
Permitir que los nodos ad-hoc descubran de forma eficieatpdsarelas a Internet
supone ciertas dificultades, debido a la naturaleza dedas MANET.

A continuacibn analizamos brevemente cada uno de los taspecumerados anterior-
mente.
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3.2.1.2. Encaminamiento ad-hoc

Las redes ad-hoc han recibido una gran atenciobn en losmadtiafios [CCLO3],
[AWWO05], [FILOO]. Debido a su naturaleza inalambrica, tinshlto y a su alta movilidad,
los protocolos de encaminamiento tradicionales (utiizaen redes cableadas) no funcio-
nan correctamente, y por lo tanto no pueden ser empleadaosdea MANET. Una gran
cantidad de protocolos de encaminamiento han sido pramjdatmayoria de ellos dentro
del IETF. Algunos de ellos reciben el nombre rdactivos porque se lanza el proceso de
encontrar y establecer una ruta hacia un destino sélo ouaayl paquetes que tienen que
ser enviados hacia dicho destino (como por ejemplo Ad-he®@mand Distance Vector —
AODV [PBRDO03] — y Dynamic Source Routing — DSR [JMHO04], [JMB}

Existen también protocolos conocidos copmoactivos porque los nodos proactivamen-
te mantienen una entrada en su tabla de encaminamientmpasads destinos alcanzables
(como Optimized Link State Routing — OLSR [CJ03]), redudienle esta forma el tiempo
que se necesita para establecer una ruta hacia un destiitpeaello incrementa la com-
plejidad del protocolo. Mas informacion sobre protosalte encaminamiento ad-hoc puede
encontrarse en [AWDO04], [RT99] y [CCLO03].

El rendimiento de las redes ad-hoc depende en gran medigaaletolo de encami-
namiento empleado y de la tecnologia de radio empleada. dyma de los trabajos de
investigacion realizados hasta el momento en tematitdma han sido realizados mediante
simulacién [KCCO05], aunque también existen algunosaj@bexperimentales, que estudian
el rendimiento real de prototipos de redes ad-hoc [MBJOIjuhos de estos trabajos se
centran en escenarios vehiculares [SBSCO02], [SB$ demostrando que es factible des-
plegar redes ad-hoc utilizando equipamiento IEEE 802.R@b.otro lado, algunos autores
afirman que es muy complicado conseguir que una red ad-hoofigmcon mas de 10 nodos
y 3 saltos intermedios [TLNO3]. Se necesitan mas trabagasnestigacion que analicen el
rendimiento de redes ad-hoc reales. Ademas, la dispmi@itiide nuevas tecnologias DSRC
(Dedicated Short Range Communication) [ZR03] impulsa@m mas las redes ad-hoc.

3.2.1.3. Seguridad

La seguridad es un aspecto critico en las redes ad-hoc. |Daddéuraleza inalambrica,
el dinamismo de las redes MANET, y la falta de una infraetitinacpre-establecida y de me-
canismos de control, proporcionar a esta clase de redeselrdriseguridad similar al de la
Internet clasica (basada en infraestructura) es reaghwembplejo. Todos las funcionalidades
enumeradas anteriormente (encaminamiento, autocordigartP y descubrimiento de pa-
sarelas de Internet) comparten este problema. Existenasymblicaciones al respecto de
la seguridad en ad-hoc, algunos de ellos analizando laseaagncomo [ZH99] y [SA99],
y otros proponiendo soluciones a problemas especificos.

Aungue existen otros aspectos de seguridad que han sidddsatal y como el estimulo
de la cooperacion entre nodos, el problema del descarteagigetes por parte de nodos
maliciosos [SBRO3], o la provision de una autoridad deifeeation fiable y segura en redes
ad-hoc [HBCO1], [CBHO03], el problema del encaminamientguse es el que ha recibido
mas atencion.

Algunos de los protocolos de encaminamiento propuestaslacénte, como AODV
[PBRDO3], DSDV [PB94] y DSR [JMHO04], tienen vulnerabilidesl de seguridad que per-
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miten realizar ataques facilmente. Debido a las impoetadiferencias entre las redes IP
basadas en infraestructura y las redes ad-hoc, es necdsadawollar nuevos mecanismos
de seguridad

Existen varios tipos de ataques de seguridad que puedé&arsalcontra los protocolos
de encaminamiento ad-hoc [SD02]. A continuacion resumimos los mas relevantes:

= Ataques de modificamn. Un nodo malicioso puede causar la redireccion de trafico
de datos o ataques de denegacion de servicio (Denialraie8eDoS) introduciendo
cambios en los paquetes de control de encaminamiento oiaadovmensajes de
encaminamiento con valores falsos.

= Ataques de suplantam. Un nodo malicioso puede suplantar la direcciéon IP de un
nodo legitimo y, por lo tantoobarle su identidad y realizar este tipo de atague com-
binado con un ataque de modificacion. El mayor problema tetig® de ataques es
gue es dificil trazar quién es el nodo malicioso.

= Ataques de fabricabin. Un nodo malicioso puede crear y enviar mensajes de enca-
minamiento falsos. Este tipo de ataque es dificil de dategha que no es sencillo
verificar que un mensaje de encaminamiento en particulanvagdo, especialmente
cuando indica que un vecinos no puede ser alcanzado.

Los autores de [SDt02], [SLD*05] proporcionan los siguientes requisitos como aque-
llos que debe cumplir un protocolo de encaminamiento adskgaro:

1. La sefalizacion de encaminamiento no puede ser sapknt
2. No pueden inyectarse mensajes de encaminamiento fabsiea la red.

3. Los mensajes de encaminamiento no pueden ser alteratt@msito (salvo acorde al
funcionamiento normal del protocolo de encaminamiento).

4. No pueden formarse bucles en el encaminamiento comdadsude una accibn ma-
liciosa.

5. Las rutas mas cortas no pueden ser sustituidas por otrasresultado de una accion
maliciosa.

La comunidad investigadora ha tratado los anteriores @nods de seguridad en los pro-
tocolos de encaminamiento ad-hoc, intentando proponeamsnos que cumplan algunos,
si no todos, de los requisitos mencionados anteriormemtgrah niamero de soluciones ha
sido propuesto. A continuacion describimos brevemeigpenals soluciones representativas:

Ref. [HPJO5] propone una version segura de DSR (llamada®BRE), utilizando cla-
ves simétricamente pre-distribuidas o criptografiagsiioa pre-desplegada para la autenti-
cacion.

SEAD [HJPO02] es un protocolo de encaminamiento proactigoree basado en DSDV
[PB94], que utiliza cadenas de funciones hdssh-chaink

SAODV [ZA02] es una propuesta para proporcionar segurida®@V [PBRDO03]. Se
utilizan dos mecanismos para asegurar AODV: firmas digitplea autenticar la informa-
cion no mutable de los mensajeshgsh chaingara asegurar la informacion mutable (es
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decir, el nUmero de saltos). Para la informacién no matdalautenticacion se realiza extre-
mo a extremo. Sin embargo, la misma técnica no puede ag#ieda informacion que puede
cambiar en transito, porque seria posible que un nodomeio suplantara la identidad de
un nodo legitimo y modificara el campo que indica el nimersaltos en un paquete de
peticion de rutarpute request Para evitar esto, se utilizan cadenas de hash para prédege
informacion mutable.

En SRP [PHO02], se asume que existe una asociacion de sagjpada cada par origen-
destino, para poder crear una ruta multi-salto. Este potias vulnerable a algunos ataques,
como la fabricacion de mensajes de error en una ruta.

Una propuesta muy interesante es ARAN [SDR2], [SLD"05]. Esta solucion utiliza
mecanismos de criptografia de clave pUblica para ewtiod los ataques enumerados con
anterioridad. Sin embargo, presenta la desventaja demeqadificados emitidos por una
tercera parte. Este requisito puede afectar al despliegua golucion, especialmente en
entornos vehiculares.

En resumen, podemos concluir que cualquier mecanismdddirey trabajar en un es-
cenario ad-hoc debe tener muy en cuenta aspectos de segsiibEen muchos protocolos
actuales de MANET no lo hacen.

3.2.1.4. Autoconfiguracbn de direcciones IP

De cara a permitir que las redes MANET puedan soportar $esvie, todos los nodos de
la red deben configurar al menos una direccion IP. Sin erobamhay ningln mecanismo
estandar que proporcione informacion de configurada hodos de una red MANET, por
lo que es necesario configurar los nodos a priori, lo que &vitarmacion espontanea de
redes ad-hoc.

Los protocolos de configuracion IP existentes [TN98] pades tradicionales con in-
fraestructura asumen la existencia de un (nico enlace apaciad de transmision multi-
punto para la sefializacién. Tal enlace no existe en lassraullti-salto sin infraestructura,
por lo que es necesario disefiar nuevos mecanismos quetgeimiautoconfiguracion de
direcciones IP en una red MANET [SKP6], [RRGSO05].

De cara a tratar del tema de la autoconfiguracion IPv6 ers iddeNET, se cred un nue-
vo grupo de trabajo dentro del IETF, denominado AUTOCONEe [gsupo ha identificado
dos posibles escenarios principales [RSCS06] donde esaéa la autoconfiguracion de
direcciones IP para redes MANET:

= Red ad-hoaislada(Stand-alone): una red ad-hoc que no esta conectada anaingd
externa, como por ejemplo las redes en conferencias, las ssdcampos de batalla,
las redes de vigilancia, etc. Lo mas probable es que en es$os no exista ningln
tipo de entidad para la delegacion de direcciones o prgdijesstablecida en la red.
En este escenario, las direcciones IPv6 no tienen porgugadmles.

= Redes ad-hohibridas (en el extremo de una red con infraestructura): una reddaisla
conectada a Internet. Los nodos de una red hibrida debenesbdirecciones IPv6
globales, para que puedan comunicarse con cualquier otim a la Internet. Esto
tipicamente requiere descubrir el prefijo IPv6 dispondrda red MANET y configu-
rar una direccion Gnica (no utilizada) a partir de estdijoreBCO06].
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Aunque el grupo de trabajo AUTOCONF esta aln trabajanda dafinicion del proto-
colo, ya existen muchas soluciones en la actualidad. Usd#ickcion de las mas relevantes
puede encontrarse en [BCO5].

3.2.1.5. Descubrimiento de una pasarela a Internet

Para proporcionar conectividad a una red MANET hibrida 5], ademas de un
direccionamiento IPv6 global, se necesita de un tipo de msgecial en la red ad-hoc. La
pasarela a Internet (Internet Gateway, IGW) es un nodo goe tionexion tanto a una red de
acceso con infraestructura como a la red ad-hoc, y que mioperconectividad a los nodos
conectados a esta Ultima. Un IGW puede ser mévil o fijo y egtdkimportancia para pro-
porcionar conectividad a los nodos que estan del lado MANIEDido a las caracteristicas
de las redes MANET, es deseable que se desplieguen msiltipl&'s (por ejemplo, para
mitigar problemas relativos a congestion).

Actualmente, una propuesta muy comdn para proporcionaeatividad a Internet en
los vehiculos consiste en desplegar IGWSs a los lados dealasteras, de forma que los
vehiculos que pasen puedan usarlos para acceder a Intdneetle los retos que supone
esta arquitectura es como descubrir eficientemente lossI@8ponibles [BWSF03], ya que
uno de los componentes clave que afectan al rendimient@lgésbel algoritmo empleado
par descubrir y seleccionar IWGs [RGS04].

Desplegar una infraestructura de red consistente en VER@& en las carreteras y
confiar en el encaminamiento multi-salto en las redes advebdiculares formadas no
es suficiente. Podrian existir "agujeros” en la conectiglidque podrian evitar que los
vehiculos se comunicaran (no solo entre si, sino tamti® Internet). Ademas, los IGWs
podrian no pertenecer todos al mismo proveedor y por lmtard seria posible que un
vehiculo pudiera mantener la misma direccion IPv6 al meevele un IGW a otro. Aunque
existen soluciones que mitigan el efecto de la conectivideatmitente, como la descrita
en [OKO04] para una red no ad-hoc (basada en pasarelas dac#tioy proxies), deberia
permitirse la posibilidad de conmutar a otra interfaz de (ped., celular, como GPRS o
UMTS) manteniendo de forma transparente las sesionesmtdst (es decir, soporte de
movilidad transparente real).

Las soluciones basadas principalmente en ad-hoc pressgtaros inconvenientes. Por
ejemplo, hay algunos aspectos de seguridad que no est@ftossalin y no proporcionan un
soporte de movilidad global. Por lo tanto, este tipo de $ofuno es valido para satisfacer
todos los requisitos del escenario vehicular.

3.2.2. Soluciones basadas en movilidad de terminal

Una forma diferente de soportar comunicaciones vehicsilzwasiste en considerar cada
coche como un terminal individual y emplear técnicas gilzam IP movil par soportar la
movilidad del terminal. A este tipo de soluciones es a las dpmominamossoluciones
basadas en movilidad de terminal

Este tipo de soluciones estan basadas en aprovechar tosgos inalambricos y de
movilidad existentes, haciendo los cambios necesariasiparementar el rendimiento en
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entornos vehiculares. Un ejemplo muy sencillo consistetgiran soluciones basadas en
redes celulares 2.5G/3G [AVNOQ].

Otro ejemplo es la arquitectura definida en el proyecto Bitive [OKO04]. Esta basada
en proporcionar algunos servicios de Internet Gtiles éareas con conectividad intermi-
tente. Los coches obtienen esta conectividad intermitriectandose a puntos de acceso
WLAN desplegados en la carretera.

En algunos escenarios resulta interesante combinar unnieetas de IP movil con
soluciones ad-hoc, de cara a soportar el movimiento de luigwes entre redes ad-hoc y
redes con infraestructura. Esto requiere permitiniavilidad globalentre diferentes tipos
de redes de acceso (ad-hoc o con infraestructura) parayaese forma transparente la
conectividad de los vehiculos. La mayoria de las propsepara la gestion global de la
movilidad en redes ad-hoc estan basadas en adaptar logiemoa de IP movil existentes
para ser utilizados con protocolos de encaminamiento agxiculares.

Una de las propuestas mas conocidas es MIPMANET {3}, que basicamente pro-
pone una solucion basada en IPv4 Movil y AODV. Para comtdmaaturaleza reactiva de
AODV con la proactiva de IPv4 Movil, los Agentes Forandesreign Agents, FAs) se anun-
cian periodicamente en la red ad-hoc. Los Agentes Fosas@o utilizados como pasarelas
a Internet (IGWs), de cara a mantener informacion sobreuénred ad-hoc se encuentra
localizado un nodo y para encaminar los paquetes hacia @& lww dicha red ad-hoc. Se
utiliza AODV para entregar los paquetes entre el FA y el nodeimSe emplea un enfo-
que en capas y tineles para el trafico saliente de la red@dib forma tal que se separa la
funcionalidad de IPv4 Mévil del protocolo de encaminanmesd-hoc. Se propone un meca-
nismo similar en MEWLANA [EPO02], pero adecuado para el proto de encaminamiento
Destination-Sequenced Distance Vector (DSDV) [PB94]. BK(3], se combinan técnicas
tales como limitar la inundacion de los anuncios de los AggRoraneos a un vecindario de
n-saltos de radio — utilizando para ello un campo de tiempadde(TTL) en los mensajes de
anuncio —, y espiar y cachear mensajes de agentes, paranejoendimiento. De manera
similar, un mecanismo que integra IPv4 Movil y OLSR se prapen [BMAT04].

En relacion al soporte de IPv6, [PMV02] describe como proporcionar conectividad a
Internet con soporte de IPv6 Movil a redes ad-hoc. IPv6 iMfiliza el protocolo deNeigh-
bour Discoverycomo parte de su mecanismo de deteccion de movimientoa@miylisicion
de una direccion IP globalmente encaminable. Este menanig deteccion de movimiento
es modificado en las redes ad-hoc, en las que el IGW juega el gapouter local y los
Router Advertisementson reemplazados p@ateway Advertisementka direccion IPv6
configurada del prefijo de la red MANET que se incluye en losnaims emitidos por el
IGW es utilizada como la CoA del MN. Esta manera de realizaelaccion de movimien-
to tiene el inconveniente de que requiere mas tiempo quaibdesel movimiento entre dos
puntos de conexion a la Internet fija, debido a que los Gatéwsaertisements no son envia-
dos con tanta periodicidad como los Router Advertisemegrasa(evitar consumir recursos
radio en exceso). Otros mecanismos propuestos para etesagomovilidad global IPv6 en
redes ad-hoc son [HSFNO04] — que adopta una arquitectuaayjgca (basada en HMIPVv6)
para permitir que los nodos ad-hoc se registren en mas deRUGH simultaneamente —
y [HLWCO05] — que propone un protocolo que automaticamengariza la red ad-hoc en
una arquitectura en arbol para facilitar el direccionanttiey encaminamiento dentro de la
red MANET.
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También existen algunas soluciones propuestas que tespecificamente con el
escenaricar-to-car. Un ejemplo es [BWO05], que es similar a MIPMANET [JADOQ], en el
sentido de que reutiliza el concepto de Agente ForaneowdeN®vil — colocado en el IGW
— para gestionar la movilidad global de nodos ad-hoc. Seesigapleando comunicacion
IPv4 entre el HA y el FA (utilizando tlneles IPv6-en-IPv¥ que la solucibn asume una
Internet basada en IPv4 (los autores también proponenoeti@isina arquitectura basada
en proxies para soportar que vehiculos que soporten B&® puedan comunicarse con
CNs IPv4 en la Internet). Tal y como se hace en [RK03], los FAsaian activamente su
servicio, pero limitado a areas locales, para evitar iaumoda la red vehicular.

Las soluciones basadas en movilidad de terminal tienencamveniente principal, con-
sistente en que no tienen en cuenta que un vehiculo muylgesbante contendra mas de un
dispositivo que podria beneficiarse de disponer de acckgeraet. Las soluciones basadas
en movilidad de terminal requieren que todos los dispastyestionen su propia conectivi-
dad y movilidad (aunque se muevan todos juntos a la vez) yopanto evita que nodos sin
soporte de movilidad puedan ser desplegados en coches.

3.2.3. Soluciones basadas en movilidad de redes

Debido a que el escenario vehicular involucra a un grupo sf@ditivos que se mueven
juntos, tanto el caso de comunicaciores-to-Internet como el casaar-to-car, pueden
ser abordados asumiendo que hay un router movil desplegadada vehiculo, encargado
de gestionar la movilidad del grupo de dispositivos que se@mtra dentro del vehiculo (a
este tipo de soluciones, las denominamsokiciones basadas en movilidad de rgd&sn
embargo, cabe destacar que después de estudiar la lideralacionada, hemos encontrado
muy pocas propuestas que consideran enfoques de movikdaties para escenarios vehi-
culares, puesto que la mayoria de los mecanismos consitterazoches como terminales
individuales.

El escenario particular de comunicaciores-to-Internetencaja muy bien en el para-
digma de la Movilidad de Redes. Por lo tanto, la aplicaciérud conjunto de soluciones
genérico de movilidad de redes debe ser estudiada paras@&ldeacomunicaciones ente
vehiculos e Internet. De hecho, es un buen ejemplo de eszeldade se necesitan solucio-
nes de optimizacion de rutas para movilidad de redes.

El escenariacar-to-car también puede ser abordado utilizando una solucionrigené
NEMO. Sin embargo, ese tipo de solucién no ofrece un remgiitnidemasiado bueno en
una comunicacion entre vehiculos, incluso atn cuandatikza alguna solucion genérica
de optimizacion de rutas para NEMO. Las razones para es@@smo rendimiento son las
siguientes:

= Las Redes Hogar de dos coches que se estan comunicandm peeskr la misma o
estar localizadas lejos una de la otra. Esto hace muy néésanplantacion de una
solucion de optimizacion de rutas, para evitar un incrgmen el retardo debido a la
utilizacién del protocolo de Soporte Basico de NEMO.

= Los coches muy probablemente obtendran conectividadeanktt mediante una red
celular 2.5/3G. Esta clase de redes tipicamente preseataretardos muy elevados y
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Figura 3.3: Funcionamiento de una solucion genérica dellddad de Redes en el escenario
car-to-car.

unos anchos de banda reducidos [VB05], [VBS'06]. Esto tiene un gran impacto
en las comunicaciones inter-vehiculares cuando se usaolugtsm NEMO genéri-
ca. Un ejemplo de escenarar-to-car se muestra en la Figura 3.3. Si se utiliza el
protocolo de Soporte Basico de Movilidad de Redes [DWP;T@bfrafico de datos
fluye desde el Router Movil de un coche (MR A) hacia su Red H¢gBad Hogar
A), donde los paquetes son reenviados hacia la Red Hogatrdetoche (Red Hogar
B) y finalmente entregados al Router Movil B (MR EBsta es claramente una ruta
subdptima. Si se utiliza una solucion genérica de ogticibn de rutas, los pagquetes
no atraviesan las diferentes Redes Hogar de las redesem@wiolucradas, pero si-
guen teniendo que pasar por la infraestructura para sead=s/ide un coche a otro.
Esto puede significar un elevado retardo (las redes GPR&8maesretardos de unos
500 ms s6lo en un sentido [VBMS5], [VBS™06], mientras que las redes UMTS tie-
nen unos 150 ms [MdIOS6], [OMV106]) y un ancho de banda reducido. Por lo
tanto, deben explorarse diferentes esquemas de optizdeirutas.

Aunqgue los coches pueden comunicarse entre si a travasrdeakestructura —emplean-
do el protocolo de Soporte Basico de NEMO —, una conclugifmse puede obtener de la
anterior discusion, es que los esquemas clasicos deipatidn de rutas NEMO no ofrecen
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un buen rendimiento en las comunicaciones inter-vehieslésin embargo, hay una oportu-
nidad de optimizacion que esta siendo actualmente estadin el campo de las comunica-
ciones inter-vehiculares (inter-vehicular communiaagioVC). Esta optimizacion esta ba-
sada en la utilizacion de redes ad-hoc vehiculares (VANRaDa explotar la conectividad

entre coches vecinos, y el establecimiento una ruta maltt-para soportar los servicios
inter-vehiculares. La aplicacion de este enfoque a unaiwl vehicular basada en NEMO
es uno de los objetivos de esta Tesis Doctoral. En ella explos como disefiar un me-
canismo basado en movilidad de redes que optimiza las coationes inter-vehiculares,

aprovechando que los MRs pueden establecer redes ad-l@ocgumaunicarse directamente
(evitando pasar por la infraestructura).

De acuerdo a nuestro conocimiento, sélo hay una propuesthicando los enfoques de
NEMO y ad-hoc [WOKNO5], [WMKF05], [WMK *04], [OWUMO04]. La solucion (defini-
da en [WOKNO5], [WMK"05], [WMK *T04]) basicamente considera redes MANET que se
mueven juntas (por ejemplo, dentro de un coche) e integra FTARWNNEMO, colocando las
funcionalidades del IGW y el MR en lo que denomirRasarela Mbvil (Mobile Gateway,
MG). El protocolo de Soporte Basico de Movilidad de Rede&/[05] es responsable de
proporcionar conectividad a Internet a la MANET movil (portanto, no es necesario que
los nodos de dicha MANET soporten el protocolo IPv6 Mévitientras que un protocolo
de encaminamiento ad-hoc adicional es ejecutado ente sasdPas Moviles, creando una
red MANET superpuesta para comunicaciones entre difeyepties moviles. Este esque-
ma permite la comunicacion directa entre nodos de MANE®siles que pertenecen a la
misma MANET superpuesta (usando la denominada directg, mientras que el proto-
colo de Soporte Basico de Movilidad de Redes se utiliza phrasto de los casosuta
nemq. Ademas, el mecanismo permite que un MG pueda tomar pieetdaconectividad a
Internet de un MG adyacenteu{a detou)). Se propone utilizar un protocolo de encamina-
miento ad-hoc proactivo para la MANET superpuesta, enquaati, OLSR es considerado
en [OWUMO4].

La solucibn descrita anteriormente es una primera apm@iin para combinar de
manera 6ptima NEMO y ad-hoc para soportar comunicacioekgwares. Los autores han
dejado como trabajo futuro el analisis de seguridad, pouken la arquitectura que ellos
proponen, por ejemplo, nada previene a nodos malinteradidsnaobar trafico o realizar un
atagque de inundacion a la Red Hogar (Return-to-Home FigoiIAA+05] attack). Esta
falta de seguridad es un aspecto critico, especialmergatemos inter-vehiculares.

El disefio de un mecanismo basado en una solucion de naavitld redes combinado
con soporte ad-hoc, de una forisegura para permitir comunicaciones vehiculares d6ptimas
es uno de los objetivos clave de esta Tesis Doctoral.
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Chapter 4

Goals and Design considerations

4.1. Introduction

This chapter enumerates the main goals of this PhD thesipravitles some design
considerations that have been followed in the fulfilmenthese goals.

4.2. Goals

The main goal of this PhD thesis is to design a set of solutionzoviding Route
Optimisation support for Network Mobility, in such a way that the solutions are se-
cure and easily deployable. A second objective of this PhD @ésis is to develop a Route
Optimisation solution for vehicular environments, by comhkning in a secure way Net-
work Mobility and Ad-hoc concepts. Next, we elaborate more on the specific goals and
requirements that the designed solutions solution shoeletm

There are many possible scenarios where Network Mobilityplay a key role, some of
them related to the provision of Internet access from mgidd&orms, such as cars or buses.
We believe that there is a severe drawback in the existinglatdised solution supporting
Network Mobility [DWPTO05], [dIOBCO06], that is the sub-optal packet routing that this
solution forces in order to preserve mobility transpareit¢ys sub-optimality can lead even
to prevent communications from taking place, and theredbrmild be tackled if it is desired
to deploy moving networks in practice.

A general overview of the existing proposals on Route Otition for NEMG has
been provided in Section 2.4, highlighting their problemd ¢ghose issues that are still un-
solved. Taking this into account, a brief summary of the negoents that we consider that
a generic Route Optimisation (RO) for NEMO solution shoultilf (in order to be rapidly
deployed in current scenarios) is provided next:

= The NEMO Route Optimisation solution should provisigpport for legacy nodes
In order to facilitate the practical deployment of the simmttoday, it should not re-
quire changes on the operation of any node but the Mobile &k@arid maybe the

The interested reader may refer to [NZWTO06], [PSS04b] and[C05] for published surveys on existing
Route Optimisation solutions for NEMO.
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Home Agent of the mobile network. Therefore, Correspondéodes, Local Fixed
Nodes and Mobile IPv6 hosts connected to a Mobile Networkilshoot require any
modification to be compatible with the NEMO RO mechanism.sTdoes not neces-
sarily imply that the mechanism should be able to optimigetthffic of any node in
any scenario, but that at least the use of the RO mechanisrmetwark should not
prevent any node from being able to communicate through thi@lennetwork.

The NEMO Route Optimisation solution should support themoisation of commu-
nications ofLocal Fixed Nodesattached to a NEMO, that is, the mechanism should
enable direct path routing between a CN and an LFN, by progidingular Route Op-
timisation. Local Fixed Nodes will represent a large numidfehe nodes attached to
a NEMO, for example in a moving vehicle, such a car, wherelikédy to expect that
many of the nodes that will require Internet connectivitycls as sensors, on-board
computer, infotainment devices, etc, will have no mobisitypport at all. Therefore,
providing them with NEMO RO is critical to exploit the bensfif a network mobil-

ity solution. To achieve that, mobility transparency (L&Ns not being aware of the
mobility of the NEMO) should be preserved.

The NEMO Route Optimisation solution should support themoisation of commu-
nications ofVisiting Mobile Nodes attached to a NEMO. This means that the mech-
anisms should enable direct path communication between B diMl its HA — when
the VMN is operating in Bidirectional Tunnel (BT) mode — ortlveen a VMN and a
CN —when the VMN is operating in Route Optimisation (RO) mode

The NEMO Route Optimisation solution should support themoisation of commu-
nications involvingnested configurations of Mobile Routersthat is the number of
tunnels traversed by packets belonging to a communicagbmden a MNN attached
to a sub-MR and a CN should be eliminated (or at least minidjskey providing
Multi-angular Route Optimisation. At least, 3 levels of tieg should be supported,
since nowadays, a higher number of nesting levels is noséem

The NEMO Route Optimisation solution shouldd®zure at least as secure as current
NEMO Basic Support protocol and Mobile IPv6 are. Therefdine, solution should
provide a similar level of security than the Route Optim@atsolution of Mobile
IPv6 [JPA04], [NAAT05].

If the specific mechanism designed to provide Angular Roytéin@sation differs
from those used to cope with the different configurations aftivangular Route Op-
timisation, they should bmteroperable in such a way that an optimal route results
from the combined operation of both.

The NEMO Route Optimisation solution should §ealable so that in case of large
mobile networks in terms of number of attached nodes, thaed RO solution

should allow many sessions to be optimised, minimising thditenal resources
needed in any node of the network, compared to the resouecpsred by plain

NEMO Basic Support protocol.
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Figure 4.1: Vehicular communications scenario.

= The NEMO Route Optimisation solution shoutdnimise additional protocol com-
plexity, processing load and signalling overheadn order to facilitate the deploy-
ment of the solution in real scenarios.

= The NEMO Route Optimisation solution shoutlinimise the effect of increased
handover delaythat it may have, when compared to the plain NEMO Basic Suppor
protocol handover.

These are vergtrong requirementsthat, according to our analysis of the current state
of the art (summarised in Chapter 2), are not fulfilled by axigteng solution. This PhD
thesis proposes a generic Route Optimisation for NEMO mwiufdescribed in detail in
Chapter 5) that take these requirements as the basic degmmac

Chapter 3 introduced the issue of vehicular communicatidrehicular scenarios (an
example is shown in Figure 4.1) are becoming very importamtatlays, since there exists
a number of new services and applications that will likelydegloyed in cars when they
are provided with communication capabilities. Becausdefitnportance of this particular
scenario, it is needed to provide the tools and mechanisatsttable the optimisation of
vehicular communications.

An objective of this PhD thesis is the study of an existingapymity for optimisation
of local communications in vehicular environments by usingd-hoc network formed by
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the vehicles involved in the communication and perhapsrotacles in their surroundings.
The design of a solution that optimally combines a NetworkolMty approach with multi-
hop ad-hoc communications in a secure way, and the evatuatigs performance in car-
to-car communications, is the second main goal of this PhExwo

4.3. Design considerations

In this section we briefly summarise the considerations Wwthave adopted for the
design of the mechanisms proposed in this PhD thesis. Tiomaéd behind these consider-
ations is provided in the PhD thesis when the specific meshanare described.

Since we aim at designing a generic Route Optimisationisoldior NEMO and a mech-
anism that addresses the specific issue of vehicular conaations, being both suitable for
existing legacy nodes and not requiring changes on the tigeia any node but the Mobile
Router, there are several design aspects that should besaddr

= Layer of the protocol stackt seems clear that if it is required to avoid changes on the

nodes, IP it is the only possible choice, since IP alreadysbase mobility support,
provided by the Mobile IPv6 [JPA04] protocol. It may be arduleat the mobility can
also be handled at other layers, but as it was briefly disduss&ection 2.1 (when
talking about how Network Mobility could be provided), magiit at the application
[HLZO06] or transport [CAIO6] layers requires the modificatiof all the applications
or transport protocols to support mobility, which is redantd On the other hand,
making it at the link layer is not feasible if mobility acrodgferent technologies is
required. Therefore, the option chosen istplement the designed mechanisms at
the IP layer, using/modifying the Mobile IPv6 protocol.

= Entities involved on the optimisatio®ince one of our requirements is not to change
any node but the MR (and maybe also the HA), it is clear thaheeiVMNs, not
LFNs nor CNs can be changed. However, there would be thelpldgsof involv-
ing some nodes on the routing infrastructure in the optitiiea such as proposed
in [WKUMO3] and [WWO04]. Nevertheless, as the deployment andlability of the
solution are also very important design considerations,rédguirement of involving
external nodes to perform the optimisation is not feasibleerefore, the option cho-
sen is toput all the specific new functionalities required to perform the Route
Optimisation on the Mobile Router only. This does not mean that the designed
mechanisms cannot make use of available mobility capigsilihat certain Mobile
Network Nodes (e.g., VMNSs) may have.



Capitulo 4

Objetivos y Consideraciones de
Diseno

4.1. Introduccion

Este capitulo enumera los principales objetivos de esiis Droctoral y proporciona al-
gunas consideraciones de disefio que han sido seguidad panaplimiento de los objetivos
perseguidos.

4.2. Objetivos

El objetivo principal de esta Tesis Doctoral es el dig&o de un conjunto de solucio-
nes que proporcionen soporte de optimizadn de rutas para redes ndviles, de tal forma
gue las soluciones propuestas sean segurasagifmente desplegables. Un segundo obje-
tivo de esta Tesis es el desarrollo de una soldei de optimizacibn de rutas para entornos
vehiculares, mediante la combinadin de forma segura de los conceptos de movilidad
de redes y ad-hocA continuacion se desarrollan un poco mas las metas éigascy los
requisitos que las soluciones disefladas deben cumplir.

Existen muchos posibles escenarios donde la movilidaddissjegara un papel clave,
algunos de ellos relacionados con la provision de accestemet en plataformas moviles,
como coches o autobuses. Creemos que hay un severo probldsrsoicion estandarizada
existente para el soporte de la movilidad de redes [DWPTO®)BCO06], consistente en el
encaminamiento subbptimo de paquetes que fuerza dichai@olde cara a preservar la
transparencia de la movilidad. Este efecto suboptimo @lledar incluso a impedir que las
comunicaciones lleguen a efectuarse, y por lo tanto debres@elto si se desea que las redes
moviles puedan llegar a desplegarse en la practica.

Una panoramica general de las propuestas existentesagidrel la optimizacion de
rutas en redes movilksha sido proporcionada en la Seccion 2.4, resaltando sbéepnas
y aquellos puntos que estan todavia sin resolver. Teaiestb en cuenta, a continuacion
se incluye un breve resumen de los requisitos que considergoe una solucion genérica

LEl lector interesado puede acudir a [NZWTO06], [PSS04b] yKId05], para encontrar publicaciones que
clasifican soluciones existentes de optimizacion de pess redes moviles.

e
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de optimizacién de rutas para redes moviles debe cuntgsircara a facilitar un rapido
despliegue de la solucion en los escenarios existentes):

= La solucion de optimizacion de rutas para redes movigds doroporcionasoporte
para nodos legadosDe cara a facilitar un rapido despliegue de la soluc&sta no
debe requerir cambios en el funcionamiento de ningn nablo &1 Router Movil y
quizas el Agente Local de la red movil. Por lo tanto, ni lazdNs Corresponsales, ni
los Nodos Locales Fijos ni los Nodos Mbviles (que implersariPv6 Movil) conec-
tados a una red movil deben precisar cambios para ser cibepaton el mecanismo
de optimizacion de rutas. Esto no implica necesariamamestimecanismo deba ser
capaz de optimizar el trafico de todos los nodos en cualgsisgnario, pero si que al
menos, la utilizacion de un mecanismo de optimizaciérutisren una red no impida
que ningln nodo sea capaz de comunicarse a través de lavéd m

= La solucion de optimizacion de rutas para redes moviksedsoportar la optimiza-
cion de comunicaciones dé¢odos Locales Fijosconectados a la red movil, es decir,
el mecanismo debe habilitar la comunicacion directa amr€N y un LFN, propor-
cionando optimizacion de rutas angular. Los Nodos LocBlgs representaran un
gran porcentaje de los nodos conectados a una red movijgroplo en un vehiculo,
como un coche, donde es probable esperar que muchos dedos gue requieran
conectividad a Internet, como sensores, ordenadores deécalulispositivos de entre-
tenimiento, etc., no tendran soporte de movilidad algia. lo tanto, es vital pro-
porcionar a esta clase de nodos soporte de optimizaciontag, de cara a explotar
los beneficios que brinda una solucion de movilidad de rel@s conseguir esto, la
transparencia de la movilidad (los LFNs no deben ser camssale la movilidad de
la red a la que estan conectados) debe preservarse.

= Lasolucion de optimizacion de rutas para redes movideedoportar la optimizacion
de comunicaciones ddodos Moviles Visitantesconectados a una red movil. Esto
significa que los mecanismos deben habilitar la comuricadifecta entre un VMN
y su HA — cuando el VMN esta operando en modo de Tlnel Bidiogal — o entre un
VMN y un CN — cuando el VMN esta operando en modo de Optim@rade Rutas.

= Lasolucion de optimizacion de rutas para redes movidedoportar la optimizacion
de comunicaciones que involucreanfiguraciones anidadas de routers iaviles es
decir, debe eliminarse el nUmero de tlneles atravesamtasngpaquete perteneciente
a una comunicacion entre un MNN conectado a un sub-MR y un 8l (nenos
minimizar dicho nimero), proporcionando optimizaciém rditas multi-angular. Al
menos deben soportarse 3 niveles de anidamiento, ya queraenie no se prevé un
namero mayor de niveles de anidamiento.

= La solucion de optimizacion de rutas para redes movidedesegura al menos tan
segura como el protocolo de Soporte Basico de Movilidadet#eR e IPv6 Movil. Por
lo tanto, la solucion debe proporcionar un nivel de segutisimilar al que presenta
la solucion de optimizacion de rutas de IPv6 Movil [JPAQMAA T05].

= Si el mecanismo especifico disefiado para proporcionanigption de rutas angular
es diferente de aquel utilizado para soportar las difeserdafiguraciones de optimi-
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Figura 4.1: Escenario de comunicaciones vehiculares.

zacion de rutas multi-angular, los dos mecanismos delrantseoperables de una
forma tal que resulte una ruta 6ptima del funcionamientolioado de ambos.

= La solucion de optimizacién de rutas para redes movidee deescalable de forma
tal que la solucion disefiada permita optimizar un gramer@ de comunicaciones en
caso de redes moviles muy grandes, minimizando los rezadioionales requeridos
en cualquier nodo de la red, comparado con los recursos quere el protocolo de
Soporte Basico de Movilidad de Redes.

= La solucion de optimizacion de rutas para redes movisedinimizar la com-
plejidad adicional del protocolo, la carga de procesamiemt y la sobrecarga de
sdializacion, de cara a facilitar el despliegue de la solucion en esitEnezales.

= La solucion de optimizacion de rutas para redes movidedhinimizar el efecto de

incremento en el retardo del traspaspque pudiera tener, comparado con el retardo

de un traspaso utilizando el protocolo de Soporte Basiddalglidad de Redes.

Los anteriores, sorequisitos muy fuertesque, de acuerdo a nuestro analisis del estado

del arte actual (resumido en el Capitulo 2), ninguna sétueixistente cumple. Esta Tesis
Doctoral propone una solucion genérica de optimizaciémutas para redes moviles (des-
crita en detalle en el Capitulo 5) que adopta los requisitderiores como criterio basico.
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El Capitulo 5 introdujo la problematica de las comunioaeis entre vehiculos. Los es-
cenarios vehiculares (un ejemplo se muestra en la Figujaedtdn adquiriendo gran im-
portancia actualmente, dado que existe un nUmero de ngevasios y aplicaciones que
muy probablemente seran desplegados en los coches cestodalispongan de capacidades
de comunicacion en red. Debido a la importancia de estaasoeparticular, es necesario
proporcionar las herramientas y mecanismos que faci@aptimizacion de las comunica-
ciones vehiculares.

Un objetivo de la presente Tesis Doctoral es el estudio dedetunidad deptimizacion
que existe en comunicaciones locales entre vehiculosnedio de unaed ad-hocformada
por los vehiculos involucrados en la comunicacién y gsiiptros vehiculos cercanos. El
disefio de una solucion que combine de forma segura el eafide movilidad de redes con
el de las redes ad-hoc multi-salto, y la evaluacién de sdim@anto en comunicaciones
inter-vehiculares, es el segundo objetivo principal da &ssis.

4.3. Consideraciones de Dis®

En esta seccion resumimos brevemente las consideradjoeesemos adoptado en el
disefio de los mecanismos propuestos en esta Tesis Do&lratonamiento subyacente se
proporciona en la Tesis cuando los mecanismos especitioadescritos.

Dado que queremos disefiar una solucion genérica deinptiidn de rutas para redes
moviles y un mecanismo dirigido a la problematica edjxde las comunicaciones vehi-
culares, siendo ambos aptos para su utilizacion con neadEglds y sin que se precisen
cambios en el funcionamiento de ningin nodo, salvo el rautavil, hay algunos aspectos
de disefio que deben ser considerados:

= Capa de la pila de protocolofarece claro que si se quiere evitar cambiar el funcio-
namiento de los nodos, IP es la Unica posibilidad, dado Buglcuenta con cierto
soporte de movilidad, proporcionado por el protocolo IP\@i{JPA04]. Podria ar-
gumentarse que la movilidad se puede gestionar en otras daepila de protocolos,
pero como ya fue brevemente discutido en la Seccion 2.hicuae hablaba sobre
cbmo se podia proporcionar soporte de movilidad de retlasgrlo en las capas de
aplicacion [HLZ06] o transporte [CAIO06] requeriria la dificacion de todas las apli-
caciones o protocolos de transporte para soportar la rdaslilio cual es redundante.
Por otro lado, no es posible hacerlo en el nivel de enlace gligee soportar movi-
lidad entre diferentes tecnologias. Por lo tanto, la@p@&scogida esnplementar
los mecanismos digiados en la capa IP, usando/madificando el protocolo IPv6
M ovil.

= Entidades involucradas en la optimizani Dado que uno de requisitos es no cambiar
ningn nodo salvo el MR (y quizas también el HA), pareegahue ni los VMNSs, ni
los LFNs ni los CNs pueden ser cambiados. No obstante, iéxiktiposibilidad de in-
volucrar a algunos nodos de la infraestructura de encani@maoren la optimizacion,
como se propone en [WKUMO3] y [WWO04]. Sin embargo, como lgpteabilidad
y escalabilidad de la solucion son también considerasiate disefio muy importan-
tes, no parece adecuado involucrar a nodos externos enraizgation. Por lo tanto,
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la opcion elegida eponer todas las funcionalidades requeridas para realizard
optimizacion de rutas en el router mbvil exclusivamente.Esto no significa que los
mecanismos desarrollados no puedan hacer uso de las Gjescide movilidad que
determinados Nodos de Red Movil (p.e., MNNSs) puedan tener.






Chapter 5

Generic Route Optimisation solution
for Network Mobility

5.1. Introduction

The Network Mobility (NEMO) Basic Support protocol [DWPTP&nables complete
networks to roam among different access networks, with@mutigting network nodes’ on-
going sessions and without requiring any specific mobilggability in the hosts. Neverthe-
less, it has some important limitations in terms of perfamoga(see section 2.3), due to the
increased path length and the packet overhead that thigosolatroduces. Such limitations
triggered the need for what has been called Route Optirars&®O) for NEMO. Although
there exist a number of proposed solutions that try to oveecthe suboptimal routing prob-
lems that arise due to use the NEMO Basic Support protocel geetion 2.4), there is no
solution that addresses the multifold problem of Route @isttion in such a way that it
solves all the main limitations of the NEMO Basic Supporttpool under the most im-
portant deployment scenarios (e.g., nested and non-n&®MDs, non-mobile and mobile
capable nodes attached to the NEMO, etc). An additionalirement that current proposed
mechanisms do not meet, is not to put any additional stromqgjsige on the operation of the
nodes of the Mobile Network in order to be able to benefit frooute Optimisation.

This chapter describes a generic Route Optimisation soldiir Network Mobility, de-
signed in this PhD thesis, called Mobile IPv6 Route Optiriigafor NEMO (MIRON)
[BBCO4], [BBCS05], [CBB"06]. MIRON is composed of two main modes:

= For those nodes of the mobile network that do not have any lityobapability, the
Mobile Router (MR) performs all the Route Optimisation anditity tasks on their
behalf (what some authors [NZWTO06] have calkadxy MR.

= For those nodes and (mobile) routers with standard MobNé Bupport, an address
delegation mechanism, based on PANA (Protocol for Carmpintpentication for Net-
work Access) [JLO06] and DHCP [DBVF 03], provides these nodes with topologi-
cally meaningful addresses (i.e. addresses that arelgireathable without requiring
special rendezvous points, such as Home Agents, to be a@geploye-route any packet
towards the actual location of the node). This enables thedes to manage their own
mobility and to perform the Route Optimisation by themsslve

83
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These two different key modes of operation of MIRON combimggee as a result a
complete Route Optimisation solution for mobile networksabling traffic from any kind
of node (with and without mobility support) and network cgufiation (including nesting)
to be optimised. This is achieved without requiring changeshe operation of any node
except Mobile Routers.

This chapter is organised as follows. An overview of the qeot is first provided in
Section 5.2, before describing in detail how the proposédisa works. This description is
presented next, divided into two sections, in order to déthl tke Angular (Section 5.3) and
Multi-angular (Section 5.4) Route Optimisation issuesasafely. A validation and evalua-
tion of the protocol, taking into consideration securitgatalability concerns, is provided
in Section 5.5. In Section 5.6, the solution is compared witine existing RO proposals.
After that, Section 5.7 explores an additional long termidogihe provision of Route Optimi-
sation for NEMO by using secure delegation of signallindhtsgoased approaches. Finally,
some conclusions are provided in Section 5.8.

5.2. Protocol Overview

MIRON aims at improving the overall performance of commaitimns involving nodes
within a NEMO, by both avoiding data packets passing thrahghVIR’s HA and reducing
the packet overhead due to the additional IPv6 headersluntenl by the NEMO Basic Sup-
port protocol. MIRON does not introduce any change on theaijo: of the Correspondent
Nodes and the Mobile Network Nodes, but only of the Mobile ol

Figure 5.1 shows a possible Route Optimisation target sicefot MIRON. It considers
a mobile network deployed in a train, consisting of diffeérgmpes of MNNSs:

= Fixed nodesn the train without mobility support (i.e. LFNS), such aseimal servers
or passengers’ laptops.

= Mobile devicegi.e. VMNS), such as passengers’ laptops, running Mobile)Rhat
keep using their Home IPv6 Addresses.

= Nested mobile networks, such as Personal Area Networks $PAN., a passenger’s
laptop, acts as a MR of his devices and is connected to thestidiR.

All of these devices access the Internet through the tr&iis This scenario includes
almost every possible mobile network communication, v LFNs, VMNs and nested
NEMOs. Figure 5.1 also shows the different components ematiyy is composed of. Both
the components and the way they work together to construminglete Route Optimisation
solution will be described in detail later in this chapter.

MIRON addresses two different Route Optimisation aspects:

= Angular routing Angular routing is caused by the MRHA bidirectional tunirel
troduced by the NEMO Basic Support protocol, since packé#s acommunication
involving a MNN have to be forwarded through the HA of the NEM@RON ad-
dresses this problem in two different ways, depending ontlvénehe MNN that is
communicating with a CN has mobility support or not. If the MNas no Mobile
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Figure 5.1: Overview of the MIRON architecture in a pradt®eenario.

IPv6 capabilities (i.e. an LFN), the approach followed byR@N consists in del-
egating the Route Optimisation functionality to the MR, ttharforms all the RO
signalling and packet handling on behalf of the LFNs. Ttafthe MR is a kind-of
“Proxy MR” [NZWTO06] for the LFNs of the NEMO. On the other haniflthe MNN
is a Mobile IPv6 MN (i.e. a VMN) that is visiting the mobile medrk, MIRON takes
advantage of the already available mobility support that\iN has. In this case, by
using PANA and DHCPV6, the MR provides a topologically meghil IPv6 address
(that is, an address belonging to the network that the MRsiing) to every VMN
attached to the NEMO and updates it every time the NEMO mdlkis, in addition
to a routing mechanism that enables these addresses totbéd naside the NEMO, al-
lows the VMN to make use of its own Mobile IPv6 Route Optimisatfunctionality,
therefore avoiding traversing the MR’s HA and reducing theket overhead.

Multi-angular routing Multi-angular routing is caused in nested NEMOs by therchai
of nested MRHA bidirectional tunnels that packets showdddrse. MIRON addresses
this problem by using PANA and DHCPV6 to provide topolodicateaningful IPv6
addresses to every MR in the nested NEMO hierarchy. In this exery MR has an
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IPv6 address belonging to the network that the root-MR (#ahe MR of the NEMO
at the top of the hierarchy) is visiting. This, in additiong@outing mechanism that
enables these addresses to be reachable, makes it possitated traversing any HA.

The set of mechanisms of MIRON enables direct path commtioichetween a MNN
(LFN or VMN) and a CN, avoiding the suboptimal MR-HA path. Tieeursive tunnelling
due to nesting is also eliminated, therefore optimisingithific in every possible configura-
tion of a mobile network. MIRON only introduces changes i iR (see Figure 5.1), while
MNNs, HAs and CNs remain unchanged, thus facilitating thelaenent of the solution.
The next two sections provide a detailed protocol walkAtlyioof MIRON.

5.3. Angular Route Optimisation

If no Route Optimisation mechanism is used, all the traffit/sirected to a MNN goes
through the bidirectional tunnel set up between the MR anéi&. MIRON enables direct
communication — without traversing the MR’s HA — by followjione of the next approaches,
depending on the type of MNN:

= Local Fixed Node (LFN). LFNs do not have mobility support,esty mechanism that
attempts to optimise their traffic should be implementechauit requiring support
from the LFN itself. The MIRON mechanism for LFNs is basigad proxy-MR
approach, in which the MR performs the Mobile IPv6 Route @sation [JPA04] on
behalf of the LFN.

= Visiting Mobile Node (VMN). VMNSs are Mobile Nodes that aresiting the mobile
network, managing their own mobility. By default, the CafeAddress obtained and
used by a VMN attached to a NEMO belongs to the Mobile Netwas(if of that
NEMO, so although these mobile nodes may be performing Roptanisation with
the CNs they are communicating to, there still exists a tiametween the NEMO's
MR and the MR’s HA — introduced by the NEMO Basic Support pecoto In this
case, our proxy-MR approach is not feasible, thereforefardifit mechanism is used.
MIRON takes advantage of the mobility support that VMNs adhe have. Basically,
we propose a mechanism, using PANA and DHCPvV6, that endidegMNSs to con-
figure topologically valid IPv6 addresses (i.e. those askis that belong to the ad-
dress space of the foreign network the NEMO is visiting) a&\&and letting the
VMNs manage their mobility and perform their Route Optintitsa tasks.

5.3.1. Detection of the type of node

In order to apply the appropriate Route Optimisation meigmanthe MR should first
be able to determine which kind of node (LFN or VMN) every ndlgigt is communicating
is. The MR performs such a task by looking for Binding Updakessages received at its
ingress interfaces, since an MN right after gaining coriviégtto a foreign network and
configuring a new CoA (from the MNP), has to send a Binding Weda its HA to inform
it about its new location (i.e. MN’s CoA).
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5.3.2. Route Optimisation mechanism for LFNs

Local Fixed Nodes are nodes without any mobility supporhimg, therefore a mecha-
nism that optimises their traffic cannot relay on any mapfliinction implemented by them.
MIRON puts this LFN mobility support into the MR, that penfios all the required mobility
and Route Optimisation tasks on behalf of the LFNs attacheétd t

The mechanism basically consists in enabling a MR to behs\gepmoxy for the LFN,
performing the Mobile IPv6 Route Optimisation signallingdgpacket handling [JPA04] on
behalf of the LFN. In order to do that, the MR first tracks thiéedlent communications that
LFNs have established and decides which of those will beroggid, since optimising a
traffic flow involves a cost — in terms of signalling and congtign resources at the MR —
that may not be worth for some kinds of flows (e.g., DNS qugrigis decision (that is,
whether to perform Route Optimisation for each flow or nofjus of the scope of this PhD
thesis.

For those LFN-CN pairs whose traffic is to be optimised, the 8t&ts to send the RO
signalling described for standard Mobile IPv6 in [JPA04]:

= The BU is sent by the MR.

= The BU contains the LFN’s address as the Home Address (Hod\)lenMR’s CoA as
the CoA (since the MR’s CoA is the only topologically meariiigddress available).

The Route Optimisation mechanism defined by Mobile IPv6 MHAequires an ad-
ditional procedure to be performed before sending the BUsagss in order to mitigate
possible attacks [NAAO5]. Basically, this mechanism, called Return Routab{lRR), ver-
ifies that the node that is reachable at the HOA is able to respfmpackets sent to a given
CoA (different to the HoA of the node). This mechanism canéeeiled only if the routing
infrastructure is compromised or if there is an attackewben the verifier and the addresses
(that is, HOA and CoA) to be verified. With these exceptiohs, test is used to ensure that
the MN’s Home Address (HoA) and MN’s Care-of Address (CoA9 eollocated.

In our solution we adopt the procedure described above. Hpurpose, the MR has
to perform the Mobile IPv6 Return Routability procedureAOR] on behalf of the LFN.
Such a procedure involves sending the Home Test Init (Hodd) @are-of Test Init (CoTI)
messages to the CN and processing the replies (Home TesageesdHoT — and Care-of
Test message — CoT). These messages are sent as specified0d][Jusing the LFN’s
address as the source address in the HoTl message — whiaht isreapsulated through
the MR’s HA —, and the MR’s CoA as the source address in the @oddsage. With the
information contained in the HoT and CoT messages, sentd\Cth in response to the
HoTl and CoTIl messages respectively, the MR is able to buBiUanessage to be sent to
the CN on behalf of the LFN. This message is sent using the I@BA as the packet source
address and carries a Home Address destination option 8et td-N’s address.

Besides performing the Route Optimisation signalling ohatfeof the LFN, the MR
has to process the packets sent by and directed to the LFketBaznt by the CN follow a
direct path to the MR, not traversing the HA, as a result ofRlbete Optimisation. These
packets carry the MR’s COA as destination address, and atsp & Type 2 Routing Header
with the LFN’s address as next hop. The MR processes and esvibg Routing Header of
the packet, checking if the next hop address belongs to oite ldFNs and, if so, delivering
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Figure 5.2: Route Optimisation mechanism for LFNs: Proxig-bperation.

the packet to the LFN. Current Mobile IPv6 specification [0PRAdefines that IPv6 nodes
which process a Type 2 Routing Header must verify that theemdccontained within is the
node’s own Home Address. This is done in order to preventgiadkom being forwarded
outside the node. In MIRON this has been changed and the MiRegethat the address
contained in the Routing Header is the address of one of tidsliRat the MR is acting
as Proxy-MR. In the opposite direction, the MR receives thekpts sent by the LFN and
performs the following actions on every packet:

= Setthe MR'’s CoA as IPv6 source address.
= Insert an IPv6 Home Address destination option, carryimgattidress of the LFN.

Figure 5.2 shows the signalling and data flows of the propBsrde Optimisation mech-
anism for LFNs, including at the top of the figure the NEMO BaSupport protocol data
flow for comparison purposes.

5.3.3. Route Optimisation mechanism for VMNs

Visiting Mobile Nodes are nodes that support mobility (tfgtnodes running Mobile
IPv6 [JPAO4]) and are visiting a mobile network. Therefdne ¥MN is attached to an
Access Router that is the NEMO’s MR, and the address that ki @btains and configures
as CoA belongs to the Mobile Network Prefix. In this case, sokp-MR mechanism used
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for LFNs cannot be used, as the VMN itself may generate Roytar@sation signalling
with its CNs. Besides, the MR cannot modify the RR and RO dlijigasent by the VMN
in order to make the MR’s CoA the CoA that the CN uses to sengdakets to the VMN,
because part of the RR signalling is protected by IPsec (Bl Fhessage is sent through
the VMN's HA protected by IPsec ESP).

In this thesis, two different approaches were explored twvide VMNs with Route
Optimisation, although only one was finally adopted by MIROMe first mechanism is
based on linked Mobile IPv6 Binding Cache entries, whilegbeond is based on the use
of PANA and DHCPvV6 to provide topologically meaningful IPafidresses to VMNs. A
detailed description of these two mechanisms is included ne

5.3.3.1. Linked Mobile IPv6 Binding Cache Entries

As we have previously explained, a MR cannot modify the R@QuBmisation signalling
generated by an attached VMN in order to make the MR’s CoA beatidress that the CN
uses as the VMN'’s CoA. However, Mobile IPv6 specificationy0#] does not prevent from
having linked Binding Cache (BC) entries (as long as a carctgéference — a loop — is not
created). A linked BC entry exists when the Care-of Addresanoentry appears as the
Home Address of a different entry.

A VMN attached to a NEMO configures a CoA that belongs to the iMoNetwork
Prefix of the moving network. This CoA is used by the VMN in therke Registration
to its HA, but also in the Route Optimisation signalling semits CNs. Therefore, a CN
communicating with a VMN performing RO, would have an entryjts BC as follows:

Home Address Care-of Address
VMN'’s HoA VMN'’s CoA (€ MNP)

A MR may help a VMN by sending Binding Updates to the CN on itedie This BUs
would bind the VMN’s CoA to the MR’s CoA, so an additional gntvould be added to the
CN’s BC:

Home Address Care-of Address
VMN'’s HoA VMN'’s CoA (€ MNP)
VMN'’s CoA (€ MNP) MR'’s CoA

The Mobile IPv6 specification (RFC 3775 [JPA04]) does noadiedefine what should
be the behaviour of a CN with linked BC entries (such as theipus one) when it has to
send a packet to VMN’s HoA. The logical processing would btn&following:

= The CN examines its Binding Cache for an entry for the destinaddress (VMN's
HoA) to which the packet is being sent. Since the CN has a Bfy émtthis address,
it adds a type 2 Routing Header to route the packet to the VM&ldestination node)
by way of its Care-of Address (that is, the destination askl@ the packet is set to
the VMN's CoA).

= The CN examines again its BC for an entry for the new destinaiddress (VMN’s
CoA) to which the packet is now being sent. Again, the CN ha<aeBtry for this
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Figure 5.3: Route Optimisation mechanism for VMNs: Linkediile IPv6 Binding Cache
Entries.

address, so it adds a new type 2 Routing Header to the packiesets the destination
address to the Care-of Address of this BC entry (i.e. MR’s CoA

However, IPv6 specification (RFC 2460 [DH98]) states thasefsion Header (such
a Routing Header) can occur at most once in a packet (exceptédestination Options
Header, that can occur at most twice). Besides, RFC 37750@Prestricts the type 2
Routing Header to carry only one address, so the above lmitasannot happen.

On the other hand, it is not clear what a Correspondent NodaI#MtPv6 implementa-
tion would do if it receives Binding Updates that createkdih BC entries. A Mobile Router
would still benefit from sending a BU, binding the VMN'’s CoAttee MR’s CoA, if the CN
performed the following processing when sending a packet:

= The CN examines its Binding Cache for an entry for the destinaddress (VMN'’s
HoA) to which the packet is being sent. Since the CN node has ariry for this ad-
dress, it adds a type 2 Routing Header to route the packee t@dNN (the destination
node) by way of its Care-of Address (that is, the destinatiddress of the packet is
set to the VMN's CoA).

= The CN examines again its BC for an entry for the new destinatiddress (VMN’s
CoA) to which the packet is now being sent. The CN has a BC datrthis address,
and it sets the destination address of the packet to the @@akderess of the last BC
linked entry (i.e. MR’s CoA).

If a CN behaved like described above, a MR would be able tolerthlect path commu-
nication between a CN and an attached VMN by performing thevitng operations (see
Figure 5.3):
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= Once the MR has detected that a VMN has attached to the NEMi{Xhanit is doing
Route Optimisation with a CN, the MR sends a BU to the CN bigdime VMN'’s
CoA (that belongs to the NEMO’s MNP) and the MR’s CoA. This Blidattes a linked
BC entry in the CN.

= The MR processes packets sent by the CN to the VMN, since the G&tause of
the linked BC entry — now is sending packets to the VMN with MiB’'s CoA as
destination address. The MR replaces this destination #eldBess with the VMN's
CoA.

= The MR processes packets in the reverse direction as watlighpackets sent by the
VMN to the CN), replacing the source IPv6 address with the $/@0A (the VMN
originally sets it to the VMN'’s CoA).

Although this Route Optimisation mechanism is allowed byrent Mobile IPv6 speci-
fication (RFC 3775 [JPA04]), a crucial point was to check haigting MIPv6 implementa-
tions behaved about linked BC entries. This was the nextadtepdesigning the mechanism
presented above (that was actually a natural extensionedPtbxy-MR operation defined
for the RO support of LFN communications). In order to inigeste the operation of MIPv6
CN implementations, MIPLwas chosen as a candidate for analysis, because it is one of
the most used available MIPv6 implementation. MIPL is annog@urce implementation of
Mobile IPv6 fully compliant with RFC 3775 [JPA04]. It was atieed whether a CN running
MIPL 2.0 RC2 would support our mechanism, and the result Wwasit was not possible
without modification of MIPL (although it would be possible ¢asily modify it to support
linked BC entries).

Based on our analysis of a representative Mobile IPv6 implaation, it seems that
linked BC are not well supported by existing MIPv6 implenatitns, which means that a
modification of CNs would be required to enable our proposediranism to work. There-
fore, we decided to seek for a different approach to addrasseguirement of enabling
NEMO RO for VMNs. The mechanism that we finally designed amapéed is described in
the next section.

5.3.3.2. PANA-based Address Delegation

The Route Optimisation approach that MIRON defines for WigitMobile Nodes at-
tached to a NEMO is based on taking advantage of the mobilippart that these nodes
already have, providing the means to the VMN to perform the RQorder to allow the
VMN to manage its own mobility and enable it to perform Rougi@isation with the CNs
(in a way that avoids the MRHA bidirectional tunnel), we posep the following:

= Provide a topologically meaningful IPv6 address to the VMIKese addresses are
those that belong to the network that the root-MR is visiting

= Enable this address to be routable inside the NEMO, as ittmsgytopological meaning
in the visited network. The MR has to perform proxy neighbdiscovery for this

'Mobile IPv6 for Linuxht t p: / / ww, nobi | e- i pv6. or g/
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address in the egress interface that is attached to the rietavavhich the address
belongs. Besides, the MR has to insert a host route for thisead to be able to route
packets destined to it.

= Perform source address routing in the MR in order to sendttijréhat is, avoiding
the bidirectional MR-HA tunnel that still exists and is uded non-optimised traffic)
packets sent by the VMN.

= Update the address of the VMN when the NEMO moves.

A mechanism that fulfils the previous goals should be abldltovaVMNs, and only
the VMNs — the mechanism must not affect other type of nodds -eptain a new IPv6
address to be used as the CoA, whenever the MR wants to, arsauee way that does not
introduce any new security threat.

The Route Optimisation mechanism for VMNs that we proposthis section uses a
particular functionality that is included in the PANA proa¥, namely, the capability of
telling a node that it must change its IPv6 address and howtta gew one.

This imposes the requirement that PANA client (PaC) softwaust be available in
VMNs for providing them Route Optimisation, and PaC and PAAifent (PAA) software
must be available in MRs. The PaC software in the MRs is ne¢dexptimise nested
NEMOs as it will be described in the next section. The PAAwafe in MRs is needed
to support the Route Optimisation for VMNSs visiting the NEM&hd to support the Route
Optimisation of nested NEMOs. PANA support is not requirgdMiRON in the access
network that the root-MR is visiting (in the infrastructumecess network) nor in the LFNs
attached to the NEMO.

The assumption of availability of PANA software in the MRaist a problem, because
MIRON is based on modifications in the MRs software, PANA & jan additional software
to have. The assumption of PANA in VMNSs can be more restictivhe idea of the solution
is that MIPv6 compliant Mobile Nodes can visit the NEMO andimise its routing just like
when they visit an infrastructure access network. This mali be true if they do not have a
PANA client installed.

Most of current access networks (such as hotspots deployailports and cafeterias)
require users to authenticate to the network before gaimtagnet access. As the number
of hotspots continues growing in the coming years, autbatitin mechanisms will be more
and more important in order to avoid non-authorised usargyuend wasting the network
resources. Using a standard protocol to perform such dsétimn and authentication tasks
would help in the deployment of ubiquitous access “anytimgwdere” networks. Our
Route Optimisation protocol, MIRON, assumes that (i) arhentication protocol will be
used in public heterogeneous access networks and thaAilARYOP +05], [JLO™06],
[FOP*06] will be a standard protocol widely deployed and used,AsNA°support will be
available in VMNSs.

We argue that assuming that VMNs will have PaC software doe$imit the practical
usability of MIRON for Route Optimisation in VMNS, since, @me hand, it is not realistic
to assume public access networks to be open and not to reaqyirkind of authentication.
On the other hand, we assume that PANA support will be aJailab VMN, because it is

2A brief summary of PANA is provided in Appendix A.
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expected that PANA will become a standard authenticatiotopnl once its specification is
concluded within the IETF, finishing with the current statfisnultiple possible authentica-
tion mechanisms (e.g., IEEE 802.1X, proprietary web-baystems, etc).

Even if that is not finally the case, and PANA does not turn tdheestandard authenti-
cation protocol in heterogeneous networks, a differentomal that is able to provide IPv6
routable addresses to arriving VMNs and change them eveg ttie NEMO moves, could
be alternatively used. One example could be the use of theRMAdReconfiguremecha-
nism [DBVT03], using some authentication information between MR aiMNVobtained
from any other means to authorise the MR changing the IPvfeaddised by the VMN.

Anyway, if neither PANA nor an alternative protocol is aedile in a VMN, this VMN
— attached to a MIRON MR — will just not benefit from the Routeti@ysation mechanism
provided by MIRON, and its traffic will follow the suboptimphth provided by the NEMO
Basic Support protocol.

The mechanism to provide an IPv6 address to the VMN using PAdks as follows
(see Figure 5.4): when a VMN attaches to a NEMO, it initiatess PANA session (PANA
discovery and handshake phases). Immediately after tiegdtual authentication and au-
thorisation phase (by executing EAP between the PAA and Ral@s place. Then, the
VMN is authorised to access the network and it has an IPv6eaddrThis address is ob-
tained by using the address autoconfiguration mechanisialaleaat the NEMO. Initially,
we assume that we are using stateless address configu@taadiresses of the Mobile Net-
work Prefix, but later we will see that we can also use stateddress configuration within
the NEMO. The VMN then sends a Binding Update message to itlséH&gent, informing
about its current location. Once this BU is received at the, NIRecomes aware that a new
VMN is now attached to the NEMO. The MR discards this BU meesagl starts a PANA
re-authentication phase.

During the PANA re-authentication phase, the PAA locatedhim MR tells the PaC
located in the VMN that it should obtain and configure a new6lRddress (Post-PANA
address, POPA) and how to obtain it, by including availablafiguration methods in a Post-
PANA-Address-Configuration (PPAC) AVP contained in a PANAssage (PANA-Bind-
Request). DHCPV6 is the only available configuration meidmafisted in the message, and
upon the reception of that, the VMN requests an address 8i#t©Pv6. There is a DHCPv6
component located at the MR that receives the DHCPV6 regjfiesh the VMN and then
obtains (using one of the available autoconfiguration meishas at the foreign network) an
IPv6 address. The DHCPv6 component generates a DHCPv6+éptjuding this address
—that is delivered to the requesting VMN. This DHCPv6 cormgrdrimplements the client
part of DHCPvV6 and also some reduced functionalities of éinees part (e.g., the generation
of DHCPV6 responses), but it is not a DHCPV6 server (for exantipe DHCPv6 component
does not have a pool of available addresses, each time aesaddrneeded, it obtains it
from the foreign network), although the implementationte$ tDHCPv6 component can be
performed very easily from the code of a normal DHCPV6 clard server implementation.
Once the MR has sent the DHCPV6 reply — including the (/128g#ted address — to the
VMN, the PaC in the VMN conveys this newly configured IPv6 addrto the PAA in the
MR by sending the PANA-Update-Request message.

The use of stateful address configuration (DHCPV6) withen MEMO (to configure
addresses from the MNP) is also possible, but it requireDHh€Pv6 component at the MR
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Figure 5.4: Route Optimisation mechanism for VMNSs.

to implement the complete server functionality and to chéafore providing an address,
whether or not the requesting node is an identified VMN, tovkifothis address should
belong to the MNP or to the visited network address space eblade identified as VMNs
by the MR according to the procedure described above.

In order to enable the VMNSs’ addresses reachability inddeNEMO, the MR has to
add a host route for each VMN'’s address and perform proxyhbeigr discovery on its
egress interface (the interface that is connected to thenhere the address has topological
meaning), allowing the MR to forward packets to their finadtiteations. Both the delegated
IPv6 addresses and the host routes have a lifetime thatrigetrés state to remain in the
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network after a sub-NEMO or a node leaves a parent-NEMO (&heevdepends on the
lifetime of the address obtained by the root-MR).

The VMN, triggered by the change of address, starts the MdBiV6 location update
process, sending first a Binding Update (BU) message to itsTHw VMN may then up-
date the location information in the CNs it is communicatwith (if the VMN is running
Route Optimisation with its CNs). This process consistshef WMN performing the Re-
turn Routability process [JPA04] and sending a BU to everyv@igse traffic is to be route
optimised.

When the NEMO moves to a different foreign network, the MRuesis new IPv6 ad-
dresses and provides them to the VMNSs attached to the NEMQabiing a new PANA
re-authentication phase. The MR requests VMNSs to configureva IPv6 address using
DHCPV6.

Due to the PANA and DHCPvV6 signalling, MIRON takes much langdfinish its han-
dover than the NEMO Basic Support. Similarly to the case obN&olPv6, micromobility
solutions such as Fast Handovers for Mobile IPv6 [KooO5]y rba designed/adapted to
MIRON to alleviate the increase in the handover delay [BSH).

5.4. Multi-angular Route Optimisation

The routing inefficiencies due to the MRHA bidirectional meh are exacerbated when
NEMOs are attached to other NEMOs, forming a nested NEMOkd&adelonging to a
communication between a MNN of a nested NEMO and a CN have ditiathl IPv6
header per nesting level and traverse the HAs of every MReoh#sted NEMO.

The problem of enabling RO for nested NEMOs (i.e. MRs vigittt NEMO) is very
similar to that of VMNSs (i.e. MNs visiting a NEMO). Both VMNsa MRs are nodes that
are mobile-capable and can manage their own mobility. Rguiefficiencies arise from the
fact of not using topologically meaningful addresses @gadresses belonging to the NEMO
MNP) as CoAs. Section 5.3.3 describes an address delegatchanism with a built-in
routing system that is able to provide IPv6 addresses — belgrio the foreign network that
the MR is visiting —to a VMN in a secure way, by using PANA fiais.

MIRON extends that solution, used for providing Angular R® ¥MNs, to enable
Multi-angular RO in nested NEMOs. Basically, the solutiansists in providing topo-
logically meaningful addresses — that is, those that betorthe foreign network that the
root-MR is visiting — to every MR in the nested NEMO. The samé\R-with-DHCPVv6-
based mechanism is used to provide an IPv6 address to a MRttheles to a NEMO (and
to change it when one of the parent NEMOs moves). MRs have &&®AA and a PaC
component and also a DHCPv6 component, so when a MR conmeatmbbile network,
they are able to get and configure a new IPv6 address.

Providing topologically meaningful addresses is not thly oaquired step to avoid the
suboptimal multi angular routing in nested networks. Aeottequirement that has to be
met is that these addresses are globally reachable. Toeethett] every MR in the nested
NEMO keeps track of the address of the node requesting andé@ss using DHCPvV6, so
when the delegated address is received, it can insert adwstentry in its routing table that
allows it to route packets destined to that address aftelsvarhis information is also used to
perform source address based routing for the packets dedenside the NEMO, as every
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MR should know for each packet if it has to be sent directhh®rbuter it is connected to (in
this way, avoiding the tunnel), or it has to be sent towardsHi, through the bidirectional
tunnel (for traffic that is not being optimised).

This address delegation mechanism with built-in routingids the multi encapsulation
and multi angular routing in nested networks. Besides, d@b&s angular MIRON route
optimisations to work when applied to a NEMO located at angllef a nested NEMO.

5.5. Validation and evaluation of the proposed solution

This section provides both an experimental and analyticaluation of MIRON. The
main aim of this evaluation is to study the performance of MINRand compare it with the
NEMO Basic Support protocol. A security and scalability Isigis is also provided, in order
to demonstrate that the designed mechanism has no crigicaitisy or scalability issues that
may have an impact on the deployment of the solution.

5.5.1. Experimental evaluation
5.5.1.1. MIRON implementation

In order to be able to conduct real experiments that allonsetbievaluate the perfor-
mance of the NEMO Basic Support protocol and the improvemprivided by MIRON,
we first implemented the NEMO Basic Support protocol [dIOBLOA first prototype
of MIRON was also implemented, providing all the Route Ojp¢ation mechanisms
[BOCT086].

Packets belonging to a communication flow optimised by MIR@&t not traverse the
bidirectional tunnel. Therefore, for outgoing traffic, ashooute towards the CN of the flow
should be inserted at the MR, to avoid the default route tjindbe tunnel interface. Besides,
there may be simultaneously communications in a NEMO — frdfarént MNNs — with the
same destination CN that are not all being optimised, thusceoaddress based routing is
necessary.

The required additional protocols and procedures (suche®Return Routability and
DHCPv6) were completely implemented, with the exceptioRANA, that is currently be-
ing implemented and integrated. The fact that PANA is notleamyented does not have an
impact on the results obtained in the tests, as we have fdaurséhe TCP throughput, and
the PANA signalling is generated during handovers (and pdsadically to renew the life-
time). In this PhD thesis, we have not been concerned abeytgtiormance of our solution
during handovers as we address the problem of Route Optiarisgust in the same way
that the Route Optimisation solution for Mobile IPv6 doesipfovements in the handover
latency (like the ones designed for Mobile IPv6 [Koo05], [8B05], [BSM'05]) requires
further study and will be addressed in future works.

The NEMO Basic Support protocol [dIOBC06] and MIRON were thosnplemented
in user space, because in this way the development was easieuicker than doing that
in the kernel. The main software characteristics are: ax.machine with kernel linux-
2.6.x (tested with linux-2.6.8.1) with support for IPvediav6 tunnels (used for the MRHA
bidirectional tunnel) and Netlink sockets, and theap library (used for the capture and
processing of the mobility related signalling).
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Figure 5.5: Network mobility testbed employed during thpexkmental evaluation.

5.5.1.2. Studied scenarios

Two different scenarios (Figure 5.5) were deployed to allswo experimentally test the
performance of MIRON and compare it with the NEMO Basic Suppolution. The first
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one (Figure 5.5(a)) was used to evaluate the performanceam-aested case, whereas the
second (Figure 5.5(b)) is an extension of the former to thelnesting.

Next, we describe the second scenario, as it is an extenstba brst one. This scenario
(Figure 5.5(b)) consists of thirteen Mandrake 10.0 Linuxchiaes (all with linux-2.6.8.1
kernels, except 3 routers that run linux-2.4.22). Five efnthact adixed (i.e. non-mobile)
routers (R1 to R5), two as Home Agents (HA1 and HA2), two as idoBouters (MR1
and MR2), one as Correspondent Node (CN), one as Local Fixel KLFN) and two as
fixednodes (Fixed nodes 1 and 2). This is part of the IST Daidaosject testbed at the
Universidad Carlos 11l de Madrid.

All mobility-aware nodes run network mobility softwareaths, the NEMO Basic Sup-
port protocol (at the HA and MR) and MIRON (at the MR only) dieged by us. The CN
runs MIPL 2.0 RC2, with the support of Route Optimisationldad.

We need to be able to modify the delay in the path followed bgkets of a commu-
nication between a CN and a MNN (that is, the path between teu@ the MNN’'s HA
and/or the path between the MNN’s HA and the foreign netwbek MR is currently at-
tached to). This allows us evaluate how the performance airicplar network mobility
solution is affected by network characteristics, such agp#urticular location of mobile net-
works, home networks and correspondent nodes. For thiooperpve used the NIST Net
emulatof. NIST Net allows a single Linux PC, set up as a router, to etawdavide variety
of network conditions (e.g., latency, jitter, packet lass)).

We were interested in studying how the delay (and also thkgp@awerhead) introduced
by the MRHA bidirectional tunnel affects the performanceagpbplications. TCP perfor-
mance is heavily dependent on the round trip time (RTT) betwtae communication peers.
Taking this into consideration and the fact that 85% of théfitrin the Internet is generated
by TCP connections [MCOOb], the TCP study case becomes nanesting to be performed
and analysed. Therefore, we set up an scenario that allow¢a modify the delay in the
CN-HA-MR path.

Other network characteristics, besides the delay, thabtibawve an special effect in the
TCP performance and that are also present in non-mobileonketywvere not modified.

NIST Net software runs only in IPv4 and with linux-2.4.x kels (at the moment we
performed these tests). Therefore, in order to use it inestbed, we had to set up an IPv6-
in-IPv4 tunnel — between R3 and R4 and between R3 and R5 —i&ingur IPv6 scenario.
In the first scenario, the non-nested one (Figure 5.5(apryepacket in the CN-HA-MR
path traverses the IPv6-in-IPv4 tunnel, which allows us tamlify the network behaviour
by changing the parameters of the NIST Net emulator runninB3 and R4. In the rest
of the path followed by packets, native IPv6 is used, so thadlinclusion does not affect
the overall test performance except for the small added/dkla to IPv6-in-1IPv4 tunnelling
and the reduction of the PMTU (the situation is not differisom having a change of the
transport link technology in the path and it is transparerthe IPv6 behaviour). Actually,
the IPv4 tunnel clearly shows the current status of IPv6 agkwvin the Internet, with lot of
IPv4 clouds connecting IPv6 native networks. In the nestedario, a second IPv6-in-IPv4
tunnel was set up — between R4 and R5 — to allow us to modify ¢éheark delay between
the two different home networks (i.e. between HA1 and HA2).

Shttp://ww.ist-daidal os. org/
“http://ww= x. ant d. ni st. gov/ ni st net/
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Figure 5.6: Impact of NEMO Basic Support protocol on the T@®@tghput.

To avoid the influence of the wireless media characteristicksinterferences from other
neighbouring wireless networks, the performance testg wenducted using wired mobile
routers, although experiments using wireless mobile netsvaere also performed to check
the correctness of our solution.

5.5.1.3. Impact of network mobility on the TCP performance

The suboptimal routing introduced by the NEMO Basic Suppootocol [DWPTO05]
makes packets not follow the direct CN-MR-MNN path, but tisaially longer CN-HA-
MR-MNN path. This adds a delay in the packet delivery that sigmificantly reduce the
performance of certain applications. Furthermore, packet encapsulated between the HA
and the MR, thus reducing the PMTU. Both effects, increasddydand reduced PMTU,
have an impact in the performance of applications.

The test consists in measuring the average TCP throughg@nt BINN (an LFN in the
tests) downloading a file from a CN, while two other non-melpietwork hosts (Fixed nodes
1 and 2), attached to the same network the NEMO is visitingukaneously download the
same file, both in a non-nested and in a nested scenario @ee§i5.5(a) and 5.5(b)). The
available bandwidth between the CN and the network that thiglennetwork is visiting was
limited to 10 Mbps, by setting the R1-R2 link to 10 Mbps Haliyidex. The tool used for
the download wascp(secure copy) and the size of the file was 50 MBytes.

Each average TCP throughput sample was calculated over acd@dds independent
interval of download and at least 30 samples were obtaineddoh test (to guarantee the
statistical validity of the measurements).

For the non-nested scenario, the unidirectional NIST Ndeddlelay of the link R3-R4
—delayl- was varied between Oms (i.e. home network, visited net@nckCN locate very
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Figure 5.7: Impact of MIRON on the TCP throughput.

close each other) and 250ms (this value represents a higlfibieommon RTT value of
500ms in the Internet nowadaydpelaylis part of the CN-HA and HA-MR delays, thus
affects the overall delay in the CN-HA-MR-LFN path followeg packets of the CN-LFN
communication. Results for the case of using the NEMO Bagjp8rt protocol are shown
in Figure 5.6. Results for the case of using MIRON are showhRigure 5.7. Confidence
limits (95%) are also shown in both figures.

When the NEMO Basic Support protocol is used, the effect dfhdr value ofdelayl
in the performance of TCP application is clear: the effectivroughput decreases as the
delay increases (Fig 5.6). The LFN would obtain a much higfferctive throughput if it
was connected directly to the foreign network instead ofNE®MO. This difference in the
throughput increases with the delay in the CN-HA-MR-LFNIpaT herefore, nodes of a
mobile network located way from its home network and/or friwa CN they are communi-
cating with, would obtain extremely low TCP throughput wleemmpeting with other TCP
flows, because of the suboptimal path introduced by the NEM®&IBSupport protocol.
Even for a value oflelaylequal to Oms the throughput obtained by the MNN is almost a
half of the one obtained by the non-mobile nodes. Althodglaylis Oms, the RTT between
CN and MNN is bigger than the RTT between CN and fixed nodesausecthe path is not
direct and there are more hops, and this difference, evargthemall, has an important
effect on the TCP fairness. Moreover, there exists a difieezdn the PMTU because of the
overhead that also has an influence in the TCP performance.

If MIRON is used, the performance improvement is substhiiée@e Figure 5.7). The
TCP throughput remains constant despite the valudetdyl This result is as expected,
because with MIRON data packets do not follow the CN-HA-MRN_sub-optimal path,
but the direct CN-MR-LFN path. Part of the difference in theP'throughput of the fixed
nodes and the LFN is due to the packet overhead (MIRON intresla 24-byte per packet
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Figure 5.8: Impact of NEMO Basic Support protocol on the T@@ughput in a 2-level
nested Mobile Network.

overhead, because of the Routing Header type 2 and the Hodregsddestination option).
The performance of the MIRON prototype used during the tEsimpletely implemented
in user space) may also have something to do with the obtaliffedtence, although this
difference could be reduced by improving the implementa{®.g., by implementing it in
kernel space, or at least those tasks that have an strongtimghe overall performance).

For the nested scenario (Figure 5.5(b)), besides evatudim effect of the varyingle-
layl, that is, the delay of the path CN-HA-MR-LFN, a second adjbk delay -delay2—
was introduced between R4 and R5, allowing us to evaluatethés effect of the distance
between the home networks of two different mobile netwoHet tare nested. Figure 5.8
shows the obtained throughput results for the NEMO Basi@8tprotocol and Figure 5.9
for MIRON.

As in the non-nested test (see Figure5.9), the improvenoiigaed by MIRON is clear.
The NEMO Basic Support protocol performs worse than in themested scenario, even for
the null added delay case. This is because the actual RT@deibfor the LFN than for the
fixed nodes due to the longer path that packets have to teaf@é-HA2-HA1-MR1-MR2-
LFN) and the reduced PMTU. On the other hand, the performabtaned with MIRON
is the same as in the non-nested scenario, as packets fokoaptimal direct path and the
overhead remains the same, no matter what number of nestrets Ithe mobile network
has. As in the non-nested scenario, the TCP throughput dffheis lower than the one
achieved by the fixed nodes because of higher RTT (packetsrgogh more intermediate
hops — MR1 and MR2) and the impact of implementing MIRON caetadl/ in user space.

5.5.2. Analytical evaluation

We have analysed how the added delay due to the suboptimai&NIR-MNN path
introduced by the use of the NEMO Basic Support protocolctsfehe performance of TCP
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Figure 5.9: Impact of MIRON on the TCP throughput in a 2-lavested Mobile Network.

applications. In addition to the severe effect that the R&g im the TCP performance, and
the obvious effect that the delay itself has on real timeiappbns, there is another effect
that impacts performance: the packet overhead (and theias=th PMTU reduction).

A 40-byte IPv6 header is added to every packet in the MR-HArdidional path due to
the NEMO Basic Support protocol. Moreover, an IPv6 addaldreader is added per nesting
level. The effect of this overhead can be negligible for neal time applications, but it can
be very important for real time ones, such as VoIP applioatidn order to quantitatively
evaluate this effect, we analyse next the effects of the NEB&Sic Support protocol and
MIRON, comparing it with plain IPv4 and IPv6, in a VolP comnicetion using the widely
utilised Skypé application. Skype [BS04] uses the iLBC (internet Low BigraCodec)
[ADA *04] codec, which is a free speech codec suitable for robusev@mmunication
over IP. The codec is designed for narrow band speech antisrésa payload bit rate of
13.33 kbps with an encoding frame length of 30 ms and 15.26 tifh an encoding length
of 20 ms.

Table 5.1 shows the packet overhead and the bandwidth ceasbyna VolP commu-
nication using UDP/RTP and the iLBC codec, for plain IPv&ipllPv6, the NEMO Basic
Support protocol and MIRON. The overhead of MIRON is lessittiee one introduced by
the NEMO Basic Support protocol and remains constant thalgimumber of nesting lev-
els. The reader should notice that a nested mobile netwankembed to the Internet through
a 64 kbps connection would not be able to support this kincod®\raffic (VolP applications
are expected to be very important in forthcoming 4G networks[dIOBCO06] an additional
analysis of the packet overhead in network mobility envinents is presented.

5There are analytical studies [KT01] that state that the mari tolerable delay in a voice communication
is about 50 ms.
Shttp://ww. skype. conl
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Protocol Bitrate (kbps) | Packet Overhead (%)
IPv4 31.2 51.28
IPv6 39.2 61.22
NEMO (without nesting) 55.2 72.46
NEMO (2 nesting levels) 71.2 78.65
NEMO (3 nesting levels) 87.2 82.57
MIRON (without nesting) 48.8 68.85
MIRON (2 nesting levels 48.8 68.85
MIRON (3 nesting levels 48.8 68.85

Table 5.1: iLBC bitrates and packet overhead (20ms encddimgth).

5.5.3. Security considerations

From the security point of view, allowing the MR to perfornms® operations on behalf
of the LFNSs attached to it (i.e. Proxy-MR operation) doesintwbduce any threat, because
LFNs trust their MR for the routing of all their traffic. Fronmé architectural point of
view, the solution is also natural, as the Route Optimisasigpport defined by Mobile IPv6
[JPA04] conceptually could be implemented in multiple mxdMIRON just applies this
mechanism, by dividing the functionalities among two dif& physical boxes, but actually
the conceptual basis of the solution is the same as the omedeéfi RFC 3775 [JPA0A4].

It may be argued that an attacker may induce the MR to initle@eRoute Optimisation
procedure with a large number of CNs at the same time, by sgndian LFN of the NEMO
a spoofed IP packet (e.g., ping or TCP SYN packet) that appgeaztome from a new CN.
MIRON shares this and others vulnerabilities of Mobile IFMAA T05], but the solutions
proposed to mitigate these attacks in [NA®S] are also applicable to MIRON. For exam-
ple, to avoid bringing down the MR by making it send unnecgsBanding Updates (after
performing the complete Return Routability procedureg Khobile Router should apply
some local policies [NAAO5], such as:

= Setting a limit on the amount of resources (i.e. processing,tmemory, and commu-
nications bandwidth) that it uses for tReoxy-MRfunctionality. In this way, when the
limit is exceeded, the MR may decide to stop initiating the@cedure for new CN-
LFN communications, following the plain NEMO Basic Suppprotocol operation
for these ones.

= The MR may also recognise addresses with which an LFN hadingdahcommuni-
cation in the past and only start the RO procedure for thodecades.

[NAA *T05] proposes additional mechanisms for a Mobile Node tochatiacks re-
garding to Route Optimisation. Most of them may also be aereid by a Mobile Router
implementation that provides MIRON capabilities.

5.5.4. Scalability considerations

MIRON requires some additional operations to be perfornmethé MR. This section
briefly analyses the scalability of MIRON and provides somplementation considerations
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to ensure a scalable deployment.
Basically, there are three different aspects that may tafbethe scalability of MIRON:

= Signalling load. In order to optimise a CN-LFN flow, the MR has to perform the

MIPv6 RO signalling with the CN on behalf of the LFN. This sadling grows lin-
early with the number of CN-LFN pairs being optimised. Sarlil, to optimise the
traffic of a VMN or a nested NEMO, the PANA and DHCPv6 signallialso grow
linearly with the number of VMNs/MRs. This linearity is imgant, since it makes
the required resources in a MR proportional to the size ofNEB&O and it seems
natural to expect MRs of large mobile networks (such the aleggoyed in trains) to
be powerful enough and not be resource-constrained. Ontliee band, resource-
limited devices, such as cellular phones and PDAs are nacteg to be the MR of
networks with more than a few attached nodes.

= Memory consumption at the MRIIRON needs some additional information to be
stored at the MR, such as host routes, extended Binding Gatthies (since state in-
formation regarding each LFN-CN optimised pair is requlireaid information about
delegated addresses. The required memory to store a htstaduinding entry or the
information about a delegated address is relatively snmallgrows linearly with the
number of mobile nodes (i.e. VMNs and MRs) being optimised BRN-CN route
optimised pairs.

= Processing load at the MRMIRON requires the MR to perform some additional op-
erations: inspection of every packet, special handlingt ) removal of the Routing
Header in the CN to LFN direction and addition of the Home Asddr Destination
Option in the LFN to CN direction) of route optimised packetsl source routing.
Regarding packet inspection, MIRON just needs to look asthece and destination
addresses of every packet to track LFN-CN flows and also t@ioelPv6 headers
to detect new arrived VMNs/MRs attached to the NEMO, so thépection is quite
similar to the normal inspection that a router does. Evearie local policies are im-
plemented at the MR to enable smarter decisions about whettertain flow should
be optimised or not, requiring the MR to look also at otherdgh a packet (such as
transport headers), this inspection is not much differean the inspection than typi-
cal firewall software does in an border (access) router.dg@ssithe amount of traffic
being processed by a MR is in general related to the size dIEMO, so the same
reasoning about the size of the NEMO and the resources offtsl8b applies here.

The special packet handling is performed by MIRON only tokeds that belong to
an LFN-CN communication that is being route optimised. €fane, neither the op-
timised packets from VMNs or MRs, nor the packets of commaitioois that are not
being optimised, require such special packet handlings $péecial packet handling
adds some delay in the packet processing time that depentie dviR capabilities

and how this processing is implemented.

Finally, source routing at the MR is needed to avoid routenuped packets to be
forwarded through the MRHA bidirectional tunnel (insteddallowing the optimised

direct path). Therefore, MIRON requires a different rogtiable per LFN that has
traffic being optimised. Each of these routing tables hastny eer each CN the LFN
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is communicating with. Therefore, the amount of routingiestgrows linearly with
the number of different LFN-CN pairs being route optimised & is independent of
the nesting level.

We can conclude that MIRON required resources grow lineaitly the number of op-
timisations being performed, independently of the neskivgl. This allows practical de-
ployments, since it is natural to expect that the capadslitind resources of a MR to be
proportional to the size of the managed NEMO. Besides, & bmihe amount of resources
(memory, processing power, etc) used by MIRON can alwayshese the MR may stop
starting new RO operations when that limit is exceeded.

5.6. Comparison with previous work

This section compares two of the most well-known Route Oigation for NEMO pro-
posals with MIRON, in terms of performance, signalling l@aa complexity.

As we described in section 2.4.1.1, authors of [LJP03] msepm allow the Mobile
Router directly to inform the CN about the location of the MKUBing the Prefix Scope
Binding Update, PSBU) [EMUO3]. We will next compare this posal (hereafter BU for
Network Prefixes) with MIRON. In particular, we will considéhe benefits and the costs
associated with each one of them. With respect to the cdstantin difference concerns
the deployment effort associated with the different preggsMIRON, as we have already
mentioned, uses the existent MIPv6 protocol unchangeds Migians that the deployment
of MIRON only implies modifications to the MRs. CNs do not negty upgrade since they
do not require any MIRON-specific mechanism. On the othedhBtJ for Network Pre-
fixes requires not only upgrading the MRs but also upgradinfe potential correspondent
nodes, i.e. all the nodes in the Internet. This is a huge glagat cost, which may not be
worth depending on the resulting benefits, which will be ad&red next.

The benefit resulting from the adoption of any of the proposalthe optimised path
through which packets are routed between the MR and the CiNet#r, the approach based
on BU for Network Prefixes requires less signalling than MNRQVe will next quantify
the difference in order to evaluate if this overhead reductan justify the deployment
cost previously identified. Consider a moving network whMNNs. Suppose that each
MNN communicates simultaneously willi CNs in average. This means that with MIRON,
N x M Binding Updates messages will be required to optimise thesanmunications. On
the other hand, if the approach based on BU for network piefsxased, the number of BU
required depends only of the number of different CNs thataramunicating with at least
one MNN. This is so, because the BU message refers to the Whdlig implying that if two
or more MNNs are communicating with the same CN, only one Bldgage is needed. The
net benefit resulting from the adoption of BU for Network Pre$ with respect to MIRON
is a reduction in the amount of BU messages required prapaitito the number of MNNs
that are simultaneously communicating with a common CNdugd be noted that this only
applies for those CNs that do not belong to the Home Netwankeghose nodes residing in
the Home Network already benefit from a direct routing witl thobile network thanks to
NEMO Basic Support protocol. So, the benefits provided bymmw@ach based on BU for
Network Prefixes heavily depend on the expected number of Mt will communicate
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with a common CN outside the Home Network. The costs, on therdtand, are objective
and account for the upgrading of all the nodes of the Intetmetupport the new option.
MIRON, on the other hand, is compatible with standard Moli#e6 CNs.

The NEMO Basic Support protocol when applied to the case stiegemobile networks
is quite inefficient as was mentioned in section 2.4.2. TheeR® Routing Header (RRH)
mechanism [TMO04a] proposes a solution to alleviate thestigrencies. The proposal re-
quires modifications in MRs and HAs, but not in LFNs, VMNs, oN€ Besides, this
proposal requires the use of Tree Discovery [TM04b] to allberMRs to find out the level
of hierarchy in the nesting.

RRH introduces an overhead (see section 2.4.2.1 for defdil® mechanism operation)
that can be quantified in one IPv6 header plus one routingengads one IPv6 address per
level of nesting of the Mobile Network, i.e(40 + 8 + n x 16) bytes= (48 + n x 16)
bytes, where: is the number of levels in the nesting (at least 2). This ceadhis required
in all the packets that go to and from the mobile network. lildde eliminated from some
packets in the way out of the mobile network only at some aqo$timctionality (ability to
detect changes in the nesting) and security. Notice thasahaion of MIRON for nested
mobile networks only requires the 40 bytes of the tunneling even that is avoided when
an end-to-end optimisation of the path between the mobtlear& and the CN is used.

The additional need for using Tree Discovery [TMO04b] implieghanges in MRs and
routers included in the nesting, because Router Advergsésmmust support the function-
ality of Tree Discovery. This also implies an overhead imaliing because Router Adver-
tisements in the nesting must have a minimum of 32 bytes nharertormal Router Adver-
tisements. This must be compared with the signalling logdired to distribute topological
valid addresses to MRs in MIRON.

Based on the previous analysis, we can conclude that MIRONges better Route Op-
timisation support than the two chosen proposals for cormpar PSBU and RRH. Besides,
MIRON does not require to change any node but the MR, and irt cases requires less
signalling load to optimise traffic.

5.7. Along term approach: secure delegation-based RO mecha
nisms

MIRON is a Route Optimisation solution for NEMO that has beesigned with a very
strong requirement in mind: not to impose any change on tleeatipn of any node of the
Internet (i.e. CNs) or any node attached to the Mobile Nekwtirat is, MNNSs). This is so
in order to enable an easy deployment of the solution. Howéveay be argued that there
are certain scenarios that could benefit from different NERI® mechanisms (e.g., those
scenarios that require stronger security guarantees drtodienit even more the signalling
load required by the solution). Because of that, in thisiseca brief discussion about
other alternative approaches is provided, based on theeséelegation of the signalling
rights [NAO3] to the Mobile Router.

There are several good reasons to let the Mobile Router in®IEend the signalling
on behalf of the MNNSs belonging to that NEMO (that is, whenates needed to optimise
a MNN-CN communication flow, the MR sends a Binding Updateh® €N, binding the
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MNN'’'s HoA to the MR’s CoA). One of these reasons is the reducif the signalling
overhead within the NEMO, since it is the MR the one that masadlje Route Optimisation
and therefore MNNs no longer send any signalling regardi/l® RO.

Although MIRON partially follows this kind of approach, tleeare several scenarios
in which a different mechanism may be needed. For instahég known that in different
contexts there have been doubts about the goodness of thé&&MREurn Routability mech-
anisnt, and therefore it may be necessary to think of different eggies to the NEMO
RO problem (compared to the MIRON solution). Future Routdir@ipation mechanisms
may take advantage from introducing changes on the operaficCorrespondent Nodes
and/or Mobile Network Nodes. For instance, this may endi#aise of strong cryptography
mechanisms to provide Route Optimisation support for NEMO.

A strong cryptography approach to protect Binding Updatestrbe based on a secu-
rity association between the two nodes participating incbmmunication (i.e. MNN and
CN). When signalling messages (e.g., Binding Updates) emg ghe problem is then how
to efficiently create a security association between theskes1 Some solutions have al-
ready been proposed to solve that in Mobile IPv6 for host fitplsicenarios. We consider
the following important solutions: solutions based on thailability of a Public Key In-
frastructure (PKI), solutions based on the use of Crypfaylly Generated Addresses
(CGASs) [Aur05], [Aur03], [AVHO06] and solutions based on @ity Based Host Identifiers
(CBHIs) [vBO04].

Letting the MR send the location update signalling on bebalthe MNNs has some
advantages (such as a reduction of the signalling overhdadylIRON, the MR behaves
as a Proxy-MR for the RO signalling of the LFNs. However, iderto enable the MR to
send also the signalling on behalf of LMNs and VMNSs, a delegadf the signalling rights
to the MR is needed. That is, some procedure must be carriew allow the MR to send
signalling messages on behalf of MNNSs, in a way that enabke€N to verify that the MR
is actually allowed to send this signalling.

Next, different approaches to the secure delegation ofitimakling rights are explored.

5.7.1. Delegation based on PKI certificates

As afirst approach, the delegation may be expressed in thredbcertificates generated
by a PKI. This general concept can be easily adapted to beind¢BEMO. Basically, the
PKIl assigns prefix certificates to MRs, binding a MR public teg NEMO Mobile Network
Prefix.

CERT = [MNP,Kyr+|Keu

Basically, the certificate states that the MR owning theigWay K,z is authorised to
bind a CoA to a HoA with network prefix MNP. This certificate igrsed by a Certification
Authority (CA).

"Many mobile operators seem to be reluctant to use a solutisacbon Return Routability as compared to
"strong cryptography” to protect the location informatiopdates (i.e. Binding Updates sent to Correspondent
Nodes) in their Mobile IPv6 deployments. Essentially RRadssidered a "weak security mechanism” and it
is accused of introducing a non-negligible burden of sigmglin the network, which is a relevant handicap in
links where resources are scarce (i.e. the wireless adogdsdm a NEMO to the infrastructure).
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5.7.1.1. Procedure of operation

= The MR obtains a certificate from the PKI, containing the Melbetwork Prefixes
associated to the MR.

= Each Binding Update sent by the MR to a CN on behalf of a MNNgsad with the
MR’s private key. The message also contains the MR’s prefitficate.

= The Correspondent Node, when receiving a Binding Updatirbthe prefix cer-
tificate associated with the HoA contained in the BU, andfiesriit. If the Binding
Update is valid, the CN adds an entry in its Binding Cache.

5.7.1.2. Analysis of the solution

In this approach, a high protection against identity asaiskprovided, but the major
drawback of this solution is the requirement of a global kdyaistructure, which is an un-
realistic requirement for the whole Internet nowadaysh@lgh it is a solution feasible in
more restricted environments).

Using prefix certificates introduces the non-trivial isstithe Prefix Ownership and this
problem is much more complex than the basic Address Owneishie that arises with
Mobile IP.

5.7.2. Delegation based on self-signed certificates

In this case, the MNN is assumed to have a Cryptographicalye@Gted Address (CGA)
as its HoA. As described in [Aur05], a C&4s an IPv6 address, which contains a set of bits
generated by hashing the IPv6 address owner’s public keyg. property allows the user to
provide a "proof of ownership” of its IPv6 address. On thespthand the MR (i.e. delegate)
has a certificate as follows:

CERT = [CGA, K]

Basically, the certificate states that the MR owning the igl®y K, is authorised
to bind a CoA to the CGA (MNN'’s HoA) included in the certificatén other words, the
MNN, identified by the CGA, delegates the right to send Bigdipdates (location update
messages) to a trusted node, the delegate, identifield oy . This certificate is signed
with the MNN’s private key associated to the CGA{; yn_).

Kynn-—

5.7.2.1. Procedure of operation

In this scenario, whenever a MNN-CN RO is needed, the MR pexddt on behalf of
the MNN and sends to the CN a location update message (BUndjike MNN’'s HoA to a
CoA. The process is the following: the Binding Update is simith the MR'’s private key
and it includes the certificate. When the CN receives thiatlon update message, it first
verifies the certificate using the MNN’s public key assoddtethe CGA (HoA of the BU)
and then it verifies the received message using the MR's bl (K»/r+), included in
the certificate.

8A more elaborated description of CGAs is provided in Sec8icdh2.1.
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5.7.2.2. Analysis of the solution

The main advantages of this approach are the following:

= |t does not require the deployment of a PKI infrastructurenisTis a crucial point
because assuming the availability of a global PKI infrattrce is not very realistic in
large networks (e.g., Internet), at least nowadays.

= On the other hand, it would be potentially compatible witiNEEAKZNO5].
Also, some drawbacks can be pointed out:

= The solution is not transparent for the CN, since any CN mndetstand the address
format and the procedures involved, which requires changethe software of the
CN.

5.7.3. Implicit Delegation

In this approach to the delegation of signalling rights,rehis not explicit delegation
from the Mobile Network Node to the Mobile Router. Instedte MNN gives to the MR
the right to send signalling on its behalf by accepting thee afsan address with a particular
structure (the address format is proposed in [vB04]).

5.7.3.1. Address format

This address (an IPv6 address) is composed of the netwoiik (8 bits) and the In-
terface ldentifier (64 bits). The network prefix is simply fiebile Network Prefix. The
Interface Identifier (1ID) is called a Crypto Based Host Ildier [vB04] and is created in
the following way:

IID = [4 control bits, 48 bit site identifier, 12 host bits]

The format for this IID is proposed and described in [vB04heT4 control bits are:
one reserved, one to distinguish between 80 bit identifiads &4 bit identifiers (in this
application we are only interested in 64 bit identifiers)] #me usual universal/local bit and
group bit. To ensure EUI-64 compatibility, [vB04] propogesset the u/l bit to "universal”
and the group bit to indicate a group address. Because welRavest bits, we will be able
to addres2'? = 4096 hosts, which seems to be large enough for a NEMO.

The site identifier contains cryptographic informationtthbows Correspondent Nodes
to verify that the address is used legitimately. The sitatifier must contain the follow-
ing information (this is different from what is proposed wB4] because of the reasons
explained in next section):

NEMO Site identifier = Hash(M NP, Kyrp+)
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5.7.3.2. Procedure of operation

A MR willing to serve a NEMO by sending the signalling on bdtadlits MNNs, must
generate a pair of keys: public/private. Then, it generates provides addresses (Home
Addresses or HoAs) to the MNNs. The addresses have the fexpétined in the previous
section.

If the MR wants to send a Binding Update on behalf of a MNN ofNiEMO to a
Correspondent Node, the MR signs the BU with its own privatg Khe MR also informs
the Correspondent Node of its public key and Mobile NetwargfiR (that must match the
one of the HoA included in the BU).

The CN can verify the address by re-calculating the Sitetlfien(it has the MR public
key and the NEMO Mobile Network Prefix) and checking that itchas that of the HoA.
Using the MR public key, the CN can also verify the authetytiof the BU.

An attacker cannot generate a fake BU that binds a certaintd@CoA. To be able to
do that, the attacker would need to authenticate the BU wjifivate key that corresponds
to the public key used to create the Site Identifier of the HoA.

An attacker can also try to generate pairs of public/prikees and create a dictionary
of 248 different Site Identifiers. Then, if the attacker detectssipular HoA that she wants
to attack, she only has to look up the public/private keyesponding to the Site Identifier
of the HoA in the dictionary. Using the Mobile Network Prefixthe calculation of the Site
Identifier makes this attack much more difficult, becausediegonary must include not
only Site Identifiers but also network prefixes?® x 264 entries.

Notice that in this section we focused on the conceptualsiddgahis mechanism, a
practical solution would use some improvements, for exanapsymmetric key could be
generated from the public/private key for doing authetitices less computationally costly.
Also, the particular hash algorithm or public key cipher Inoet are not analysed.

5.7.3.3. Analysis of the solution

The main advantage of this delegation solution is that ig sgnple. Nevertheless some
disadvantages can be pointed out:

1. It is incompatible with stateless address autoconfiguraand other solutions that
work with the IID as CGAs (what can have a negative effect iNBEor example).

2. The solution is not transparent for the CN, i.e. any CN nomsterstand the address
format and the procedures involved, which requires chatoyie software of the CN.

3. Itimposes a limit oR2'2 to the number of hosts in a NEMO. This does not seem to be
a great problem for a NEMO. A solution for this limitation wdube to use more than
one prefix in the NEMO (this, of course, uses address space).

5.7.4. Secure-delegation of signalling rights: summary ahfinal remarks

In this section, we have analysed the need of a delegatioheo§ignalling rights in
those environments in which a Route Optimisation for NEM@@strong cryptography is
required.
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The delegation of signalling rights can be done in an exphvely, by means of authori-
sation certificates, or, as it has been devised here, in ditityay, accepting the use of an
address with some particular characteristics.

Likely, the simplest solution, implicit delegation, has@keveral limitations (as incom-
patibilities with other mechanisms like SEND or stateleddrass auto-configuration). The
most flexible solution, the one based on PKI certificategjireq an important infrastructure.
The solution based on CGAs can be a good compromise betwegsiexdty and flexibility.

5.8. Conclusions

The NEMO Basic Support protocol [DWPTO05] enables whole weks to move and
change their point of attachment, transparently to the :ioflthe network. This solution in-
troduces some limitations and problems in terms of perfocadincreased delay in packet
delivery and packet overhead, decrease in available PMIdJHA becoming a bottleneck,
etc). To overcome these limitations we have designed antemented a Route Optimi-
sation solution: MIRON, that enables direct path commuivcabetween a node of the
mobile network — supporting any kind of node, with and withimobility capabilities — and
a Correspondent Node.

MIRON has two modes of operation: the MR performing all theuRoOptimisation
tasks on behalf of those nodes that are not mobility capalieis-working asProxy MR
[NZWTO06] — and an additional mechanism, based on PANA and BH@abling mobility-
capable nodes (i.e. Mobile Nodes attached to a NEMO) anctm®iite. nested Mobile
Routers) that actually have mobility and Route Optimisatapabilities to manage their
own Route Optimisation.

To validate the design of the solution and evaluate the bperéormance of it, a pro-
totype of MIRON was implemented in Linux. The NEMO Basic Sagpvas also imple-
mented so we could compare the results obtained with MIRONN thie basic solution for
network mobility. Tests involving TCP applications showbat the increased RTT per-
ceived by the nodes of a NEMO (due to the suboptimal pathvi@tb by packets) has a
severe impact on the performance (in terms of effectiveutinput, when sharing some
link with traffic from other active non-mobile TCP nodes).iF kffect is exacerbated when
NEMOs are nested. On the other hand, the same tests conduitteIRON showed a
better performance, by obtaining much higher effective Ti@Bughput than in the case of
the NEMO Basic Support, also in the case of nested networks.

The effect of packet overhead was described by means of digtiae analytical study
of the overhead that several protocols add to packets belptga VoIP application, such as
Skype. These results show that the packet overhead inedducthe NEMO Basic Support
protocol is significant for this kind of application, spdiyiavhen there is nesting.

We could also think about a long term NEMO Route Optimisasotutions that could
be developed without the constraints of keeping CNs (i.g.pmtential peer that a node in
the mobile network may have) unmodified. An interesting apph along this line is the
secure delegation of the signalling rights to the Mobile eouThree different solutions
based on this scheme have been proposed. We think that shteeenieed of working in the
design of NEMO RO solutions that, by taking advantage obuhiicing some changes on
Correspondent Nodes and/or Mobile Network Nodes, could ¢ rfficient than MIRON.
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But both types of solutions will coexist, because a largéaliesd base of legacy nodes will
require a solution like MIRON.

In conclusion, this chapter proposes a Route OptimisaioNEMO solution (MIRON),
that provides significant performance improvements oveNBEMO Basic Support protocol
and that is implemented only modifying the software in the SIRFNs, VMNSs, or CNs
do not need to be modified for MIRON to work, which facilitaté® deployment of the
solution. The validity of the solution has been proven by mglexperiments and tests with
an implementation for Linux.

We want to highlight that MIRON is cited in a document of th& ENEMO Working
Group that analyses the NEMO Route Optimisation soluti@cegNZWTO06], considering
MIRON as one of the reference solutions.



Chapter 6

Route Optimisation for Mobile
Networks in the car-to-car scenario

6.1. Introduction

There exist several vehicular applications (see Sectibp &uch as multi-player gaming,
instant messaging, traffic information or emergency sessithat might involve communi-
cations among vehicles that are relatively close each @tleercar-to-car communications)
and may even move together (e.g., military convoys). Thegéications are currently not
well supported in vehicular scenarios.

Although automobiles can communicate with other vehidhesugh the infrastructure
(the Internet) by means of the NEMO Basic Support protot@y tould benefit from better
bandwidth, delay and, most probably, cheaper communitabip forming vehicular ad-hoc
networks (VANETS) and making use of the resulting multi-magwork to directly commu-
nicate with each other. The challenge is to achieve thisdcemmunication through the
VANET with a security level equivalent to the one providedtbglay’s IPv4 fixed Internet.

As described in Section 3.2.3, to the best of our knowledugretis only one proposal,
described in [WMK05], that combines Network Mobility and ad-hoc approacHéss so-
lution assumes that each vehicle is a moving network anddtenmance of inter-vehicular
communications is improved by creating and using a VANETisThechanism is a first
attempt to optimally combine Network Mobility and ad-homcepts to support vehicular
communications. However, the security analysis of thippsal was omitted by the authors.
Their proposed solution has several security vulneraslitthat would enable malicious
nodes to perform several types of attacks [N#05], such as stealing traffic or flooding a
particular node. The design of a solution that provides aapnation of NEMO and VANET
to optimise vehicular communications in a secure way is driaeomain objectives of this
PhD thesis.

This chapter presents a Route Optimisation solution caiddcular Ad-hoc Route Op-
timisation for NEMO (VARON). VARON allows local car-to-caommunications to be opti-
mised, by enabling — in a secure way — the use of a Vehiculan@wNetwork (VANET) for
local communications among cars. The rest of the chapteg@ased as follows. An analy-
sis of the security challenges posed by a generic vehicalatien that combines a Network
Mobility approach (e.g., based on [DWPTO05]) for generattcainternet communications,

113
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with ad-hoc mechanisms aimed at improving local car-toecainmunications, is provided
in Section 6.2. After that, VARON protocol operation is d@sed in detail in Section 6.3.
A security analysis, and a validation and evaluation of tlteppsed mechanism — based on
simulation — are provided in Section 6.4. Finally, Sectidni6 devoted to the conclusions.

6.2. Exploits against vehicular ad-hoc car-to-car optimiations

By using a Vehicular Ad-hoc Network to route packets of local-to-car communica-
tions, the performance of the communications in such a kinscenario may be greatly
improved — in terms of bandwidth and delay — when comparedata traversing an in-
frastructured network through a cellular radio networly(€JMTS). However, this kind of
optimisation enables many different types of attacks. la flection, we briefly describe
some relevant examples of attacks that would be possibkeafiditional mechanisms were
used to secure this optimisation. This would help us to thioe all the relevant security
problems that our proposal — VARON (described in Sectioh-6 &voids.

There are several types of attacks that may be performeasigaivehicular ad-hoc
car-to-car optimisation. Next, we describe the most relevaes:

= Prefix ownership attacks. Devices within a vehicle form a mobile network, sharing
a prefix (the Mobile Network Prefix), which is managed by thehillo Router of the
vehicle. It is necessary to provide Mobile Routers with a na@ism that enables
them to mutually verify that a Mobile Router actually managjge Mobile Network
Prefix it claims to (i.e. it is authorised to forward/recepackets addressed from/to
that MNP). Otherwise, a malicious node would be allowed two$§|‘steal”) a certain
prefix and get all the traffic addressed to this prefix from oiMRs connected to the
ad-hoc network.

Figure 6.1 illustrates an example of this attack. Alice isemsing her Internet bank
account from her PDA that is connected to the Internet thiahg mobile network
deployed in the car where she is travelling. The car is agugske Internet through
a UMTS interface. A malicious node (MR M) claims that it owie tIPv6 prefix
prefixBank://64. Since MR M is reachable through the VANET and Alice’s
bank server address belonggptoef i xBank: // 64, MR A decides to optimise this
traffic by forwarding it to MR M, using the shorter route thghuthe VANET. This

is a clear example of how dangerous a Route Optimisation amesim can be if not
properly secured.

= Ad-hoc routing attacks. The creation and maintenance of the ad-hoc routes to locally
exchange traffic between MRs connected to the VANET, is &atitssue from the
security point of view. This task is performed by ad-hoc imgifprotocols, which still
suffer from many vulnerabilities, mainly due to the unmaségnd non centralised
nature of ad-hoc networks. Typical exploits against exgstid-hoc routing protocols
may be classified into the following categories [SLOB]:

e Modification attacks.A malicious node can cause redirection of data traffic or
Denial-of-Service (DoS) attacks by introducing change®uting control pack-
ets or by forwarding routing messages with falsified valuks.an example of
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Figure 6.1: An example of prefix ownership attack.

this attack (see Figure 6.2), a malicious node MR M could gmewa legitimate
node MR B from receiving traffic from a node MR A by consistgrativertising
to an intermediate node (MR 2) a shorter route to MR B than tiethat the
true next hop towards B (MR 3) advertises.

e Impersonation attacksA malicious node can spoof the IP address of a legitimate
node, and thereforgtealits identity, and then perform this attack combined with
a modification attack. The main problem of these attacksaiths difficult to
trace them back to the malicious node.

e Fabrication attacks.A malicious node can create and send false routing mes-
sages. This kind of attack can be difficult to detect, sinaeotseasy to verify
that a particular routing message is invalid, specially mitelaims that a neigh-
bour cannot be reached.

An example of fabrication and impersonation combined &ttaild be the fol-
lowing. Suppose that in the example of Figure 6.2, MR A hasuéerto MR B
established via MR 1, MR 2, MR 3 and MR 4. A malicious node MR Milco
keep traffic from reaching MR B (i.e. Denial-of-Service akkaagainst MR B)
by continuously sending route error messages to MR A, sppdfiR 2 identity,
indicating a broken link between MR 2 and MR B. If this is doryeMiR M every
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Figure 6.2: An example of ad-hoc maodification attack.

time MR A manages to set-up a route to MR B, the communicat&iwéen MR
A and MR B through the VANET is prevented from taking place.

Some ad-hoc secure protocols make impossible to perfornt aidbese exploits
(such as ARAN [SLD05]). However, there is no mechanism that combines in a se-
cure way a Network Mobility approach (to provide vehicleshaglobal connectivity),

and a Vehicular Ad-hoc Network (to optimise local car-te-cammunications). By
security, we mean a mechanism that is not exploitable in teeiqusly described
ways. However, we do not deal with the issue of avoiding Dd&cks based on
noncooperation and packet dropping, which are really diffim mitigate in ad-hoc
networks.

6.3. Vehicular ad-hoc Route Optimisation solution for NEMO

In this section, we present a novel solution that providest®®ptimisation for NEMO
in vehicular environments, where a Vehicular Ad-hoc Netv®fANET) may be created
and securely used to optimise local communications amohigles.

It is assumed that the Mobile Router (MR) deployed in eachcletwill have at least
three network interfaces: onegressinterface to communicate with the nodes inside the
vehicle that belong to the NEMO (e.g., WLAN, Bluetooth), mranoreegressnterfaces to
connect to the Internet (e.g., UMTS, WIMAX, even WLAN in sonases), and an additional
ad-hoc interface (e.g., WLAN) to communicate with neightimy cars and set-up multi-
hop networks (see Figure 4.1). Compared to a normal Mobilgd&qwithout any ad-hoc
optimisation), only one (ad-hoc) additional interfaceaguired. Itis important to notice that
Mobile Routers deployed in vehicles will not be much conedrabout energy constraints,
as opposed to personal mobile devices or other ad-hoc saelfsch as sensor networks).

It is also assumed that vehicle’s devices will be always &blEommunicate with other
vehicle’s devices through the Internet, by using the NEMGiB&upport protocol. On the
other hand, there may exist the possibility of enabling éhdsvices to directly communi-
cate if a multi-hop vehicular ad-hoc network could be sebyhe involved vehicles and
other neighbouring cars. VARON aims at making possible teefiefrom this optimisation
opportunity in a secure way.
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In our proposal, VARON, the MR is the node in charge of perfogrthe optimisation
of the communications. The steps for carrying out this pilace are the following:

1. Discovery of reachable MNP3he MR needs to find out which other MRs are avail-
able within the VANET, that is, which Mobile Network Prefixase reachable through
its ad-hoc interface.

2. Creation of a secure ad-hoc roubetween the MRs of the mobile networks that want
to optimise the route they are using to exchange traffic. Thia routing protocol
used to create this route should provide certain securigyagiees making impossi-
ble to perform any of the exploits described in Section 6.Be Thechanism used by
VARON to set-up and maintain a secure ad-hoc route is bas&tR#&N (Authenti-
cated Routing for Ad-Hoc Networks) [SLID5], modified and extended to fulfil the
requirements of our Network Mobility based vehicular secgna

Next, we describe in detail each of these two steps.

6.3.1. Discovery of reachable MNPs

Every MR announces its Mobile Network Prefix (MNP) by peraadly broadcasting —
through the ad-hoc interface — a message, cdflethe Address AdvertisemefHoAA)?,
that contains its Home Address and an associated lifetionalldw this information to ex-
pire. These messages are announced through the ad-hdadatdsy using a hop-limited
flooding, so every MR becomes aware of the MNPs that can baedabrough the VANET.

The MR’s HoA is chosen to belong to the NEMO’s Mobile Networnlefx. The length
of the MNP is fixed to 64 bits (/64) due to security reasons thdtbe explained later.
Hence, the MNP can be inferred directly from the HoA (it is tletwork part of it). With
the MRs’ announcements, every MR is aware of all the MR’s H(gsl associated Mobile
Network Prefixes) that are available within the ad-hoc netwo

6.3.2. Creation of a secure ad-hoc route
6.3.2.1. Building the ad-hoc route

In case a Mobile Router detects that there is an ongoing conuation between a node
attached to it and a node attached to another MR that is Alaithrough the VANET and
this communication is decided to be optimised (how thisgleniis taken is out of the scope
of this PhD thesis), the MR needs to build a multi-hop routeeiod packets directly through
the ad-hoc network.

An example (Figure 6.3) is used to illustrate in more detad proposed mechanism.
A device (e.g., a back-seat embedded video game system) Aisecommunicating with
another device in car8 This communication is initially being forwarded througtetinter-
net, following the suboptimal path determined by the NEMGiB&upport protocol, thus
traversing Home Networks A and B before being delivered &débstination. We call this

The format of all the VARON protocol messages is describesipendix B.
2Another example could be a car A from an emergency serviceogorommunicating with another emer-
gency car B.
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Figure 6.3: Care-of Route discovery and validation.

routeHome RouteBy listening to the announcements (i.e. HOAA messagesg)jved in the
ad-hoc interface, MR A becomes aware that the destinatiesuaf communication may be
also reachable through a VANET formed by neighbouring VARéEdbled vehicles. Then,
MR A may decide to start using the vehicular ad-hoc netwonlotde this traffic, instead of
sending it through the Internet.

The first step in this optimisation process is that MR A muatrieand set-up a bidirec-
tional route through the vehicular ad-hoc network to MR Be(MR claiming to manage
MNP B). We call this routeCare-of RouteFor doing this, MR A (thevriginator MR) sends
— through its ad-hoc interface —-Gare-of Route Test IN{CoORTI) message (Table 6.1 sum-
marises our notation) to its one-hop neighbours:

A — one-hop neighbours
[CoRTI, HOAB,NA,HOAA,KA+]KA7

This message includes, besides the identifier of the meg€aieTl), the destination
MR’s HOA (HoAp), a nonceN4 (to uniquely identify a CoRTI message coming from a
source; every time a MR initiates a route discovery, it iases the nonce), the IP address
of MR A (HoA ) and its public key I 4.1 ), all signed with the MR A's private keyi{(4_).
When a MR receives through its ad-hoc interface a CoRTI ngessiesets up a reverse route
back toHoA4 (MR A's HoA), by recording the MR from which it received the ssage
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Kay Public Key (and CGA related information) of MR A
Ka_ Private Key of MR A

[d]x,_ | Datad digitally signed by MR A

Ny Nonce issued by MR A

HoA, | Home Address of MR A

CoRTI | Care-of Route Test Init message type

CoRT | Care-of Route Test message type

CoRE | Care-of Route Error message type

Table 6.1: Table of variables and notation.

(so it knows how to send a reply in case it receives a messagehéts to be sent back
to HoA,). In order to authenticate the message, a mechanism thategebinds the IP
address of MR A oA 4) with K 4 is needed. One possibility is to use certificates issued
by a third trusted party, as proposed in ARAN [SLOB], but this solution seems unfeasible
for vehicular environments. Instead, this secure bindinghbtained by using a special type
of addresses: Cryptographically Generated Addresses §L{aAr05].

Cryptographically Generated Addresses (CGA) are bagitll6 addresses for which
the interface identifier is generated by computing a crygiplgic one-way hash function
from a public key and the IPv6 prefixThe binding between the public key and the address
can be verified by re-computing the hash function and comgahie result with the interface
identifier (see Figure 6.4). In this way, if the HoA used by MRa CGA, a secure binding
between the MR’s HoA and the MR’s public key is provided, withrequiring any Public
Key Infrastructure (PKI) to be available. Notice that byelfs CGAs do not provide any
guarantee of prefix ownership, since any node can create aft@@yrany particular Mobile
Network Prefix by using its own public-private key pair. But@de cannot spoof the CGA
that another node is legitimately using, because it doesane the private key associated
with the public key of that IP address.

A receiving MR (e.g., MR X in Figure 6.3) uses MR As public kéncluded in the
message) to validate the signature, then appends its owic el (K x ) to the message,
and signs it using its private ke¥k(x ). The signature prevents spoofing or message modifi-
cation attacks, that may alter the route or form loops. Thdarwards the CoRTI message:

X — one-hop neighbours
[CoRTI, HoAp, Na, HoAn, Ky, Kx+]

Kx_

Upon receiving this CoRTI message from neighbour MR X, MR ¥ifies the signatures
from the originator MR A and the neighbour MR X, stores theeireed nonce to avoid reply
attacks and adds a route #v A 4 throughHoAx (MR X). Then, the signature and public
key of the neighbour MR X are removed, and MR Y appends its omlip key, signs the
message, and forwards it:

3There are additional parameters that are also used to bGi@l4 in order to enhance privacy, recover from
address collision and make brute-force attacks unfeasibie intentionally skip these details. The interested
reader may refer to [Aur05] for the complete procedure of G§eAeration.
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MOBILE NETWORK PREFIX (64 bits) CGA INTERFACE IDENTIFIER (64 bits)

Figure 6.4: Simplified overview of CGA creation and struetur

Y — one-hop neighbours

[CoRTI,HoAp, N4, HOAA,KAJF]KAi y Ky o

This last step is repeated by any intermediate node alongatieuntil the CoRTI mes-
sage reaches the destination (thget MR MR B) or the allowed hop limit expires. Notice
that MR B, after receiving the CoRTI message, has the gusedhtt only the node that has
the private key associated wittioA 4 (K 4_) could have sent the CoORTI message.

Once MR B receives the CoRTI message, it generates a replyagegincluding the
received nonceV,), called Care-of Route TeqiCoRT), and unicasts it back following the
previously learnt reverse path to the originator (MR A):

B—-Y:
[CORT, HOAA, NA, HOAB>KB+]KB,

Each node in the reverse path performs a similar procedatenthen forwarding the
CoRTI: the first MR in the reverse path that forwards the mgsgae. MR Y) verifies the
signature and, if correct, adds its public k&y ., signs the message and sends it to the next
MR in the path:

Y — X

[[C’ORT, HoAa, Na, HoAp, Kp+ly, Ky+] .

The MR X also sets up a reverse route back to MR B’s HoA by rangrthe MR from
which it received the message.

The remaining MRs in the reverse multi-hop route, when x@ogithe CoRT message,
verify the signature of the previous MR, remove it and thevaisged public key, add their
public key, sign the message, forward it to the next MR, amdipehe reverse route. In the
example, when MR X receives the message from MR Y, it sendfotlosving to MR A:
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Figure 6.5: Care-of Route authentication signalling.

X — A:

[[CoRT, HoAs, Na, Hodp K Jie, Kxi|

When the originator MR (MR A in the example) receives the CoR8ssage, it verifies
the signature and nonce returned by the destination MR (MROBEe this procedure is
completed, MR B has successfully established a route with MRithin the multi-hop
vehicular ad-hoc network. This route is basically a temlppath (Care-of Route) to reach
MR B’s HoA, additional to the default route that MR A may alvgayse to send packets
towards MR B (through the Internet, using the Home Routea],\ace-versa.

6.3.2.2. Authenticating the Care-of Route

The Care-of Route cannot be used to forward packets betwE&NA and NEMO B
yet, since it has not been proved neither that MR A manages RNBr that MR B manages
MNP B. So far, only the validity of a route to a node (B and A)wain addressH oA and
HoA,) for which the node has the respective private key has bearegrto MR A and
MR B. It has not been verified that MR A and MR B are actually tbeters authorised
to manage MNP A and MNP B, respectively. Without further freaition, nothing could
prevent a MR from stealing a mobile network’s traffic. Formyde, a malicious node could
be able to claim the ownership of a given IP address (an asldrel®nging to MNP A)
and steal packets addressed to that prefix (MNP A). This issaenilar to that of Route
Optimisation in Mobile IPv6, where a mechanism is requileénable the Mobile Node to
prove that itownsboth the Care-of Address and the Home Address.

The Return Routability procedure defined for Mobile IPv6 &sé&d on two messages
sent by the CN, one sent to the Mobile Node’s Home Address aotthar to Mobile Node’s
Care-of Address. Based on the content of the received messtdge Mobile Node sends
a message to the Correspondent Node [JPA04], [NB3]. By properly authenticating the
message, this procedure is enough to prove that the Mobille Ras received both messages
and therefore it has been assigned (thabveng both the Home Address and the Care-of
Address at that time.
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In VARON, we borrow from the Return Routability (RR) procedisome of the underly-
ing security concepts. With the RR, the Correspondent Negedvided with a mechanism
to verify that a Mobile Node is able to send and receive padketn two different addresses.
In VARON, what is needed is to provide a pair of end-point MR&i€h are communicat-
ing with each other through the Home Route) with a mechaniswverify that the multi-hop
route within the VANET connects each of them with the sameertbdt is reachable through
the infrastructure when addressing the respective HoAhigwray, the two end-point MRs
may choose to use that Care-of Route instead of the Home Route

The essence of the Care-of Route authentication procedWARON is that the two
end-point MRs involved in a particular Route Optimisationgedure request each other to
verify that the VANET Care-of Route may be used to send trafisveen the two NEMOs.
This is done (see Figure 6.5) as follows:

= Each Mobile Router generates a kéy,,,,, which can be used with any other MR. In
addition, the MR generates nonces at regular intervalss& hencesand ,,,, will
be used to generate a security association between the tyooéms MRs.

= Each MR creates two tokens and sends each of them througti tireepmssible routes
(Care-of and Home routes). Tokens are generated fkgg and a particular nonce.

= The first part of the Care-of Route authentication procettitmne at the same time
— and using the same messages — as the Care-of Route setapbgteén section
6.3.2.1). The first token, calle@are-of keygen tokens sent piggybacked in the
CoRTI message, plus @are-of cookie and the index of the nonce used to gener-
ate the token. The correspondent MR replies in the CoRT rgesszcluding its own
Care-of keygen token, its nonce index and copying the ca@deived in the CoRTI
message.

= The second token, callédome keygen tokers sent, plus #élome cookieand a nonce
index, in a separate message, calitame Route TegHORT), through the MRHA
tunnel (protected by IPsec ESP in tunnel mode) configurethdNEMO Basic Sup-
port, using the routing infrastructure. In order to verifyat the correspondent MR is
actually managing the IPv6 network prefix it claims to, thgtthe Mobile Network
Prefix assigned to the NEMO, the HORT message is sent to amaaddress within
the MNP. The MR that manages the prefix has to intefctpit message therefore
showing that it actually manages the MAIFFhe Mobile Network Prefix length used
by VARON MRs is fixed to 64 bits (/64), in order to avoid a mabdigs node to “steal”
a prefix. Otherwise, for instance, if a MR was assigned a /éfixprthen with prob-
ability 1/2 it could try to spoof a /63 prefix (and steal fiseighbours” packets). By
fixing the MNP length, this attack is no longer feasible.

“Note that these nonces are different from the ones usedgiiminad-hoc route discovery and setup proce-
dure.

SIt is not required the MR to continuously examine every reegipacket in order to intercept HORT mes-
sages. The MR may start inspecting packets after sendimggeiving) a CoRT message.

5This test does not guarantee that a node manages a certtin pué that this node is at least in the path
toward that prefix. This provides the solution with a simgacurity level that today’s IPv4 Internet has.
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As in the case of the Care-of Route test, the correspondentdylies this message
with another HORT message, including its own Home keygeanand nonce index
and copying the received cookie.

= Each MR uses the received Home and Care-of keygen tokengdteca key K,
that can be used to authenticat&abile Network Prefix Binding Updat@NPBU)
messagé— sent along the Care-of Route —, that enables the other MRetckcthat
the Mobile Network (MNP) reachable through the VANET (Cafdroute) is the one
reachable through the infrastructure. This verification lba done because each MR
has the information required to produce the key when the MNFBreceived, and
therefore authenticate the message.

At this point VARON signalling has finished. MR A has found diat MR B — which
owns HoAp and its associated private key — that is reachable througVAINET, is also
capable of receiving and sending packets sent to any adtteasthe Mobile Network
Prefix (MNP) B through the infrastructure. This only happénthe HA responsible of
routing packets addressed to this MNP (that is, HA B) is fadivay to MR B those packets
addressed to MNP B. HA B only would be doing that if proper autitation has taken
place and MR B is authorised to manage MNP B. The same guaralge holds for MR B
regarding MNP A and MR A.

The Care-of Route authentication mechanism performed iRQ@N, as the Return
Routability procedure defined in Mobile IPv6, implicitly sasnes that the routing infras-
tructure is secure and trusted. As long as this is true, trehareésm defined is appropriate
to secure the Mobile Network Prefix Binding Update, sinceogsinot introduce any new
vulnerability that was not possible in today’s IPv4 Intdrne

After this process is completed, the end-point MRs (MR A arid Bl) may exchange
traffic using the set-up Care-of Route within the VANET.

6.3.2.3. Optimised routing using the VANET

Once the Care-of Route authentication procedure has fuhigtleMRs involved in the
creation of the ad-hoc route can forward packets to the HdAlseoend-point MRs (see an
example in Figure 6.6). However, only the end-point MRs haefied the association of
the corresponding MR’ HoA and the respective MNP. IntermedMRs (i.e. MR X and
MR Y in the example) have only learnt host routes towards tbmel Addresses of the two
end-point MRs (i.e.HoA 4 and HoAg). In order to route data traffic between cars’ nodes
with addresses belonging to MNP A and MNP B, each end-poisttdidunnel the packets
towards the other MR’s HOA, through the VANET route. In thiaywintermediate MRs in
the ad-hoc route just forward the packets based on the hatgtsréwith the end-point MRs’
HoAs as destination) added to their routing tables durirgatiirhoc Care-of Route creation
process (see Figure 6.6).

"The generation of this keyA(,,.) and the keygen tokens, and the authentication of the medstigws
the same mechanism that the Return Routability proced 0[], [NAAT05] and the proposal to extend it to
support network prefixes [NH04a]. The interested reader refey to [JPA04], [NAAT05] and Appendix B for
additional information.
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Figure 6.6: Overview of packet routing within the VANET.

The Care-of Route discovery and validation signalling jseaged periodically, both to
refresh the ad-hoc routes and to avoid time-shifting atadk an ad-hoc route becomes
invalid (for example, because it expires) or it is brokerd &affic is received through this
route, aCare-of Route ErroCoRE) message is sent (and forwarded) by each MR in the
path to the source MR. For example, if intermediate MR Y inuiFég6.6 receives data traffic
from MR A addressed to MR B and the link between MR Y and the hexttowards MR
B (in this case, MR B itself) is broken, then MR Y sends a CoREsage to the next MR
along the path towards the source MR (MR A), which is MR X, aading that there is a
problem with this Care-of Route:

Y - X:
[CORE,HOAA,HOAB,Ny, KY"']KY,

This message is received by MR X, which after verifying thihauaticity of the received
CoRE, signs the message, adds its publicKgy, and the signature to the message (as per-
formed by intermediate MRs when processing and forwardioBTd and CoRT messages)
and sends it to the next hop towards MR A.

Y - X

[CORE, HOAA, ];IOAB7 Ny, KY"']KY, N KX_|_ Ky

Upon reception of this error message, the source MR (MR Aénetkample) switches
to use the Home Route for sending packets and it may start aoee discovery proce-
dure to set-up a new optimised Care-of Route within the VANEIavoid DoS attacks, a
CoRE message indicating that a route has become invalidygpoocessed by a MR if the
neighbour that is forwarding the message is the next hop®ofdte. Otherwise, malicious
nodes would be able to set as invalid any Care-of Route.

There exist several possible mechanisms that can be usetktd that a Care-of Route is
no longer working. As an example, Mobile Routers may chetikdfdata packets forwarded
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within the VANET have been correctly received by the next hogking use of link layer
acknowledgement frames (if the MAC layer supports that).selferal data frames have
not been acknowledged, this may be used as an indicatiorithibatext hop is no longer
reachable and therefore the Care-of Route is broken.

6.4. Validation and evaluation of the proposed solution

This section presents a validation and evaluation of VARONs includes a security
analysis, where it is explained how VARON deals with theat#it attacks introduced in
Section 6.2. It is also analysed how to improve the perfoaaanf the protocol — in terms
of complexity — by means of the use of alternative authetitinaschemes. Last but not
least, an extensive simulation study is included, in ordesvialuate the performance of the
solution, as well as comparing VARON to the use of plain Netdobility Basic support
and a generic Route Optimisation support (MIRON).

6.4.1. Security analysis
6.4.1.1. Robustness against attacks

This section provides a security analysis of VARON, by eatihg its robustness against
the attacks introduced in Section 6.2.

A malicious node M could attempt several attacks to this seheBasically, there are
two main types of attacks: those that try to modify the raytin the VANET (Ad-hoc
routing attacks), and those that try to steal a prefix (Prefirnaryship attacks). In order to
modify the ad-hoc routing, an attacker out of the routindhpattuld try to alter or fabricate
routing messages. Such a kind of attack is not feasible Becall routing messages are
cryptographically signed. An additional attack could berfoto impersonate a legitimate
node (spoofing its IP address), but this is not possible rigiace the authenticity of a
message is guaranteed by the use of CGAs and public key grgptoy. Two possible
examples of these attacks are described next.

A malicious node M can try to change an already establishedubadoute by sending a
CoRTI message to a MR X that belongs to this multi-hop rod#ming that M can reach a
certain MR A. But MR X will not accept the message if it cannatidate it with the public
key corresponding to the HoA of MR A associated with the roBecause M cannot create
that part of the CoRTI message, it can try to copy it from a @&@RTI message previously
sent by MR A, but the nonce included will not be greater thandhe stored in MR X that
is associated with the route. Notice that a legitimate updéathe route by MR A is allowed
because it knows its own private key and the nonce that mustdieded in the CoRTI
message.

A malicious node M that receives a CoRTI message from a MR Adcioyto claim to a
neighbour MR X that it is MR Z and not M (when sending the CoRBlssage towards MR
B). If MR Z is a legitimate network node, this could mean thia¢avards all the traffic will
be sent to it (DoS attack). But M will not be able to do that hesgait has not the private key
associated with the HoA that MR Z is using,.

One example of an attack based on spoofing a prefix will be &sm®l A malicious
node M could create a HoA belonging to the MNP managed by dirfegfie MR A. The
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node M can create the HoA belonging to the MNP of MR A using ¥t @ublic key so it
can prove to other nodes that it has the private key correspgrio that address. However,
the Home Route Test will fail, so it cannot make another MRiderit the traffic addressed
to the MNP of MR A. In this situation, the node M can set-up arhad route for its HoA
(using its own private key), since the routes created in W E/T only define the forwarding
of packets addressed to MRs’ HoAs (see Figure 6.6). Thaexgethiferent routes for HoAs
belonging to the same prefix could coexist (although only aneost will belong to non-
malicious nodes). However, only legitimate end-point MRKE success in performing the
Home Route Test and, therefore, will be able to generate@mtia valid MNPBU (enabling
the use of the Care-of Route).

There are some vulnerabilities and attacks that are stiipte, resulting from the in-
herent nature of ad-hoc networks, such as certain Deni8leofice (DoS) — e.g., based
on non-collaborating nodes — or route discovery floodingcktt. But, notice that VARON
nodes can always revert communications to the Home Routesi af the Care-of Route is
no longer working.

6.4.1.2. Complexity of the solution and alternative approehes

The security that VARON provides is mainly based on the uspublic key cryptog-
raphy and CGAs. By hop-by-hop signing all the routing messaghodification and fabri-
cation attacks are very hard to perform. The use of CGAs medugsdifficult to perform
impersonation attacks, since an attacker would need to fimdvate/public key pair that
produces the same address that the node to be impersonatedbpending on the de-
gree of security that is selected, the cost of performingudebiorce attack varies from
0(2%) to O(2!™). This is achieved by using th®ecparameter in the generation of the
CGA [Aur03], [AAK T02], [Aur05]. This parameter allows to increase the costesfgrm-
ing a brute-force attack, but it also increases the costoéigeing the CGA itself. A useful
analysis on the complexity and robustness of CGAs can bedfoufAur03].

VARON security does not come for free, the use of public keyptography has an im-
portant cost, not only in terms of energy consumption (tffesceis relatively less important
in vehicular environments, where nodes have a powerful @cttlrgeable source of energy),
but also in terms of computational capacity. This may havararact on the performance
of the protocol, since every node has to make several coltmmeh operations during the
processing of VARON signalling packets, which take someetirfhe evaluation of how
long is this time is one of the key aspects that will be analyater in Section 6.4.2.

Since the complexity of VARON regarding security is not ngible, it is important to
evaluate alternative approaches addressing the sameeamguits that the combined use
of public key cryptography combined with CGAs do (that ise timitigation of the se-
curity attacks described in Section 6.2), but with a lowemptexity. The use ohash-
chains[Lam81], [HPT97] has been considered for the provision ¢fiantication in different
situations, because of their lower computational cost @egbto public key cryptography.
Next, an evaluation of how hash chains could be used in VARONesented.

Basically, a hash chaih!(z),--- ,hi(z),--- ,h"(z) of lengthn is formed from a bit
string z as follows: h°(z) = = andhi(x) = h(h*~!(x)) fori = 1,--- ,n, whereh can
be any hash function, such as MD5 or SHA. Due to the propesfibssh functions, given
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0. Secure distribution o8 ™ (z)

-
|
1. Asends< M*, h" 1 (z) > 2. B verifies the authenticity
hO(@), b (z), -+ hi(z), - A" (x) G‘j) Asends< M, A" (z) > @ R (z) == h(h" "} (2))?

B verifies the authenticity
R0 (2) == h(h" i (2))?

Figure 6.7: Example of the use of hash-chains to autheativa&issages.

hi(z) itis not easy to guess —! (=) and this can be used to provide authentication in network
protocols.

Figure 6.7 illustrates an example of the use of hash chairmtfeenticate messages.
Node A generates a hash chair{z),--- , h'(z),--- , h"(x) of lengthn. The last element of
the chainh™(z) is distributed securely (usually, this is done using pukdyg cryptography)
to B. After that, A adds to the next message skht the following element of the hash
chainh™~!(x). This enables B to check the authenticity of that messagesiy}cpmputing
h' = k(" 1(x)). If ¥ = h"(x), then B has certain guarantees that A is the sender of
that message. For subsequent messages, A adds to the redbsagext values in the hash
chain, that is, forM2, it includesh”~2(x); for M?, it includesh™~%(x), etc. It should be
noted that using this mechanism, a hash-chain of lengtlan be used to authenticate at
mostn messages.

It may be argued that VARON could achieve a similar degreeofisty by making use
of hash-chains instead of public-key cryptography. Theesh@wever certain aspects that
may discourage the use of this approach:

= Hash-chains can be efficiently used to provalghentication and this could be used
in VARON for example to authenticate the originator and ¢afgIRs in the Care-of
Route set-up procedurek” (x) could be securely distributed using the infrastructure
(i.e. Home Route). However, this scheme does not seem luitatthe authentication
of intermediate MRs, as it would require using the Home Réatmmunicate with
them as well (and this should be avoided, since using thesgdmeerface usually has
a higher cost than using the ad-hoc interface).

= Schemes using hash-chains as the one described in theyz@xample do not pro-
vide messagtegrity. Integrity is required by VARON in order to avoid a malicious
node to perform modification attacks. There are schemeh,a&i€hained One-time
Signature Protocol (COSP) [Zha98], that allow to use hdmins to sign messages.
However this scheme has the problem that it requires thekiifbn of hash-chains
among the involved nodes, which is inefficient (and mayb& envdgeasible) in highly
dynamic scenarios, such as the vehicular one. Other prispesech as Independent
One-time Signature Protocol (IOSP) [Zha98] solve paititilis problem, but on the
other hand, are not tolerant of unreliable packet delivirg packet is lost, involved
nodes have to re-setup).

Based on the previous rationale, it seems that completeipviang the use of public key
cryptography in VARON is not possible if it is required to &bvall the attacks described in
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Section 6.2. Nevertheless, it seems very interesting ttysiod analyse the use of combined
approaches of hash-chains, public-key cryptography and€dGimprove the performance
of the protocol. It seems possible, for example, to benefinfusing hash-chains in certain
phases of the protocol instead of public-key cryptograghgetuce the computational cost
(e.g., after an initial secure exchange using public-kgptography). It is required to care-
fully analyse how and under which circumstances this coalddne without impacting the
security and performance of the protocol, but this is lefadature research issue for the
purpose of this PhD thesis.

6.4.2. Performance evaluation

In this section, the performance of VARON is evaluated usim@asurements obtained
through simulation and experimental evaluation of seveaats of the protocol.

6.4.2.1. Computational cost

Each VARON Mobile Router must perform several cryptograptperations (such as
signing and verifying signatures) on each signalling mgssdong a Care-of Route. These
cryptographic operations are relatively expensive, aaffgavhen compared to the opera-
tion of the NEMO Basic Support protocol and other (insecackhoc routing protocols, that
do very little (almost negligible) computation per sigimadl message. However, it is impor-
tant to note that only the routing control messages that rttaketate of the MR change or
the MR perform an action (e.g., modifying the routing tali@warding a message, etc.)
are subject to signing/verifying. The signature of thoadiny messages that are discarded
(e.g., because they have been already processed and avedegain forwarded by a dif-
ferent MR) is not verified. Data packets exchanged betwedesafter a route has been set
up are not processed by VARON either.

In order to evaluate the computational cost of VARON, sdvists were conducted,
measuring the raw processing time per VARON routing packedifferent key sizes. These
results have been used as input to the simulations of VARQ&tgie and complex scenarios.

The raw processing time expended by a MR on a VARON contrdkgtaiacludes the
verification of the CGA of the originator MR (and the forwarad the message in case this
has been forwarded by an intermediate MR), the verificatfdhessignature of the originator
MR (and the forwarder of the message in case this has beearided) and, if a new message
has to be sent (e.g., forwarding of a CoRTI/CoRT or generativa CORT message), the
computation of the signatures to be added to this new mes3dgse measurements were
conducted by mirroring the sequence of function calls thatperformed when a VARON
routing message is received, but without considering tie spent performing operations
on the state that is maintained by a VARON MR (such as lookimgugh the VARON and
IP routing tables, e.g., to check whether a routing messagéden already received or not).
This simplified the test, focusing on the time spent on th@tagraphic operations instead
of state maintenance, which is negligible in comparison.

The cryptographic functions were implemented making ust@fOpenSSL Libraf;
which provides functions for general purpose cryptograpéasks such as public and private

8htt p: //ww. openssl . org/
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Figure 6.8: Linksys WRT54GS router.

key encryption/decryption and signature creation/veaifan.

In order to evaluate the cost of processing VARON routingsagss, these tests were
conducted in two different types of devices that are likelyptay the role of a vehicular
Mobile Router:

= A Linksys WRT54GS router, which is a small home and office tlb@and router (see
Figure 6.8), equipped with a 200 Mhz processor, an IEEE 8@WLAN interface
and an IEEE 802.3 Ethernet interface connected to a VLAN ldapa-port switch.
This is a very popular low-cost router (less tharEras of the time of writing this
document), which seems to be a very good candidate for lgoMiobile Router’'s
software, since its firmware is released under the GNU GPLcandbe easily modi-
fied. For these tests, the open soudEenWR ¥ WhiteRussian RC 3 distribution was
used in the Linksys Router.

= An Intel Core-duo 2.0 Ghz with 2 GB RAM laptop, runnibhgnux Debian etchThis
is a more powerful machine than the Linksys router, but gtlitable. It is expected
that hardware configurations similar to the one of this laptdl be found in vehicles
in the near future. Therefore, this machine is a good exawiplardware that may
host a Mobile Router implementation in a few years.

Tables 6.2 and 6.3 show the obtained results. Next, an extpdarof what was measured
is provided:

= CORTI 1:time spent by an originator MR to generate a CoRTI messags.bakically
requires to perform a signature operation.

= CoORTI 2: time spent by an intermediate MR to process a CoRTI messayebge
an originator MR (and that has not been forwarded by anyrimeiate MR) that

http://wwww. openwrt . org/
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RSA key Average (msx Std. Dev.
size (bits) CoRTI 1 | CoRTI 2 | CoRTI 3 | CoRTI 4 | CoRTI5
Laptop
512 2.36+ 0.09 3.35+0.19 3.72+ 0.31 3.27+0.18 3.71+ 0.22
768 5.09+ 0.16 6.12+ 0.43 6.67+ 0.18 6.13+ 0.26 6.67+ 0.32
1024 12.03+ 0.27 | 13.40+0.43 | 14.35+ 0.40 | 13.474+0.28 | 14.46+ 0.72
Linksys
512 4590+ 0.37 | 70.56+0.31 | 81.57+0.32 | 70.80+ 1.88 | 83.78+ 2.55
768 79.86+ 0.78 | 107.44+ 1.55| 120.36+ 1.87 | 107.29+ 1.90 | 121.32+ 2.02
1024 136.61+ 0.41| 164.86+ 0.50 | 179.20+ 0.44 | 164.66+ 0.38 | 179.37+ 0.64

Table 6.2: Raw time required to process VARON signallingke#s (CoRT]I).

RSA key Average (msi- Std. Dev.
size (bits) CoRT1 | CoRT2 | CoRT3 | CoRT4
Laptop
512 3.32+0.31 3.64+0.12 | 0.87+0.04 | 1.30+0.12
768 6.30+ 1.31 6.72+0.27 | 0.98+0.03 | 1.57+0.39
1024 13.46+0.36 | 14.494+0.37 | 1.48+0.15 | 2.13+0.14
Linksys
512 70.554+0.34 | 84.66+ 2.63 | 25.72+ 0.97 | 36.84+ 1.25
768 106.81+ 1.82 | 117.944 0.37 | 26.07+ 0.27 | 39.72+ 1.55
1024 164.774+ 0.48 | 179.194+ 0.47 | 28.06+ 0.10 | 42.54+ 0.15

Table 6.3: Raw time required to process VARON signallingke#s (CoRT).

is then forwarded. This processing consists of the verifinabf the signature of the
received CoRTI message, and the generation of a new CoRBage$o be forwarded
(this requires the computation of a signature). The CGA efdtiginator MR is also
checked (this requires to perform two hash operations).

CoRTI 3:time spent by an intermediate MR to process a CORTI messagsvarided
by another intermediate MR — that is then forwarded agairis ptocessing consists
of the verification of the signatures of the received CoRTksage (this message is
signed by the originator MR and the MR that has forwardeaityj the generation of
a new CoRTI message (this requires the computation of atsigr)ao be forwarded.
The CGAs of the originator and forwarder MRs have to be chetelsawell.

CoRTI 4:time spent by a target MR to process a received CoRTI messagearded
by an intermediate MR — and generate a CORT message. Thisgsing consists of
the verification of the signatures of the received CoRTI ragesand the generation of
the signature to be included in the new CoRT message. The @Gihe originator
and forwarder MRs have to be checked as well.

CoRTI 5: time spent by a target MR to process a received CoRTI messajcog
an originator MR (and that has not been forwarded by anyrmeiate MR). This
consists of the verification of the signature of the recei@iRTI message and the
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generation of the signature to be included in the new CoRTsages The CGA of the
originator MR has to be checked as well.

= CORT 1:time spent by an intermediate MR to process a received CoRsEage sent
by a target MR (and that has not been forwarded by any intdateedlR) and generate
a new CoRT message to be forwarded. This processing coosists verification of
the signature of the received CoRT and the generation ofigin@tsire to be included
in the new CoRT message. The CGA of the target MR has to be etlexkwell.

= CORT 2:time spent by an intermediate MR to process a received CoRSsage
— forwarded by another intermediate MR — and generate a neRT Quessage to
be forwarded. This consists of the verification of the twanaimres included in the
received message and the computation of the signature tddeel do the new CoRT
message. The CGAs of the target and forwarder MRs have todwketi as well.

= CORT 3:time spent by an originator MR to process a received CoRT agessent by a
target MR (and that has not been forwarded by any intermedi&). This processing
consists of the verification of the signature included inrdeeived message and the
verification of the CGA of the target MR.

= CORT 4:time spent by an originator MR to process a received CoRT agesfor-
warded by an intermediate MR. This processing consists efvérification of two
signatures and CGAs (of the target and forwarder MRS).

= CoRE 1:time spent by a MR that detects a problem in a Care-of Routenermgte a
CoRE message. This basically requires to perform a signafperation. This time is
the same tha@oRTI 1, since the sizes of the fields and the cryptographic op&stio
needed are the same.

= CORE 2: time spent by an intermediate MR to process a CoRE messagéysen
MR (and that has not been forwarded by any intermediate M&R)i$tthen forwarded.
This processing consists of the verification of the sigreatir the received CoRE
message, and the generation of a new CoRE message to bededn(@nis requires
the computation of a signature). The CGA of the source MRsis elhecked. This time
is the same thaLoRTI 2 since the sizes of the fields and the cryptographic op&stio
needed are the same.

= CORE 3:time spent by an intermediate MR to process a CORE messagartied by
another intermediate MR, than is then forwarded again. ptosessing consists of
the verification of the signatures of the received CoRE nges@his message is signed
by the source and forwarder MRs), and the generation of a reREGmessage (this
requires the computation of a signature) to be forwarde@. JGAs of the source and
forwarder MR have to be checked as well. This time is the sdn@eCoRTI 3 since
the sizes of the fields and the cryptographic operationseteace the same.

= CORE 4:time spent by a destination MR to process a received CoREapesent
by a MR (and that has not been forwarded by any intermediatg Wifits processing
consists of the verification of the signature included inrdeeived message and the
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verification of the CGA of the source MR. This time is the saim& CoRT 3 since
the sizes of the fields and the cryptographic operationsateace the same.

= CORE 5:time spent by a destination MR to process a received CoREagedsr-
warded by an intermediate MR. This processing consists efvérification of two
signatures and CGAs (of the source and forwarder MRs). Tinis is the same that
CoRT 4 since the sizes of the fields and the cryptographic op&stieeded are the
same.

The processing time for the laptop and the Linksys routerewseasured over three
different RSA key sizes: 512, 768, and 1024 bits. For botho#gsy an increase in the key
size of 256 bits results in approximately doubling the pssagg time. It is also interesting,
although not very surprising, the difference in processimgs between the laptop and the
Linksys router. For each key size, the processing time iwédxat 10 and 20 times slower on
the router than on the laptop. As of the day of writing this RhBsis, it is more likely that
devices deployed in vehicles will be similar (in terms of ggssing power) to the Linksys
router. Therefore, only the values obtained for the Link®yger for the 1024-bit RSA key
have been used as input to the simulations. This will prouvislevith more realistic results
(that can be considered as a lower bound on the performanueré powerful devices were
used instead).

6.4.2.2. Simulation of VARON

In order to complete our discussion about the proposedisn|wn extensive simulation
study was performed. Besides analysing the performanceastd of VARON, the value
of some metrics using VARON are compared to the ones obtaimeth plain NEMO Basic
Support protocol [DWPTO05] or MIRON [CBB06] (as an example of a non ad-hoc Route
Optimisation for NEMO) were used.

We performed our simulations using OPNETWe simulated 50 vehicles within a road.
Each vehicular MR is equipped, in addition to the ingressrfate (to provide connectivity
to the vehicular devices), with an emulated UMTS egressfatte (1 Mbps, 150 ms of av-
erage one-way delay) and an IEEE 802.11 (WLAN) interface (84 transmission power
of 1 mW, receiver sensitivity of -95 dBm) in ad-hoc mode. ThETE interface has been
emulated because OPNET UMTS models did not properly supipuét as the time of per-
forming the simulations of this PhD thesis. The UMTS charired been modelled using
a 1 Mbps WLAN 802.11b network, with an additional delay of 188 per way. The link
delay has been chosen based on previous practical measitsdivid|lOS"06], [OMV+06],
[VBS'06]. In order to achieve global coverage, the transmissavep of the WLAN nodes
(MRs and the Access Point) that emulates the UMTS was set toQonsidering the kind
of analysis that we were interested in performing, thisugeprovided us with model of a
UMTS network good enough.

The UMTS interface provides continuous Internet connégfiwhereas the WLAN in-
terface enables forming multi-hop vehicular ad-hoc neksworUMTS and WLAN were
chosen for the simulations because they are probably thé meakstic candidate access

OPNET University Programht t p: / / ww. opnet . cond servi ces/ uni versity/
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technologies for a vehicular communication scenario nayad However, different tech-
nologies may also be used by VARON (e.g., IEEE 802.16e WiMAKthe MR’s egress
interface), since the protocol is independent of the actedmology used by the Mobile
Router.

In order to evaluate the worst case scenario, VARON was sitedilusing 1024 bit RSA
keys and the processing time shown in Tables 6.2 and 6.3 éoLittksys router as input
for the simulations. All the VARON protocol, but the detectiof broken links and the
generation of CORE messages, was implemented using the DBNilatot!. By not
implementing the detection of broken routes, a Care-of Reutry can only be removed
from the IP routing table of a MR when it expires. Hence, it rhappen that a MR tries to
use a broken Care-of Route for some time (until it expiréglgesMRs along the path are
not able to detect a broken route and therefore they do not @ey CORE message to the
source MR — that would make it stop sending the traffic throtlghVANET and revert to
use the Home Route. Thus, VARON performance obtained frarsiimulation results is
worse than the one that would be obtained if the protocol wemapletely implemented.

In addition to the values of the timers used to refresh a GaRReute, the protocol has
a few parameters that can be configured. A description ottpasameters and the values
used in the simulations is included next:

s VARONC_CORTI _-TTL_MAX. Thisis the maximum number of hops that a CoRTI mes-
sage can traverse before being silently discarded. EaereiMR forwards a received
CoRTI message, it decrements the TTL value of the packet by tiithe received
packet has a TTL = 1, then it is not forwarded. Therefore, Vhisie represents the
flooding ratio of CoRTI messages. A default value of 10 hops used in the sim-
ulations, since higher values would involve quite unstablgtes with short useful
lifetimes.

s VARONC_HOAA_TTL_MAX. This is the maximum number of hops that a HOAA mes-
sage can traverse (the flooding ratio of this type of mesdagfeye being discarded.
As for the CoRTI message, a default value of 10 hops was usibe isimulations for
this parameter. A random delay uniformly distributed betw® and 1 second was
added before forwarding a HOAA message in order to minimidksons. This ran-
dom delay was introduced because it was observed that tfepance when HoAA
messages were forwarded immediately after their receptas quite poor. This is
related to the 802.11 MAC protocol, which does not perforneady-to-send/clear-
to-send (RTS/CTS) exchange for broadcast packets, anefoherdoes not prevent
high probabilities of collision of broadcast packets froppearing in relatively dense
networks such as the simulated one (50 nodes).

= VARONC_HOAA.I NTERVAL. This is the average time between sending periodic
HOAA messages. In the simulations a uniform distributiotwaen 18 and 22 sec-
onds (i.e. a mean value of 20 seconds) was used to minimiks @os.

= VARONC HOAA LI FETI ME. This is the value of théfetimefield of the HOAA mes-
sages (see Appendix B.9). The default value used in the ations was 20 seconds.

VARON model has approximately 10000 lines of code.
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s VARONC_EXPI RY_TI MEQUT. This is the amount of time elapsed since a Care-of
Route entry is created until it is markedeired This expiration triggers the Care-
of Route set-up process to be re-done to refresh the routealue \of 20 seconds
was used in the simulations, since it is a good tradeoff betwsending so much
signalling overhead and being responsive enough to changles VANET topology
due to vehicular mobility (since the detection of brokerkdéirand CoRE signalling
was not implemented in the simulated model of VARON). Thikugavas chosen
after performing several sets of simulations aimed at fipdingood value for this
parameter.

= VARONC.I NVALI D_TI MEQUT. This is the amount of time that elapses since a Care-
of Route entry is created until it is removed from the IP nogttable. It is equal to
VARONC_EXPI RY_TI MEQUT plus 10 seconds (that is, 30 seconds). This value was
chosen so there is time enough to perform the Care-of Rostowkry procedure
once a route is marked as expired and before the route isddiem the IP routing
table (measurements showed that this time was always lasslthseconds with the
configured flooding ratio).

In order to evaluate the performance of VARON under diffeneral-case scenarios,
VARON experiments were performed varying the following tparameters:

a) Vehicle speedDifferent simulations were run for average vehicle spedds 6, 10,
20, 40, 50, 70, 90, 100 and 120km/h. The speed of a node is a random variable,
uniformly distributed betweefn.9v and 1.1v, wherev is one of the previous mean
speed values. Therefore, in each simulation, nodes hdeealif speeds, but still very
similar. This represents real life scenarios, such as leshio a city or motorway,
where the relative speed of vehicles moving in the sametiirecs low.

b) Initial vehicle density.Different simulations were run for initial vehicle densgi of
200, 100, 50, 25, 20, 13.33, 10, 8, 6.67, 5, 4 and 3.33 velkoes.

For each combination of the previous parameters, thirfidint simulations were per-
formed, changing the speeds and initial positions of thécle$y as well as the seed of the
random number generator of the simulator. The followingriogtvere evaluated:

1. Average end-to-end throughput. This is the mean TCP throughput obtained when
performing bulk file transfers. This evaluates the improgahin terms of throughput
obtained when using VARON, as well as the possible effeasttie use of VARON
may have in TCP (e.g., due to the HomeCare-of Route handovers).

2. Average end-to-end delay of data packetsThis is the average time between the
sending of a data packet by a vehicle and its receipt by anoftnés includes all the
delays caused because of buffering and processing at itiite nodes, and retrans-
mission delays at the MAC layer. The route acquisition leyefsee below) does not

12The maximum speed limit in Spain is 120 km/h.

13This means that at the beginning of each simulation, the S@swvere uniformly distributed within a road
of a length of 0.25, 0.5, 1, 2, 2.5, 3.75, 5, 6.25, 7.5, 10, B2 15 km, respectively, and then they started to
move at their respective speeds.
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impact the end-to-end delay, since packets are sent thriinegHome Route while a
Care-of Route is being set-up.

3. Average end-to-end jitter of data packets.This is the average variation of the delay
(jitter) between the sending of a data packet by a vehicle and itptdxyeanother.

4. Average Care-of Route acquisition latency.This is the average delay between the
sending of a Care-of Route Test Init packet by an originat& fdr discovering and
establishing a Care-of Route to a target MR, and the recéititeoMobile Network
Prefix Binding Update message that makes the MR add a CaretdERntry to its
IP routing table. This includes the delays of the signallimgssages sent through the
VANET (CoRTI, CoRT and MNPBU), the processing time due to ¢hgptographic
operations performed on each routing message and the deéayodhe use of the
infrastructure (Home Route) to send HORT messages.

5. Average Care-of Route length.This is the average length of the Care-of Route dis-
covered and set-up by VARON. It is calculated by averagiegilmber of hops taken
by MNPBU messages to reach their destination (the pathveliobby a MNPBU mes-
sage is the same that the one that data packets sent thraugANET would follow
afterwards).

6. Average frequency of route changesThis is the average number of HomeCare-of
Route changes per minute. This evaluates the stabilityedCtre-of routes discovered
by VARON.

7. Average Care-of Route data packet fraction.This is the fraction of delivered data
packets that are sent through a Care-of Route. This evaltiedraction of data traffic
that is actually forwarded through an optimised route, dratdfore the likelihood
of using VARON to optimise a traffic communication betweero tvehicles that are
relatively close each other.

8. Average VARON signalling load (bytes).This is the ratio of overhead bytes to deliv-
ered data bytes using a Care-of Route. This metric was nmegsaunting the amount
of VARON signalling bytes received at a Mobile Router anddhsount of data bytes
received through the Care-of Route (data packets recelwvedgh the Home Route
were not taken into account for this calculation).

9. Average VARON signalling load (packets). Similar to the previous metric, but a
ratio of signalling packet to data packet overhead.

On each simulation only two nodes out of the 50 were commtinig@&ach other. Sim-
ulations involving more nodes communicating simultangousre also performed to vali-
date the correct operation of the solution. The throughpdtsagnalling load metrics were
obtained simulating a scenario in which a 2 MByte file is tfanmed from a vehicle to an-
other, using FTP. For the rest of the metrics, the scenamsisted of a UDP VoIP flow
(GSM, 24.2 kbps, 50 packets per second) sent from a vehieladther.

To simulate the delay added by the use of the NEMO Basic Stuppatocol [DWPTO05]
and the traversal of the respective Home Networks of theliedovehicles, an additional
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Figure 6.9: Average Care-of Route acquisition latency.

delay (one-way) of 36 ms was introduced in the infrastructoetwork. This additional
latency represents the delay required to go through two Heatevorks located in Europe
(the value was chosen based on real RTT measuretfi@mtsined from the PingER project
[MCO00a]).

6.4.2.3. Simulation results

Simulation results are presented next in Figures 6.9-@&R&8ults are plotted using three-
dimensional graphs, so the impact of the vehicle densityspeed on each of the simulated
metrics can be easily evaluated. Each data point is an aveifairty simulations run with
different randomly generated mobility patterns (but faliog the considerations described
above about speed and movement within a road).

Figure 6.9 shows the average route acquisition latencljgfiae time taken by VARON
to find and set-up a Care-of Route. VARON requires each MRl path to perform sev-
eral cryptographic operations when processing a contickgiasuch as the verification and
generation of digital signatures and CGAs. This is computatly demanding and there-
fore adds additional delay to the overall route acquisitiore. Another source of latency in
the route acquisition time is the use of the infrastructueggvork (i.e. Home Route) in the
Care-of Route validation process, that causes an addititelay — equal to the sum of the
RTTs of each MR to its respective HA — in the Care-of Routealiecy time. Therefore, the
route acquisition time is higher in VARON than in other ad:fmouting protocols, although
in VARON this time does not have a direct impact on the peréoroe, as data traffic delivery
is guaranteed by the use of the Home Route. Since an impadaittibution to the overall

Y“pvailable atht t p: / / www- i epm sl ac. st anf or d. edu/ pi nger/
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Figure 6.10: Average Care-of Route length.

route acquisition time comes from the cryptographic openatperformed on each hop, this
time is higher when the vehicle density decreases, becauséss populated VANET, the
average number of intermediate MRs involved in a commuioieas higher (this will be
shown later in Figure 6.10). However, if the average digdmetween vehicles is too high
(that is, the vehicle density is low), this may lead to theatibn where only direct 1-hop
communications are possible (this explains why the rougeiation time decreases for very
low vehicle densities).

Vehicle speed has also an effect on the Care-of Route atqnisime — although it is
minor than the vehicle density — especially in highly popedascenarios. This effect is
caused by the fact that it is more likely that more intermidieodes are required to partic-
ipate in the Care-of Route in high speed scenarios, sincdistence between two vehicles
that are communicating increases (because the relaties ggehe vehicles is higher than
in low mobility scenario¥).

Figure 6.10 shows the average Care-of Route length. Thétgeshown in this graph
basically confirms what has been discussed in the previotey@oh, that is, the strong
dependency that the route acquisition time has on the nuailterps of the Care-of Route.
Since the delay caused by the HORT messages traversingftastincture is the same for
each route, independently of its length, the cost of perifiogneryptographic operations on
each hop is an important factor in the route acquisition ti@btained results show that for

51t should be recalled that in the simulations each vehicleenavith a constant velocity, which is a random
variable uniformly distributed betweeh9v and1.1v (the mean speed, is varied from from 1 to 120 km/h).
This causes that in those scenarios where the mean speesdhigher, the relative speed of two moving vehicles
will be also higher. For example, if is 120 km/h, the speed of each vehicle is uniformly disteolibetween
108 and 132 km/h, so the relative velocity of two vehicles rbayp to 24 km/h.
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Figure 6.11: Average frequency of route changes.

highly populated scenarios, two MRs within the VANET areeatdl communicate directly
almost always. For very low populated scenarios, the aeenagnber of hops of a Care-of
Route decreases, since it is more difficult to establish enithin the VANET, unless when
the two MRs can communicate directly. Vehicle speed hasaisopact on the length of
the route, at faster speeds the Care-of Route length ires€t®e reason for that is the same
that the one for the increment in the acquisition time exgdiabove).

From the obtained average number of hops involved in a ClaRsote, it may be de-
duced that VARON, although it is not designed to explicitydfthe shortest path in terms of
number of hops, usually finds the shortest route, since tsieGwRTI received at the target
MR normally travels along the shortest path (this may notrbe in situations of network
congestion, where the fastest path may not be the shorfBisérefore, VARON seems to
perform well at finding the shortest Care-of Route.

Figure 6.11 shows the average frequency of route changasistthe number of times
during the lifetime of a communication flow that the route dise forward the packets
switches from a Care-of Route to the Home Route, and vicgaverThis metric is impor-
tant in order to evaluate the stability of the optimised Gafreoutes. Obtained results show
that the frequency of route changes grows when the vehiclsitgedecreases, which is an
expected behaviour, since in highly populated scenare<tre-of route average length is
small, so it is less probable that the route changes bechase are less involved MRs. In
very low populated scenarios, the frequency of route clagereases, because it is less
likely that a Care-of Route can be established and used,remdftre the number of route
changes is smaller (i.e. most of the times traffic is forwdrtteough the Home Route).

Figure 6.12 shows the average Care-of Route data packébfrawhich is the fraction
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Figure 6.12: Average Care-of Route data packet fraction.

of delivered packets that are received through a Care-ofeRdtherefore, this metric rep-
resents the likelihood of optimising the traffic by using ¥&NET. Obtained results show
that there are more opportunities of optimising a commuianan high populated scenarios
and that the speed have also a small effect on the probadiilégtablishing a Care-of Route
(in highly mobile scenarios the probability is lower). Thésult is also expected, since in
those situations where a small number of hops is requirednmwnicate two MRs, it is
easier to set-up a Care-of Route, which is, moreover, malsest

Figure 6.13 shows the average end-to-end delay of data fsackiee simulations were
performed using three different protocols for the vehidenmunication: VARON, NEMO
Basic Support protocol and MIRON (as an example of appboatif a generic Route Op-
timisation for NEMO mechanism in car-to-car communicasiprilrhe end-to-end delay ex-
perienced by data packets when the NEMO Basic Support mrotsdVIRON were used
is basically the one-way delay introduced by the accessarktplus the delay required to
traverse the Home Networks (this delay is not present if tbat® Optimisation support
provided by MIRON is enabled). Therefore, this delay is peledent of the vehicle den-
sity or speed. When VARON is enabled (Figure 6.13(a)), tlteterend delay is drastically
reduced, because when a Care-of Route is used to route,tpaftikets do not traverse the
infrastructure, and therefore the high delay introduced by S is avoided. This end-to-end
delay increases with decreasing vehicle density, sincewrpbpulated scenarios the proba-
bility of using a Care-of Route diminishes and the route terigcreases. For high vehicle
densities, Figure 6.13(a) shows that vehicle speed has laismpact on the end-to-end de-
lay, as the delay grows with faster speeds because, in hilyinigmic scenarios, the stability
of the the Care-of Routes decreases (see Figure 6.11) aasmbk fraction of data packets
sent through the VANET (see Figure 6.12).
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Figure 6.13: Average end-to-end delay of data packets.
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Figure 6.14 shows the average end-to-end jitter of datagtacls for the end-to-end de-
lay, simulations were run using VARON, plain NEMO Basic Sopprotocol and MIRON.
Obtained results show that the end-to-end jitter is highér WARON (Figure 6.14(a)) than
with the NEMO Basic Support protocol (Figure 6.14(b)) andR@IN (Figure 6.14(c)). This
is caused by the Home Care-of Route handovers. Besides, the end-to-delayijittezases
with decreasing vehicle density and with the speed, sintmimpopulated scenarios, the sta-
bility of Care-of routes is lower (the same effect is causga liaster speed, but in a minor
extend).

Since the TCP receive buffer size [Pos81] and the TCP WindcaeSoption [JBB92]
have a strong impact on the TCP throughput, and different d@@¥igurations can be found
in practice (depending on the O.S., memory and processipapddies, etc.), TCP through-
put simulations were run using two different configurations

s Standard TCP configurationA TCP receive buffer size of 87380 bytes is config-
ured and the TCP Window Scale option is enabled. This reptesestandard TCP
configuration nowaday$.

= Limited device configuratiorPortable devices — such as PDAs and cellular phones —
and embedded devices have memory and processing corstB@tause of that, the
memory available for handling a TCP connection is limited ks than the one used
by normal machines (e.g., PCs). In order to evaluate theopeence of this kind
of machine, a TCP receive buffer size of 8760 bytes was camfijwith the TCP
Window Scale option disabled.

Figure 6.15 shows the average end-to-end TCP throughpainelt using the standard
TCP configuration. In order to compare the performance nbtiby VARON with other ap-
proaches, the TCP throughput obtained with the NEMO Bagip8ii protocol and MIRON
are also shown. Figure 6.15(a) shows the results when VARG abled in the vehicles.
The TCP throughput decreases with decreasing vehicletgesisice in scenarios with low
population of vehicles, it is harder to set-up a Care-of Rplainger paths (see Figure 6.10)
are usually required, and the configured routes have slietitmies (see Figure 6.11). As
it was shown in Figure 6.12, this leads to a low fraction ofadaaffic being sent through
the VANET, and therefore the overall performance is poorsi@es, the fact of not having
implemented the detection of broken routes has also an inopabe obtained TCP through-
put, since the packet loss — that may be experienced wheneaboeeks until it is deleted
from the IP routing table (after its expiration) — makes T@Rgestion protocol reduce its
transmission rafé. Actually, for very low vehicle densities, the performaratgained with
the NEMO Basic Support protocol (approximately 275 kbasshown in Figure 6.15(b)) or
MIRON (approximately 300 kbit/s, as shown in Figure 6.1B(g)etter than with VARON.
However, obtained results show that for scenarios not sglopulated — as urban or even
inter-urban scenarios, where vehicles are typically ithsted within roads with inter-vehicle
distances of less than 150 m — VARON outperforms both NEMOd&ispport protocol and
MIRON. For high vehicle densities (e.g., traffic jams), theP throughput obtained with

This is the default configuration of a Linux-2.6 machine.
"The retransmission threshold behaviour used in the siibaktvas configured according to the TCP stan-
dard and ensuring that connections could not break becdese@ssive retransmission attempts.
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VARON is close to 1 Mbit/s, which is a great improvement over hon vehicular optimised
protocols (NEMO and MIRON). This improvement is provided\WWRON because of two
main reasons:

= VARON enables the use of a VANET network built using an actesisnology — such
as IEEE 802.11 — that typically has more bandwidth that tleesstechnology used
by a vehicle to connect to the Internet (e.g., GPRS/UMTS).

= VARON enables direct data packet forwarding within the VANRvoiding to use
the infrastructure network and therefore reducing dralyiche end-to-end delay (as
shown in Figure 6.13(a)). Since TCP performance is heawfyeddent on the round
trip time (RTT) between the communication peers, this endrtd delay reduction
contributes to the TCP throughput improvement.

Figure 6.16 shows the TCP throughput results for the limitedice TCP configuration.
Because of the relatively small TCP receive buffer size asetlthe high delays introduced
by cellular access technologies, such as GPRS/UMTS, thetfi@Bghput obtained with
the NEMO Basic Support protocol (Figure 6.16(b)) or MIRONgfite 6.16(c)), is very low
(less than 100 kbit/s). On the other hand, with VARON (Figbir&6(a)) the obtained TCP
throughput is the same that with the standard TCP configurasince the impact of having
a smaller TCP receive buffer size is almost null becauseedlioiy end-to-end delay enabled
by VARON. Therefore, a conclusion that can be derived froeséhresults is that the TCP
throughput improvement introduced by VARON is more relévian those devices that are
memory and processing limited. This is important, sincs likkely that some of the devices
that will be deployed within a car will be limited to some extiein terms of memory and/or
processing power.

The last metric that was simulated was the signalling loawduced by VARON. Fig-
ures 6.17 and 6.18 show the signalling load, measured boiftés and packets. Simulations
were performed both using the standard and the limited d&Mi@P configurations. Obtained
results show that the overhead introduced by VARON, becaiigeriodic HOAA messages
and the Care-of Route discovery, is not negligible. VARODy$e signalling load (shown
in Figure 6.17) reaches almost 70% in low populated and hpgled scenarios, although it
is about 20% for the rest of the scenarios (e.g., urban aed-umban). Results show that
there is a constant amount of overhead caused by the peHodié flooding, but the main
contribution to this overhead comes from the Care-of Roiseodery and set-up signalling.

Obtained results show that VARON's overhead is less witHithi#ed device TCP con-
figuration (see Figures 6.17(b) and 6.18(b)) than with taeddrd TCP configuration (see
Figures 6.17(a) and 6.18(b)). This may be caused by thelfatMARON optimises more
the routing of data packets for limited TCP configurationgjclt means that more packets
are received through the Care-of Route and therefore thigegti@f the signalling packets
divided by the data packets received through a Care-of Restaaller.
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Figure 6.17: Average VARON signalling load (bytes).

Although VARON's byte signalling is not negligible but rélzely low in most of the
scenarios, VARON's packet overhead (shown in Figure 6.48)lts show that VARON re-
quires a great amount of small signalling packets to wor& (thmber of received VARON
signalling packets even reaches 35 times the number of datefs in the worst case sce-
nario). This is caused by the periodic HoOAA flooding and algaHe flooding nature of the
Care-of Route discovery signalling. Besides, the samealigg is required periodically to
refresh an already established route.

VARON's overhead may seem to be very high and therefore it beagirgued that it is
not a good optimisation mechanism. However, there are akeensiderations that should
be taken into account:

= Almost all the signalling required by VARON is sent throudte tad-hoc interface.
This interface is not used to send non optimised regulafidcrahd it has typically
no cost associated. It may be argued that sending so mangtpaakposes a non
negligible energy cost, but in vehicles this cost is not spadrtant, since they have a
powerful and rechargeable source of energy. On the othet, tieeicomputational cost
associated to sending this signalling may have an impadh@wverall performance
of the Mobile Router. Simulations have taken into accouatdbst associated to the
cryptographic computations performed on each packet, dmtarding a packet has
also a cost, that depending on the MR'’s capabilities may legast.

= The VARON simulated model does not implement the detectidoraken links and

the CoRE associated signalling. By implementing this mgggiart, other configura-
tion parameters — such as the periodic timers involved irCiue-of Route discovery
and refreshment —, could be set to less aggressive valuesitis of periodicity and,
therefore, associated overhead). The refreshment of ad@d&eute could even be
removed if the algorithm followed to detect broken links @d enough and ensures
that all broken links can be detected. If not, it could alwbgoptimised, for example
by not re-doing the full Care-of Route discovery procesat(ilvolves a partial flood-
ing of the VANET), but just sending a probe packet throughdbkiblished Care-of
Route to check if it is still working.

Although graphs only display average values for the diffe@mulated metrics, the
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Figure 6.18: Average VARON signalling load (packets).

normalised standard deviation has also been calculate@ir@d results show that the nor-
malised standard deviation is higher in the low populated lsigh mobile scenarios than
in the high populated and low mobile scenarios, meaning fthrater scenarios are more
unstable than the latter ones.

One important conclusion that can be derived from the sitimnavork is that in highly
mobile and low populated scenarios, it is more difficult tbige a multi-hop route between
two vehicles, mainly because of the instability in the ad-hmuting. Therefore, most of the
opportunities of communication involve routes with a veny Inumber of hops. An example
of communication scenario that will greatly benefit from MBR optimisations would be
that of military convoys or emergency service operationsens a group of vehicles move
together.

6.5. Conclusions

In this chapter we have described VARON, a solution that lesadiptimal direct vehicle-
to-vehicle communication, by using a multi-hop vehiculdthec network for communica-
tions involving vehicles that are relatively close to eatiirea Although the proposed solu-
tion does not preclude the possibility of performing somaiBleof Service attacks, that are
inherent to the ad-hoc environment, these attacks onlgtatfie ad-hoc route and vehicles
can always fall back to the communication through the infeasure if needed. The benefit
of the proposed mechanism is a clear improvement in thraughpd end-to-end delay with
security guarantees similar to those available in infee$tire communications.

The robustness of VARON against ad-hoc routing attacks iisl lmn the hop-by-hop
authentication and message integrity of routing messagekthe use of CGAs (that makes
the spoofing attack against the IPv6 address much hardedland & sign messages with
the owner’s private key, without requiring any upgrade odification in the infrastructure).
However, this involves a performance cost, since crypfgaoperations, such as signature
generation/verification, consume time and energy. This@mdd be of some concern, spe-
cially in energy and resource constrained devices. Howavéhne case of Mobile Routers
deployed in cars, this is not a big issue, since vehicles hapewerful and rechargeable
source of energy.
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The proposed protocol has been validated and evaluatedgtinrextensive simulation
conducted with OPNET. Results show that VARON improvesifitantly the performance
in terms of TCP throughput and end-to-end delay when condparether approaches such
as the use of plain NEMO Basic Support protocol or a generigt®@ptimisation solution
for NEMO - such as MIRON — not suited for vehicular environtsetiat obtain Internet
access from low-bandwidth and high-delay access techpdleg., GPRS/UMTS). Sim-
ulation has also shown that in highly mobile and low populateenarios, the probability
of using the VANET to route traffic is low, because of the ibdity in the ad-hoc rout-
ing. Most of the opportunities of optimised communicatiomalve routes with a very low
number of hops (less than 5 hops). Hence, scenarios suclbas and inter-urban com-
munications (e.g., traffic jams, vehicles in a motorway) rgesatly benefit from deploying
VARON, especially in the case a group of vehicles moving tiogie such as military con-
VOYS or emergency service operations. On the other harglnitiworth using VARON in
highly mobile and low populated scenarios — such as highwasisce the probability of
optimising a communication is very low and its lifetime wdude very short.

Although this chapter has presented VARON as a solutioreguir vehicular envi-
ronments, its applicability is not limited to that scenariactually, any scenario involving
mobile networks where an ad-hoc network can be set-up is@gmudidate for VARON de-
ployment. For example, passengers on atrain carrying Beggonal Area Networks (PANS)
may play online games from the train while travelling (elny.,using a PDA connected to a
mobile phone acting as the Mobile Router). If two playerslacated within the same train,
their MRs may decide to bypass the routing infrastructudedarectly send their traffic using
a direct ad-hoc communication.
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Chapter 7

Conclusions

Over the last decade, a considerable effort has been investenable mobility in IP
networks. Internet is evolving towards a ubiquitous nekweaccessible anytime, anywhere
—that integrates voice and data services, with billionssefs seamlessly connected through
wireless IP terminals. To achieve this convergence of es®lnetworks and the Internet,
several mechanisms have been defined to enable true transg2imobility of hosts roam-
ing across different heterogeneous networks.

A step forward in the mobility support is required by usemattdo not only expect to
have Internet access available from fixed locations, bt atsnobile platforms, such as
buses, aircrafts or cars. The basic mechanism defined tdeeNabvork Mobility support
(the Network Mobility Basic Support protocol) is an extamsiof the protocol defined to
enable mobility of single hosts (Mobile IPv6), but withowinse of the optimisations that
Mobile IPv6 provides. One of these missing parts is the RQuittmisation support.

In this thesis we have proposed an architecture — consisfiagset of mechanisms — to
enable optimal Route Optimisation in Mobile Networks witle following features:

Deployment. The proposed architecture provides support for legacy siatel re-
quires no changes on the operation of any node but the MobilgeR

Universality. The proposed mechanisms support the optimisation of conuations
of any kind of node attached to a Mobile Network: Local Fixeddss and Visiting
Mobile Nodes. Route Optimisation for nested configuratisredso supported.

Security. The designed solutions provide a level of security simtanttoday’s IPv4
Internet, by means of reusing Mobile IPv6 security congeaisl the use of public
key cryptography and Cryptographically Generated Adér®s€GAS). For those
scenarios where a higher level of security is requiredrradtiéve approaches based on
the secure delegation of signalling rights have been alspgsed and analysed.

Scalability. Since the resources required by the proposed mechanismdigearly
with the number of optimisations being performed, the deciiire scales well with
the number of users.

Vehicular optimisation support. The proposed architecture provides specific mech-
anisms that further improve the performance in vehiculanados, by enabling ve-
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hicles that are able to form a multi-hop ad-hoc network to mamicate each other
directly through the formed VANET.

The proposed Route Optimisation architecture consisis@htechanisms. The first one
is a generic solution, calleflIRON: Mobile IPv6 Route Optimisation for NEM®IRON
enables direct path communication between a node of thelenodtiwork — supporting any
kind of node, with and without mobility capabilities — andyasther node in the Internet.
To achieve that, MIRON has two modes of operation: the MoBiteiter performing all
the Route Optimisation tasks on behalf of those nodes tkeat@r mobility capable and an
additional mechanism, based on PANA and DHCP, enabling lityebapable nodes (i.e.
Mobile Nodes attached to a NEMO) and routers (i.e. nestedilsldtetworks) to manage
their own Route Optimisation.

The second mechanism has been designed to deal with thellatscenario. Commu-
nications in vehicular scenarios are expected to becomeingrortant in the near future.
A first step to solve the problem of enabling communicatiaisnf and between vehicles
is the provision of connectivity to the Internet. Cars wikdly have specialised devices
(i.e. Mobile Routers) that will provide network access te tlst of the devices in the car,
i.e. the car will contain a Mobile Network. For this reason kae proposed the appli-
cation of Network Mobility solutions to this scenario. Th&MO Basic Support protocol
is the straightforward option. The performance limitatiasf this scenario can be partially
overcome through the application of a generic NEMO Routérmipation solution, such as
MIRON.

Besides the Internet access, there are several applisatibith involve a vehicle-to-
vehicle communication. This kind of scenario may be suggabhbly using Network Mobility
solutions, so cars can communicate through the fixed imretstre but, in this case, when
the cars are close enough, a further optimisation is p@&ssiaimely to communicate directly
using an ad-hoc network. In this way, better bandwidth tienane in the communication
through the infrastructure can be achieved. Typicallys thill be true even if we use a
NEMO Route Optimisation solution for the communicationotigh the fixed Internet. The
reason is that, although the number of hops can be similarcéimmunication with the
infrastructure will use usually a technology with lower damdth (for example, UMTS)
than the ad-hoc network (for example, WLAN). Also, the ad-houte will probably result
in lower costs. The mechanism proposed in this work, cal@@®RON: Vehicular Ad-hoc
Route Optimisation for NEM(xonsists in a secure combination of the Network Mobility
and Ad-hoc concepts to optimise local car-to-car commuioics.

The performance of the two proposed mechanisms has beeatealivia:
= Experiments with a Linux implementation (MIRON).

= Simulations with the OPNET tool (VARON).

Both simulation and experimental results have shown tleatlésigned solutions outper-
forms the NEMO Basic Support protocol and enables true ROytEmisation support for
generic and vehicular scenarios.
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Conclusiones

En la Gltima década, una cantidad considerable de esfinersido invertida con objeto
de habilitar la movilidad en redes IP. Internet esta evohando hacia una red ubicua —
accesible en cualquier momento y desde cualquier lugar -ngegra servicios de voz y
datos, con miles de millones de usuarios conectados astoe/éerminales IP inalambricos.
Para alcanzar esta convergencia entre las redes inat@sleriinternet, varios mecanismos
han sido definidos para habilitar la movilidad transpareeé de nodos moviéndose entre
diferentes redes heterogéneas.

Un paso mas en el soporte de movilidad viene demandado paoislaarios, que no es-
peran solo disponer de acceso a Internet en localizacfgagssino también en plataformas
moviles, como autobuses, aviones o coches. El mecaniasicdddefinido para soportar mo-
vilidad de redes (el protocolo de Soporte Basico de Moadide Redes) es una extension
del protocolo definido para habilitar movilidad en nodosviittliales (IPv6 Movil), pero sin
algunas de las optimizaciones que IPv6 Movil proporcidiega de estas piezas que faltan
es el soporte de optimizacion de rutas.

En esta Tesis proponemos una arquitectura — consistente @njunto de mecanismos
— para habilitar la optimizacion de rutas en redes modéeforma dptima, con las siguientes
caracteristicas:

Desplegabilidad.La arquitectura propuesta proporciona soporte a nodosidsgga
no requiere de ningin cambio en el funcionamiento de mngido, salvo el router
movil.

Universalidad. Los mecanismos propuestos soportan la optimizacion deolasi-
nicaciones de cualquier tipo de nodo conectado a la redinietlos Locales Fijos
y Nodos Maoviles Visitantes. La optimizacion de rutas pewafiguraciones anidadas
también es soportada.

Seguridad. Las soluciones disefiadas proporcionan un nivel de seglsinilar a la
Internet IPv4 actual, mediante la reutilizacion de algunonceptos de seguridad de
IPv6 Movil, el uso de criptografia de clave plblica y Qiceones Criptograficamente
Generadas (CGAs, Cryptographically Generated Addred3ag) aquellos escenarios
en los que se requiere un nivel de seguridad mayor, se hangstmpy analizado
alternativas basadas en la delegacion segura de los dsréelsenalizacion.
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Escalabilidad. Dado que los recursos requeridos por los mecanismos ptoples-
cen linealmente con el nUmero de optimizaciones realizaldaarquitectura escala
bien con el nimero de usuarios.

Soporte de optimizacon vehicular. La arquitectura propuesta proporciona meca-
nismos especificos que mejoran alin mas el rendimients@narios vehiculares,
habilitando que los vehiculos que sean capaces de formatedrad-hoc multi-salto
puedan comunicarse directamente a través de la VANET aread

La arquitectura de optimizacion de rutas propuesta calestdos mecanismos. El pri-
mero de ellos es una solucion genérica, llamsdRON: Mobile IPv6 Route Optimisation
for NEMO. MIRON hace posible la comunicacion directa entre un nceltaded movil —
soportando cualquier tipo de nodo, con y sin soporte de idadil- y cualquier otro nodo
en Internet. Para lograr esto, MIRON tiene dos modos dedaaaniento: uno en el que el
router movil realiza todas las tareas de optimizacionuasren nombre de los nodos que
no tienen capacidades de movilidad, y un modo adicionagdmen PANA y DHCP, que
posibilita que los nodos con soporte de movilidad (p.e.nmos moviles que estén visitan-
do la red movil) y los routers méviles (redes moviles anias) puedan gestionar su propia
optimizacion de rutas.

El segundo mecanismo ha sido diseflado especificamerdelpantorno vehicular. Se
espera que las comunicaciones vehiculares adquieran anargportancia en un futuro
cercano. Un primer paso para resolver el problema de las moauiones vehiculares es
la provision de conectividad con Internet. Muy probablatae los coches dispondran de
dispositivos especializados (los routers méviles) paspgqrcionar conectividad al resto de
dispositivos en el coche, es decir, el coche contendraedhabvil. Por esta razon, hemos
propuesto la aplicacion de soluciones de movilidad desredesste tipo de escenario. El pro-
tocolo de Soporte Basico de Movilidad de Redes es la opuiés directa. Las limitaciones
en rendimiento de este escenario pueden solventarselpacia mediante la aplicacion de
una soluciébn genérica de optimizacion de rutas como MNRO

Ademas del acceso a Internet, existen algunas aplicacmumeeinvolucran una comuni-
cacion inter-vehicular. Esta clase de escenario puedartsope mediante la aplicacion de
soluciones de movilidad de redes, de forma que los cochesnsenican entre si pasando
por la infraestructura fija, pero en ese caso, cuando loswels” estan lo suficientemente
cerca, una optimizacion mas es posible, consistenteranmicarse directamente utilizando
una red ad-hoc. De esta forma, se consigue un ancho de bagdequa el obtenido cuando
se atraviesa la infraestructura. Tipicamente, esto s&nta acluso si se utiliza una solucion
de optimizacibn de rutas genérica para la comunicacife ajraviesa la Internet fija. La
razbn es que, aunque el nimero de saltos intermedios paedemilar, la comunicacion
con la infraestructura utilizara tipicamente una teogt@ con un ancho de banda menor
(por ejemplo, UMTS) que la red ad-hoc (por ejemplo, WLAN).efxths, probablemente
sera mas barato utilizar la ruta ad-hoc. EI mecanismoyastp en esta Tesis, llamado
VARON: Vehicular Ad-hoc Route Optimisation for NEM&@nsiste en una combinacion
segura de los conceptos de movilidad de redes y ad-hoc p&mizgy comunicaciones
locales entre vehiculos.
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El rendimiento de los dos mecanismaos propuestos ha sidiadalivia:

= Experimentos con una implementacion en Linux (MIRON).

= Simulaciones con la herramienta OPNET (VARON).

Tanto las simulaciones como los resultados experiment@iesnostrado que las solu-
ciones disefiadas proporcionan un considerable incrensatire el rendimiento ofrecido
por el protocolo de Soporte Basico de Movilidad de Redespgncionando un soporte de
optimizacion de rutas real en escenarios genéricos gulsnes.






Chapter 8

Future work

This chapter presents some research topics that are itl apd that we consider of
interest within the field of Route Optimisation in IPv6 heigeneous networks.

8.1. Route Optimisation flow decision

MIRON and VARON require an additional mechanism to make thesion whether to
perform Route Optimisation for a certain flow or not. How tHiscision is taken is very
relevant for the scalability of the solution, especiallylarge mobile networks.

The algorithms and heuristics designed to take this detisiay even benefit from feed-
back of the Mobile Router’s current load and take into actaser or administrative pref-
erences. The same algorithms can be applied (maybe withr miadifications) to the host
mobility scenario (Mobile IPv6).

8.2. Handover latency optimisation

Due to the PANA and DHCPv6 signalling, MIRON takes longer tosh its handover
than in NEMO Basic Support. Similarly to the case of Mobilg6PR- where the Route Opti-
misation support also increases the raw handover latendgremmobility solutions such as
Fast Handovers for Mobile IPv6 [Koo05], should be desigaddpted to MIRON to allevi-
ate the increase in the handover delay [BSM]. The designed mechanism should support
nested configurations, since this is the worst case scedaeido the amount of signalling
that has to be generated and the number of entities involved.

8.3. MNN visibility in visited networks

It is worth looking into the issues and tradeoffs involvedrniaking network movement
visible to some mobile network nodes, by making theEMO aware This would allow
several nodes to manage their own Route Optimisation (im#asi fashion that MIRON
enables VMNSs to manage their mobility). Actually, this igrantly being discussed within
the IETF NEMO WG and it seems that this approach would be egglas a possible mech-
anism to provide Route Optimisation in several deploymeanarios. PANA may be a good
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candidate to enable some nodes to be aware of the movemésetioétwork (in fact, several
parts of MIRON can be considered as a first step within thisaeh line).

8.4. HIP-based Route Optimisation

Currently, the IP address play both the role of the identdied the locator in a com-
munication. Although, mapping both concepts into a singlme (the IP address), provides
some benefits (e.g., the mapping is direct and thereforaeedtalso brings some intrin-
sic problems, such as those related to mobility and multihgmThere have been several
authors proposing to break this union [Chi99], and there aldsts some particular proto-
cols and solutions doing that, such as HIP (Host Identitydea) [MNO5], [MNJHO06] and
CGAs (Cryptographically Generated Addresses) [MCO02],rpi.

Given the increasing importance of HIP, it is interestingexplore approaches that en-
able Network Mobility and Route Optimisation in HIP-basedhétectures [Y1i05].
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Trabajos futuros

Este capitulo presenta algunos temas de investigaciériagiavia estan abiertos y que
consideramos de interés dentro del campo de la optinizad€ rutas en entornos IPv6
heterogéneos.

8.1. Decisbn de optimizacbn de ruta para un flujo

MIRON y VARON requieren de un mecanismo adicional para toaaecision sobre si
se debe realizar una optimizacion de ruta para un detedmifhgo o no. Como se toma esta
decision es muy relevante de cara a la escalabilidad dduei@o, especialmente en redes
moviles grandes.

Los algoritmos y heuristicos que se disefien para tomamdesision deben obtener rea-
limentacion acerca de la carga actual del router movilngiteen cuenta preferencias del
usuario o del administrador del sitio. Los mismos algorgmae se desarrollen para el ca-
so de optimizacion de rutas para redes moviles podraamieados (quizas con pequefios
cambios) al escenario de movilidad de terminal (IPv6 Movil

8.2. Optimizacion de la latencia de traspaso

Debido a la sefalizacion PANA y DHCP necesaria, MIRON sitaede mas tiempo
para completar un traspaso que el protocolo de Soported@ési Movilidad de Redes. De
manera analoga al caso de IPv6 movil — donde el soporteptimipacion de rutas tam-
bién incrementa la latencia de un traspaso — solucionesict®-movilidad como Tras-
pasos Rapidos para IPv6 Movil (FMIPv6, Fast HandoverdMobile IPv6 [Koo05]), de-
ben ser disefiados/adaptados a MIRON para aliviar el irem@men el tiempo de hando-
ver [BSM'05]. Los mecanismos que se disefien deben soportar cowmfignea anidadas,
ya que este es el peor escenario debido a la carga de seitaligaie se genera y al nUmero
de entidades involucradas.
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8.3. Visibilidad de la red visitada en el MNN

Merece la pena estudiar los problemas y ventajas que cartibaer la movilidad visible
a algunos Nodos de Red Movil, convirtiendolos en nattwsscientes de la movilidad de la
red. Esto permitiria que algunos nodos pudieran gestionaruigoptimizacion de rutas
(de una forma similar a como MIRON permite que lo hagan los \dYINDe hecho, esto
esta siendo actualmente discutido en el grupo NEMO del EpBrece que este enfoque
sera explorado como posible mecanismo para proporcigiamiaacion de rutas en ciertos
casos de uso. PANA puede ser un buen candidato para perogtaiertos nodos sean cons-
cientes de la movilidad de la red (de hecho, algunas partbiR@N pueden considerarse
como un primer paso en esta linea de investigacion).

8.4. Optimizacidon de rutas basada en HIP

Actualmente, la direccion IP juega el rol de identificadoelyde localizador en una
comunicacion simultaneamente. Aunque el mapeo de amimggptos en un Gnico nombre
(la direccion IP) proporciona algunas ventajas (p.eraditccion entre uno y otro es directa
y por lo tanto segura), también origina algunos problem&$nsecos, como todos los re-
lacionados con movilidad y multihoming. Ha habido algunowees proponiendo romper
esta union [Chi99], y también existe ciertos protocolosojuciones que lo hacen, como
HIP (Host Identity Protocol) [MNO5], [MNJHO06] y las CGAs (gutographically Generated
Addresses) [MCO02], [Aur05].

Dada la incipiente importancia del protocolo HIP, resutiiziesante explorar solucio-
nes que permitan soportar la movilidad de redes y propaacioptimizacion de rutas en
arquitecturas basadas en la utilizacion de HIP [YI1i05].
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Appendix A

Network Authentication and Access
Control: A brief introduction to
PANA

Nowadays, most of the public wireless access networks dejolme authentication and
access control mechanisms in order to avoid unauthorisedt€lgaining access to the net-
work. Nevertheless, these mechanisms are either limitegdoific access media technolo-
gies (e.g., 802.1X for IEEE 802 links) or based on proprietiutions (e.g., web access-
based authentication methods) [YO®5]. This fact, together with the expectation that
future mobile devices will have several access technasotpiegain network connectivity,
triggered the creation of a new working group within the IEG&lled PANA (Protocol for
Carrying Authentication for Network Access), aimed at tiefirdtion and specification of a
standard network-layer solution for authenticating dbdior network access. This appendix
briefly introduces the PANA protocol and its basic operation

The PANA protocol [FOP06], [JLO06] is designed to facilitate authentication and
authorisation of clients in access networks. Basicallys i link-layer agnostic network
access authentication protocol — encapsulating Extengibthentication Protocol (EAP)
[ABV T04] authentication methods — that runs between an entitie¢(cRANA Client, PaC)
in a node that wants to gain access to the network and an agdiet PANA Authentication
Agent, PAA) in a server on the network side [JE@6]. PANA is responsible for enabling the
authentication process between these two entities, baifutst a part of the overall process
of Authentication, Authorisation and Accounting (AAA) aadcess control. The complete
picture, with AAA and access control functions, comprisas fentities (Figure A.1):

= PANA Client (PaC)Entity residing in the node that requests network accedsran
plements the client part of the PANA protocol.

= PANA Authentication Agent (PAAENtity implementing the server part of the PANA
protocol that interacts with the PaCs for authenticating amthorising them to access
the network. The PAA consults the Authentication Server)(&Sorder to verify
the credentials and rights of a PaC and also updates thesamoesol state, such as
filters, in the Enforcement Points (EPs) in the network. TAA& Rsually resides in
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Figure A.1: PANA functional model overview. Some entitiende also collocated on a
same physical node.

the Network Access Server (NAS) node, but it can be hostedyimade that is in the
same subnet (within 1-hop distance) as the PaC.

= Authentication Server (AS$erver-side entity in charge of verifying the credentéls
a PaC requesting access (sent by the PAA on behalf of the PaCs)

= Enforcement Point (EREntity implementing the access control function by allogyi
access to authorised clients and preventing access framsoth

PANA is a UDP-based protocol [FO®6], consisting of a series of requests and re-
sponses. Each message can carry zero or more Attribute Raltse(AVPS) as payload. The
main payload of PANA is EAP, which is responsible for perforghauthentication (PANA
just helps the PaC and PAA establish an EAP session). Messagesent between PaC and
PAA as part of a PANA session, that consists of five differdrdges:

1. Discovery and handshake pha3éis phase starts the PANA session. The PaC discov-
ers the PAA(S) by either explicitly soliciting advertisem®to the PAA(S) or receiving
unsolicited advertisements. The PaC’s answer, sent ironsgpto an advertisement,
starts a new session.

2. Authentication and authorisation phaseAP execution between the PAA and PaC,
by carrying an EAP method inside the EAP payload.

3. Access phaself the authentication and authorisation phase is succedbiel host
gains access to the network and can send and receive IPafitathrough the EP(s).

4. Re-authentication phas&his phase is usually initiated by the PAA before the session
lifetime expires (carrying EAP to perform authenticatioalthough this phase may be
triggered by either the PaC or PAA regardless of the sesgaimie.

5. Termination phaseThe PaC or the PAA may choose to discontinue the accessservic
at any time, by sending an explicit disconnect message.
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VARON protocol message format

B.1. Introduction

This appendix provides a detailed description of the VARObtqrol message format.
VARON messages are encapsulated in UQ# participants should agree on a port number
if no well-known port number is assigned). All VARON messag¢ions are 64-bit aligned.

Next sections describes each of the messages options dbfirtieed VARON protocol.

B.2. Care-of Route Test Init (CoRTI)

This message option is sent (encapsulated in a UDP databyetim originator MR. The
source IP address of the UDP packet is set to the originatos MBA and the destination
IP address is set to tHmk-local All Routersmulticast IPv6 address (FF02:0:0:0:0:0:0:2)
[HDOG6]. The TTL of the packet is set tdARONC_CORTI _TTL_MAX (default value: 10).
This option has the format shown in Figure B.1. Next, a briegatiption of each option
field is provided:

= Type:8-bit selector. It identifies the CoRTI option.

= Reserved8-bit field reserved for future use. The value must be indigl to zero by
the sender, and must be ignored by the receiver.

= Nonce:32-bit field which contains the Nond€ 4 issued by the originator MR.

= Originator HoA: The Home Address (128-bit) of the originator Mobile Routiaf
is, the sender MR that wants to set-up a Care-of Route tovthedsrget HoA). This
address must be a unicast routable address.

= Target HoOA:The Home Address (128-bit) of the target Mobile Router (ikathe
destination to which it is wanted to set-up a Care-of Rould)is address must be a
unicast routable address.

1UDP was chosen so the protocol is IPv4 compatible, in cas®ahdolution was needed.
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Type | Reserved | Care-of Nonce index
Nonce

Originator
HoA

Target
HoA

CGA option (originator MR)

RSA Signature option (originator MR)

Care-of Init
cookie
Care-of Keygen token
token

Figure B.1: CoRTI message option (sent by the originator kbRhat.

= CGA option (originator MR)A variable length field containing the CGA option data
structure (as defined in Section 5.1 of RFC 3971 [AKZNO5], exetuded below - see
Figure B.3 - for convenience) of the originator HoOA.

= RSA Signature option (originator MR} variable length field containing the RSA
Signature option (as defined in Section 5.2 of RFC 3971 [AKZN@nd included
below - see Figure B.5 - for convenience).

= Care-of Nonce index16-bit field which contains the nonce used by the originat& M
to generate the Care-of Keygen token. This field will be edhmack by the target MR
to the originator MR in a subsequent Mobile Network Prefixdding Update.

= Care-of Init cookie: 64-bit field which contains a random value, the Care-of Init
cookie.

= Care-of Keygen tokerthis field contains the 64 bit Care-of Keygen token used in the
Care-of Route authentication signalling.

A CoRTI message forwarded by an intermediate MR has a sligtifferent format,
since the forwarder MR adds its CGA information and sigratdthe format of this option
is shown in Figure B.2.
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Type | Reserved | Care-of Nonce index
Nonce

Originator
HoA

Target
HoA

CGA option (originator MR)

RSA Signature option (originator MR)

CGA option (forwarder MR)

RSA Signature option (forwarder MR)

Care-of Init
cookie
Care-of Keygen token
token

Figure B.2: CoRTI message option (forwarded by an interatedi1R) format.

B.3. CGA option

The CGA option allows the verification of the sender's CGAeTarmat of the CGA
option (Section 5.1 of RFC 3971 [AKZNO5]) is described next:

= Type:11

= Length: The length of the option (including the Type, Length, PaddtBnReserved,
CGA Parameters, and Padding fields) in units of 8 octets.

= Pad Length: The number of padding octets beyond the end of the CGA Paeasnet
field but within the length specified by the Length field. Paddbctets must be set to
zero by senders and ignored by receivers.

= ReservedAn 8-bit field reserved for future use. The value must beahiged to zero
by the sender and must be ignored by the receiver.
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Type \ Length | Padlength | Reserved

CGA Parameters

Padding

Figure B.3: CGA option format.

s CGA ParametersA variable-length field containing the CGA Parameters datacs

ture described in Section 3 of [Aur05] (and included belowdonvenience).

RFC 3971 [AKZNO5] requires that if both the CGA option and R8A Signature
option are present, then the public key found from the CGAaRaters field in the
CGA option must be that referred by the Key Hash field in the FSgfaature option.
Packets received with two different keys must be silentbcdided. Note that a future
extension may provide a mechanism allowing the owner of ainesd and the signer
to be different parties.

Padding: A variable-length field making the option length a multipfeBpcontaining
as many octets as specified in the Pad Length field.

B.4. CGA parameters

Each CGA is associated with a CGA Parameters data struethreh has the following

format (specified in Section 3 of RFC 3972 [Aur05] and incldithere for convenience):

= Modifier: This field contains a 128-bit unsigned integer, which can g \&alue.

The modifier is used during CGA generation to implement thehlextension and to
enhance privacy by adding randomness to the address.

Subnet Prefix:This field contains the 64-bit subnet prefix of the CGA (thattle
Mobile Network Prefix when VARON is used).

Collision Count: This is an eight-bit unsigned integer that must be 0, 1, orBe T
collision count is incremented during CGA generation tooker from an address
collision detected by Duplicate Address Detection (DAD).

Public Key: This is a variable-length field containing the public key loé taddress
owner. The public key must be formatted as a DER-encoded AStucture of the
type SubjectPublicKeylnfo, defined in the Internet X.50@iGieate profile [HFPS02].
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Modifier

Subnet Prefix

Collision Count\

Public Key

Extension Fields

Figure B.4: CGA parameters format.

VARON should use an RSA public/private key pair. When RSAsisd) the algorithm
identifier must be rsaEncryption, which is 1.2.840.1135491, and the RSA public
key must be formatted by using the RSAPublicKey type as fipddn Section 2.3.1
of RFC 3279 [PHBO02]. The RSA key length should be at least 384 b

Other public key types are undesirable in VARON, as they nesylt in incompati-
bilities between implementations. The length of this fisldéetermined by the ASN.1
encoding.

= Extension FieldsThis is an optional variable-length field that is not usedhmd¢urrent
specification of CGA [Aur05]. Future versions of the CGA dfieation may use
this field for additional data items that need to be includedhe CGA Parameters
data structure. Implementations must ignore the value plianecognised extension
fields.

B.5. RSA Signature option

The format of the RSA Signature option, defined in SectiorobRFC 3971 [AKZNO5],
is shown in Figure B.5 and described next:

s Type:12

= Length: The length of the option (including the Type, Length, ResdrKey Hash,
Digital Signature, and Padding fields) in units of 8 octets.

= ReservedA 16-bit field reserved for future use. The value must beah#ed to zero
by the sender, and must be ignored by the receiver.



168

Chapter B. VARON protocol message format

Type | Length | Reserved

Key Hash

Digital Signature

Padding

Figure B.5: RSA Signature option format.

s Key Hash: A 128-bit field containing the most significant (leftmost)8LRBits of a

SHA-1 hash of the public key used for constructing the sigmeat The SHA-1 hash

is taken over the presentation used in the Public Key fielhef@GGA Parameters
data structure carried in the CGA option. Its purpose is soeiate the signature to a
particular key known by the receiver. Such a key can eithestded in the certificate

cache of the receiver or be received in the CGA option in theesaessage.

Digital Signature: A variable-length field containing a PKCS#1 v1.5 signatem-
structed by using the sender’s private key over the follgngaquence of octets:

1. The 8-bit Type and 8-bit Reserved fields from the VARON rages(the 16-bit
Care-of Nonce index is set to zero for this computation).

2. The 32-bit Nonce fields from the VARON message.

3. The 128-bit Source Address (that is, the Home Addresseo$éimder MR) field
from the IP header.

4. The 128-bit Destination Address field from the IP header.
5. The variable-length CGA option.

6. If the message is forwarded by an intermediate MR, therC@&@A option and
RSA signature of the originator MR.

The signature value is computed with the RSASSA-PKCSbBalgorithm and SHA-
1 hash, as defined in [Lab02].

This field starts after the Key Hash field. The length of theifalgSignature field is
determined by the length of the RSA Signature option mineséhgth of the other
fields (including the variable length Padding field).
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Type | Reserved | Care-of Nonce index
Nonce

Originator
HoA

Target
HoA

CGA option (target MR)

RSA Signature option (target MR)

Care-of Init
cookie
Care-of Keygen token
token

Figure B.6: CORT message option (sent by the originator NRN&t.

= Padding: This variable-length field contains padding, as many byteg las remain
after the end of the signature.

B.6. Care-of Route Test (CoRT)

This message option is sent by the target MR in response toRT IQoessage. The
source IP address of the UDP packet containing this opticetiso the target MR’s HOA
and the destination IP address is set to the originator MRA.H his option has the format
shown in Figure B.6. The option fields are analogous to thes amgduded in the CoRTI
message (in this case the nonce value is a copy of the noreigaeédn the CoRTI message,
Ny).

As in the CoRTI case, the format of a CORT message forwardethbigtermediate MR
is slightly different, since the forwarder MR has to add is&Ainformation and signature.
The format of this option is shown in Figure B.7.

B.7. Home Route Test (HORT)

This message option is sent by the target MR, routed thronghntrastructure. The
source and destination IP addresses of the UDP packet rogutlyis option are set to the
respective MRs’ HoAs. This option has the format shown inuFégB.8. Next, a brief
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Type | Reserved | Care-of Nonce index
Nonce

Originator
HoA

Target
HoA

CGA option (target MR)

RSA Signature option (target MR)

CGA option (forwarder MR)

RSA Signature option (forwarder MR)

Care-of Init
cookie
Care-of Keygen token
token

Figure B.7: CoRT message option (forwarded by an intermeditR) format.

description of each field is provided:

Type: 8-bit selector. It identifies the HORT option.

Reserved 124-bit field reserved for future use. The value must be lista to zero
by the sender, and must be ignored by the receiver.

Home Nonce indexi6-bit field which contains the nonce used by the sender MR to
generate the Home-of Keygen token. This field will be echcaaklby the recipient
MR in a subsequent Mobile Network Prefix Binding Update.

Reserved 216-bit field reserved for future use. The value must be iisga to zero
by the sender, and must be ignored by the receiver.

Home Init cookie:64-bit field which contains a random value, the Home Init éeok

Home Keygen tokerThis field contains the 64 bit Home Keygen token used in Care-
of Route authentication signalling.
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Type \ Reserved 1
Home Nonce index \ Reserved 2
Home Init
cookie
Home Keygen token
token

Figure B.8: HORT message option format.

Type \ Reserved 1
Home Nonce index \ Care-of Nonce index
Authenticator
Reserved 2

Figure B.9: MNPBU message option format.

B.8. Mobile Network Prefix Binding Update (MNPBU)

This message option is sent by the MR to set-up a Care-of Route recipient MR.
The source and destination IP addresses of the UDP packsétare the respective MRS’
HoAs. This option has the format shown in Figure B.9. All thition fields but the last one
have been already described:

= Authenticator:96-bit field which contains thauthenticatordata calculated as defined
in Section 6.2.7 of RFC 3775 [JPAO4]:

Mobility Data = sender M R's HoA | recipient MR's HoA
Authenticator = First (96, HM ACsga1 (Kpm, Mobility Data))

B.9. Home Address Advertisement (HOAA)

This message option is periodically sent by every MR. ThewolP address of the UDP
packet is set to the sender MR’s HOA and the destination IPPeadds set to thénk-local
All Routersmulticast IPv6 address (FF02:0:0:0:0:0:0:2) [HDO06]. TheLTof the packet is
set toVARONC HOAA TTL_MAX (default value: 10). This option has the format shown in
Figure B.10. Next, a brief description of each field is predd

= Type:8-bit selector. It identifies the HOAA option.

= Reserved8-bit field reserved for future use. The value must be ind&l to zero by
the sender, and must be ignored by the receiver.
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Type | Reserved | Lifetime
Nonce

Home
Address

Figure B.10: HOAA message option format.

Lifetime: 16-bit unsigned integer. The lifetime associated with themid Address
advertisement contained in this option in units of secofid® maximum value cor-
responds to 18.2 hours. A value of 0 must not be used.

Home AddressThe Home Address (128-bit) of the sender Mobile Router (fradmch
the MNP of the sender MR may be inferred). This address muaturgcast routable
address and it must be the same than the source address Bffihelet that contains
this option.

Nonce: 32-bit field which contains a nonce issued by the sender MRntquely
identify a HOAA coming from a MR and, in this way, avoid the pessing of already
received HOAA messages.

B.10. Care-of Route Error (CoRE)

This message option is sent by an intermediate MR when ddteatta route fronSource
HoA to Destination HoAis broken. The source IP address of the UDP packet is set to the
sender MR’s HoA and the destination IP address is set itshheig towardsSource HoA
This option has the format shown in Figure B.11. Next, a kaiescription of each field is
provided:

Type: 8-bit selector. It identifies the CoORE option.

Reserved24-bit field reserved for future use. The value must be isga to zero by
the sender, and must be ignored by the receiver.

Nonce:32-bit field which contains the Nond€. issued by the sender MR. Itis meant
for ensuring the CORE message freshness.

Source HoOAThe Home Address (128-bit) of the source end of the routashmioken.

Destination HOAThe Home Address (128-bit) of the destination end of theerthet
is broken.

CGA option (sender MR)A variable length field containing the CGA option data
structure (as defined in Section 5.1 of RFC 3971 [AKZNO5])haf sender MR.
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Type \ Reserved
Nonce

Source
HoA

Destination
HoA

CGA option (sender MR)

RSA Signature option (sender MR)

Figure B.11: CoRE message option format.

= RSA Signature option (sender ME:variable length field containing the RSA Sig-
nature option (as defined in Section 5.2 of RFC 3971 [AKZNOBis field contains
the signature of the CoRE message.

As in the case of CoRTI and CoRT messages, the format of th&e@mion is slightly
different when the message is forwarded by an intermedid®ealdng the path to Source
MR, since the message includes also the sighature of the MiRafding the message (see
Figure B.12).
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Type \ Reserved
Nonce

Source
HoA

Destination
HoA

CGA option (sender MR)

RSA Signature option (sender MR)

CGA option (forwarder MR)

RSA Signature option (forwarder MR)

Figure B.12: CoRE message option (forwarded by an interatediR along the path)
format.
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Acronyms

AODV Ad hoc On-Demand Distance Vector (AODV) RoufirRBRDO03].

AR

Access Router.

ARAN Authenticated Routing for Ad Hoc Networks [SL@B].

AS

BC

BU

CA
CGA
CN

CoA

CoRE

CoRT

Authentication Server.

Binding Cache.(From [JPA04]) A cache of bindings for other nodes. This each
is maintained by home agents and correspondent nodes. The cantains both
‘carrespondent registration’ entries and ’home regigiratentries.

Binding Update Signalling message defined in Mobile IPv6 [JPA04] (and alsed
in the NEMO Basic Support protocol [DWPTO05]) to convey ldoatinformation.

Certification Authority
Cryptographically Generated Addrepsur05].

Correspondent Nodg(From [ELO6]) Any node that is communicating with one or
more MNNs. A CN could be either located within a fixed networkuithin another
mobile network, and could be either fixed or mobile.

Care-of AddresslP address from the visited network acquired by the Mobiletgo
when the NEMO is away from home, where the routing architecttan deliver
packets without additional mechanisms.

Care-of Route Error.Message defined by VARON to announce to a MR that the
Care-of Route that is using is broken.

Care-of Route TestMessage defined by VARON to reply to a Care-of Route Test
Init (CoRTI) message.

CoRTI Care-of Route Test InitMessage defined by VARON to start the discovery and

CR
DAD

set-up of a Care-of Route.
Correspondent Router.

Duplicate Address Detection.

DHCP Dynamic Host Configuration ProtocfDBV *03].
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ACRONYMS

DoS

Denial-of Service.

DSDV Destination-sequenced distance veadrhoc routing protocol [PB94].

DSR

Dynamic Source Routing (DSR) Protocol for Mobile Ad Hoc Neks[JMHO4].

DSRC Dedicated Short Range Communication.

EP
FA
GNU
GPL

Enforcement Point.
Foreign Agent.
GNU'’s not Unix.

General Public License.

GPRS General Packet Radio Service.

HA

HIP

HOAA

HoORT

IETF
IGW
IRTF
ITS
IVAN
IVC
LFN

LMN

Home AgentSpecial node located in the Home Network of the NEMO that éods
packets addressed to an MNN to the location of the NEMO, bydlimg them
through the MRHA bidirectional tunnel.

Host Identity Protoco[MNO5], [MNJHO06].

Home Address Advertisemenilessage defined by VARON used by the Mobile
Routers to periodically advertise their Home Address withie VANET.

Home Route TestMessage defined by VARON to help checking that a Mobile
Router is actually managing an associated Mobile Netwoekixer

Internet Engineering Task Force.
Internet Gateway.

Internet Research Task Force.
Intelligent Transportation Systems.
Intra-Vehicular Network.
Inter-Vehicular Communication.

Local Fixed NodeA fixed node that belongs to a mobile network and is unable to
change its point of attachment while maintaining ongoingsems. Its address is
taken from an MNP.

Local Mobile NodeA mobile node (MN), assigned to a home link belonging to the
mobile network and which is able to change its point of attiaeht while maintain-
ing ongoing sessions. Its address is taken from an MNP.

MANET Mobile Ad-hoc Network.

MIPv6 Mobile IPvG Protocol defined in [JPA04] to provide terminal mobilitypgort.
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MIRON Mobile IPv6 Route Optimisation for NEM@eneric Route Optimisation mecha-
nism for Network Mobility designed in this PhD thesis.

MNN Mobile Network Node Any host located within a mobile network, either perma-
nently or temporarily.

MNP Mobile Network Prefix.(From [MKO04]) A bit string that consists of some number
of initial bits of an IP address which identifies the entiremi® network within
the Internet topology. All nodes in a mobile network necekshave an address
containing this prefix.

MNPBU Mobile Network Prefix Binding Updat®lessage defined by VARON to update in
a Mobile Router the Care-of Route information of a certainbN®Network Prefix.

MR  Mobile Router.The router within the mobile network that connects to thernmét is
called the Mobile Router (MR).

MRHA Mobile Router - Home Ageitidirectional tunnel.
NAS Network Access Server.

NEMO NEMOcan mean NEtwork MObility or NEtwork that MOves accordinghie con-
text. A Mobile Network is (from [MKO04]) an entire network, naimg as a unit, which
dynamically changes its point of attachment to the Inteamet thus its reachability
in the topology. The mobile network is composed of one or niBreubnets and is
connected to the global Internet via one or more Mobile Rsuf@R). The internal
configuration of the mobile network is assumed to be relgtigeable with respect
to the MR.

OLSR Optimized Link State Routing (OLSR) Protofol03].

Originator MR The Mobile Router that starts a VARON Care-ole discovery and set-up
procedure.

PaC PANA Client.
PAN Personal Area Network.

PANA Protocol for Carrying Authentication for Network Acce$¥otocol designed to fa-
cilitate the authentication and authorisation of clientaccess networks [FOP6].

parent-MR The MR of the parent-NEMO.

parent-NEMO The upstream mobile network providing Intemecess to another mobile
network further down the hierarchy.

RA Router Advertisement.
RO  Route Optimisation.

root-MR The MR of the root-NEMO that connects the nested meahétwork to the fixed
Internet.
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root-NEMO The mobile network at the top of the hierarchy cemrting the aggregated
nested mobile network to the Internet.

SA  Security Association.
sub-MR The MR of the sub-NEMO which is connected to a pareaiid.

sub-NEMO The downstream mobile network attached to anatiudrile network up in the
hierarchy. The sub-NEMO is getting Internet access thrabglparent-NEMO and
does not provide Internet access to the parent-NEMO.

Target MR The Mobile Router to which a Care-of Route is digted and set-up by
VARON.

TLMR Top-Level Mobile RouteSee root-MR.
UMTS Universal Mobile Telecommunications System.
VANET Vehicular Ad-Hoc Network.

VARON Vehicular Ad-hoc Route Optimisation for NEMRoute Optimisation mechanism
suited for vehicular environments designed in this PhDishes

VMN Visiting Mobile Node.A mobile node (MN) assigned to a home link that does not
belong to the mobile network and which is able to change itatpaf attachment
while maintaining ongoing sessions. A VMN that is tempdyaattached to a mobile
subnet (used as a foreign link) obtains an address on thags(ite. the CoA is taken
from an MNP).



