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Abstract—A security pattern describes a particular recurring
security problem that arises in specific contexts, and presents
a well-proven generic solution for it [1]. This paper describes
a generic solution that ensures end-to-end access control for
data generated by wireless sensors and consumed by business
applications, based on a new approach for encryption-based
access control. The existing security mechanism is captured as
Serenity (“System Engineering for Security and Dependability”’)
security patterns that describe a security problem and its solution
in an abstract way. The structured description makes the security
solution better understandable for non-security experts and
helps to disseminate the security knowledge among application
developers.

I. INTRODUCTION

Several standardized methodologies were developed to sup-
port the development of secure systems. Most of these stan-
dards provide comprehensive methodologies for specifying,
implementing and evaluating security of IT products. Unfortu-
nately, security experts are the interpreters of such standards.
The description of these standards in natural language limits
their ability in passing knowledge to novice security users.
The fundamental added value of adopting the security patterns
approach is providing security for non-security experts [1].
Application developers stand at the front line transforming
clients’ requirement specifications into business applications.
The adoption of these business applications are tightly depen-
dent on their compliance to security regulations. Unfortunately,
most of application developers are not experts in security and
thus are incapable of satisfying such exigence.

Security patterns capture security expertise in abstract and con-
crete methodologies. This approach fits well as the candidate
link between security experts and application developers to
encompass business applications with a security shield.

In the WASP project [2], Wireless Sensor Networks (WSNs)
[3] are being integrated with business applications. This
integration raises several security challenges such as con-
fidentiality of sensor data. The WSN integration has then
to be provided together with security solutions. Application
developers in such scenario are not security experts. Therefore,
security patterns help providing security solutions for WSN
applications.

In addition, security solutions related to sensors for non-
experts in this domain define a major challenge for the
adoption of this futuristic vision related to security patterns.
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This paper focuses on capturing a security solution that
provides access control to sensor data based on light-weight
encryption and grant provision [4] as security patterns, follow-
ing the Serenity methodology [5].

Even though there are several ways for implementing the
encryption-based access control to sensor data, our purpose is
to capture the properties and functionalities that are common
to all implementations using security patterns. Therefore, any
particular solution could be derived from the defined pattern.
Furthermore, capturing expertise as a pattern makes security
solutions for a given problem more general. It is easier for
non-security experts to find a suitable solution for a particular
problem by searching into the patterns’ properties.

The remainder of this paper is organized as follows. In
section II, we give an overview Security Patterns. Section III
proposes two scenarios used as example for security pattern’s
approach on WSN applications. We present an overview of the
proposed security solution in section IV. Section V defines
the abstract model used to capture this security solution as
a combination of patterns. Next, section VI describes the
security patterns and integration scheme of the proposed
solution in more detail. Related works are discussed in section
VII and finally in section VIII we conclude and explain future
work.

II. SECURITY PATTERNS OVERVIEW

To accomplish the security patterns’ ‘mission’, a list of

objectives summarized in four fundamental steps [1] has to be
achieved. First, most of the novice security users should un-
derstand how experts approach key security problems. Second,
security experts should be able to identify, name, discuss and
teach both problems and solutions efficiently. Third, problems
should be solved in a structured way. Fourth, dependencies and
side-effects should be identified and considered appropriately.
The connotation of these objectives emerged as appealing for
research studies.
The usual natural language description for security patterns
opens room for different interpretation of solutions provided
and problems described by these patterns. Hence, none of
the previously four objectives of the patterns’ mission can be
achieved.

Following this particular path, Schumacher et al.[6] pre-
sented a set of security patterns for the development process.
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Yoder and Barcalow [7] propose architectural patterns that can
be applied when adding security to an application. Fernandez
and Pan [8] describe patterns for the most common security
models such as Authorization, Role-Based Access Control,
and Multilevel Security. These security patterns had a shy
adoptions in the security field. Indeed their description in
natural language limits their applicability and forbid any
reasoning mechanism.

Serenity EU project through a list of narrow yet complex
studies [5], [9], [10] tackles the security patterns objectives.
One of the essential proposals from Serenity is to provide
novice users the Serenity Security & Dependability pattern
package. This package comprises the expert-proofed security
solutions and fested plug-n-play deployable implementations.

The research interest in security patterns focuses in par-
ticular on capturing solutions for recurring security problems
that arise in specific contexts. One could wonder at which
granularity security problems should be analyzed to be cap-
tured in a Pattern? There is no clear answer in the literature
rather, as long as ’smaller’ security problems can be isolated
and efficiently solved separately, they suit better as isolated
patterns. Usually a complex security solution is not captured
in one stand-alone pattern, in order to cover the generality
aspect of the abstract solution.

To have an intuitive description for the solution proposed
in this paper, we adopt the Serenity approach using three
artefacts. In Serenity the description of these artefacts en-
able selection, adaptation, usage and monitoring at runtime
by automated means. The hierarchy is composed by three
artefacts, Security Classes, Security Patterns, and Security
Implementations. Although this paper emphasized the use
of Security Pattern artefact, [11] presents an intuitive and
extensive description of them all.

In Serenity, security patterns are detailed descriptions of
abstract security solutions that contain all the information nec-
essary for the selection, instantiation and adaptation performed
on them. Such descriptions provide a precise foundation for
the informed use of the solution and enhance the trust in the
model.

An integration scheme (IS) is an additional artefact defining
the combination of security patterns. Since complex solutions
rely on the use of several patterns, they have to be defined
as Integration Schemes. In the IS, the relations among the
patterns are established in order to describe a complex security
solution.

In a nutshell, to capture our expertise, we describe security
patterns providing simple tasks which could be used in differ-
ent other security solutions and we depict an IS merging these
simple tasks and describing the full security solution.

This paper relies on the Serenity representation of security
patterns [12] to transfer the first three objectives of security
patterns for the Encryption-Based Access Control to Sensor
Data to non-security experts. The most important parts of a
security pattern description are in the following:

« Problem/requirements and context: The problem is the

vulnerable part in an asset that can also be described as re-
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quirements which need to be solved. The context defines
the recurring situation where the problem/requirement
can occur.

Solution: The solution is defined as a mechanism that is
used to resolve the corresponding requirement/problem.
It defines the sequential flow of operations in solving the
security problem.

Pre-Conditions: They indicate assumptions and restric-
tions related to the deployment of the pattern. Before
applying a pattern, users or applications in some cases
should check the satisfyability of these pre-conditions.
Obviously, pre-conditions are elements used during the
selection of suitable patterns for a particular problem.
Properties: They describe which security elements the
pattern is providing. This is the basic element used to
discriminate whether a pattern is useful for a security
problem or not.

Features: They are additional characteristics to the pat-
terns’ properties. They are additional criteria in selecting
the suitable patterns.

Consequences: They are the effects of the compromise
resulting from the application of the pattern’s solution.
In particular cases, using security patterns implies an
increase in cost (economic, more complex mechanisms,
etc).

III. SCENARIOS

In order to illustrate the definition of security patterns, we
introduce two scenarios describing the integration of WSN
within business application. Additionally, we identify a few
security requirements of business applications closely related
to confidentiality of sensor data.

The ability to monitor and control physical environments
(e.g. building, battlefield or body) makes Wireless Sensor Net-
works very attractive to business application. From military to
traffic control, including healthcare, a lot of different business
application domains have a strong interest in WSN [3]. We
can illustrate the integration of WSNs with the two following
examples:

+ Remote Patient Monitoring: A patient is monitored
remotely at home after surgery. Several physiological
information such as pulse, body temperature are measured
from a set of wearable sensor nodes, or Body Sen-
sor Network. In addition, ambient sensor nodes acquire
ambient temperature, patient activities, or her position.
This information is delivered to a Medical Emergency
Response Center (MERC), 24 hours per day. In case of
any irregularities in patient health condition, an alert is
triggered to the MERC which contacts a physician for a
home visit.

Energy Consumption Monitoring: It is motivated by
the energy consumption optimization within a building.
Such monitoring application allows the detection of en-
ergy loss (e.g. electricity, heat) and support building
administrator with large amount source of information for
further optimization. In this scenario, an ambient sensor
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network is deployed within a building and monitor light,
temperature, humidity, room presence etc.

These scenarios introduce several technical challenges re-
lated to the integration of WSN into existing business appli-
cation (e.g. data routing from the sensor nodes to the business
applications, data processing, filtering). In addition, business
application raise many security requirements when it comes
to the integration with WSNs. In the WASP project [2], we
identified security requirements for three business domains
(healthcare, road management and herd control). Each busi-
ness application has its own specific security requirements.
Although, security requirements are tightly related to the
business application, end-to-end confidentiality of sensor data
is generally required by business application. The security
goal is to prevent disclosure of any sensitive information (e.g.
patient location) to unauthorized entities.

IV. SOLUTION DESCRIPTION

In [4], the authors propose a novel approach for access con-
trol for wireless sensor data, based on an end-to-end symmetric
encryption of data from sensor node to business application.
This encryption-based access control scheme restricts sensor
data access to only authorized business applications.

This approach is a hybrid approach, relying to active con-
tributions of the nodes (distributed approach) but maintain-
ing most of the intelligence of the system in a centralized
entity. The key intuition is to use light-weight cryptography
to achieve access control: if sensor data is encrypted, only
the owner of the decryption key can access the data. The
scheme allows the generation of hierarchical, time-bounded
cryptographic keys. Sensor nodes just have to perform simple
encryption operations to enforce data access control, regardless
of who the listeners are. A central authority is in charge of
delivering keys to applications according to the access control
policy.

First, a classification of sensor data is established, based on
their level of sensitivity, or authorization level. Data whose
disclosure does not arise high privacy issues is mapped to low
authorization levels. Similarly, highly sensitive data will be
mapped to high authorization levels. The resulting mapping
expresses the security preferences of an Access Control
Module (ACM) and defines the access control policy.

Each authorization class is then mapped to a cryptographic
material. Sensor data associated to the same class is en-
crypted with the same cryptographic material. In addition,
and following the hierarchical organisation of the sensor data
classification, this material allows to encrypt any lower class
of sensor data.

The ACM is then in charge of (i) the distribution of the
cryptographic material to the nodes, and (ii) to the business ap-
plications. Based on the Credentials of business applications,
the ACM assesses their authorization classes and provides
them with decryption material. Business applications receive
Grant which allows them to decrypt sensor data from a certain
authorization class, and lower.
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V. CONCEPTUAL MODEL

“A picture is worth a thousand words”, toward providing
complex security solutions to software developers, we start
by capturing it with an abstract model. Figure 1 depicts the
Encryption-Based Access Control to Sensor Data conceptual
model highlighting input, output and entities specific for the
understanding of this solution. As shown in the abstract model,
the proposed solution is clearly divided in different related
tasks performed by different entities.

The input for our model is any sensor measurement including:
physical medium measures (e.g. temperature, humidity, etc),
sensor’s parameters (e.g. sensor’s battery value), etc. This
value is translated into digital data and encrypted within the
sensors which apply the Sensor Encryption task. Encrypted
data are retrieved by the users' who want to obtain the confi-
dential information. In order to get that information, they need
to apply the Data Decryption task. It produces the output for
our model; the decrypted data or clear information. However,
before decrypting the data some grant provision from the
Access Control Module (ACM) is required. Therefore, the
ACM uses the Grant-Based Access Control task in order to
provide the grant based on credentials received from the users.

In our abstract model for the Encryption-Based Access
Control to Sensor Data we distinguish tasks based on the
security requirements they are able to satisfy as isolated
solutions. Therefore, each one of these tasks can be captured
as a security pattern.

Actually, the result of a well synchronized sequential combina-
tion of those separate solutions provides the Encryption-Based
Access Control to Sensor Data solution and it is described
using an integration scheme.

In the next section, we provide an ‘intuitive’ description of
each of these separate solutions carrying out one of the four
basic security patterns objectives: transferring knowledge from
security experts to software developers.

I'The term user is used in this paper including different roles. A user could
be: a person, a hardware device, an application, etc.
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VI. SECURITY PATTERNS AND INTEGRATION SCHEME

Following our abstract model, we identified the following
three security patterns: Sensor Encryption, Data Decryption
and Grant-Based Access Control. The integration scheme that
describes our security solution entirely is named Encryption-
Based Access Control to Sensor Data. In this section, each
of them are defined in detail.

A. Sensor Encryption Pattern

Problem/requirements and context: Only legitimate users
should get access to sensor data. WSN applications require
confidentiality of sensor data. For instance, in the remote
patient monitoring scenario introduced in section III, patient
data are very sensitive and only authorized users like doctors
or nurses should have access to that information.

Since sensors are usually simple and low power devices, they
cannot apply complex security solutions. A suitable solution
is that sensors use a low cost processing encryption function.
Solution: The Sensor Encryption Pattern provides a low cost
encryption functionality and defines the following operations:

« generateKey: The input for this function is defined as a
list of parameters, because each particular implementation
could use a different number and type of parameters. The
output is the encryption key.

« encryptData: This function provides the encrypted data.
The input for this function are the clear data and the
encryption key. The output is the encrypted data.

« sendEncryptedData: This function sends the encrypted
data. It takes as input parameter the encrypted data
and the output is a boolean flag which indicates if the
operation was successful.

Pre-Conditions:

o The sensors must have enough processing capacity (e.g.
memory, CPU, battery) to apply the encryption function.

o Sensors are able to get the information to generate the
key (e.g. cryptographic material) by a secure channel.

Properties: Confidentiality (restricted access to information
only to authorized users).

Features: Low cost encryption function.

Consequences: If the Sensor Encryption Pattern is applied,
more resources are needed within the sensors (memory to
store the keys, CPU to compute the key and encrypt the
data,...). Also, message overhead increases when sending the
encrypted data. In addition, more overhead is generated due
to the necessity of distributing and revoking cryptographic
material.

B. Data Decryption Pattern

Problem/requirements and context: Users requesting ac-
cess to encrypted data need to decrypt them. Several ap-
proaches require that users receive some kind of grant to
be able to create a decryption key. Therefore, this pattern is
focusing on data decryption based on grant provision. This
pattern could be applied in many fields, in particular one of
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Pattern: Grant Based Access Contral Pattern

Provided Properties
Property: Access Control
Pattern Features
Feature: Grant-based_access control
Interface
Dperations
Operation: receiveGrantRequast
input credemtials [ |- Text
output result: Boolzan
Operation: computeduthlevel
input credentials [ |- Text
Cutput auth_level: Text
Operation: computeGrant
input auth_level:Taxt
autput grant [ [z Text /74 gront could be o setof cryprogrophical items
Operation: sendGrant
input grant [ - Text
output result: Boolzan
Precanditions
pre-candition Initial definition of access contral palicy is required. It maps i)
cradentials to authorization levels and (i} authorization levels to grants.
pre-condition An  entity applying this pattern must be able to distribute
cryptographical materialto sensors and users.
pre-congdition Communications channels are secure if required.

Fig. 2. Grant-Based Access Control Pattern

them is users accessing sensor data (e.g. remote monitoring
patient scenario).

Solution: This solution comprises the reception of a grant
containing the cryptographic material to generate the suitable
key. The generated key is used to decrypt the data. We propose
the following operations to solve the problem:

« receiveGrant: This function is used to receive a grant.
This grant is defined as a list of parameters which are
used to generate the decryption key. The output is a
boolean which indicates if the reception was successful.
generateKey: This operation generates the decryption
key. It receives as input the grant, which is a set of
parameters and generate as output the key itself.
decryptData: This function decrypts the data, it takes as
inputs the encrypted data and the key and provides the
decrypted data as output.

Pre-conditions:

« Users are able to get the encrypted data.

o Users are able to get the cryptographic material.

o Communications channels should be secure if required.
Properties: Disclosing encrypted data.
Feature: None.
Consequences: More complex devices are needed because
they must implement decryption mechanisms. This pattern
leads to extra communications necessary to communicate
with the ACM for getting the grants.

C. Grant-Based Access Control Pattern (GBAC)

Problem/requirements and context: Many security solu-
tions rely on a central entity which provides cryptographic
material to users based on their credentials. This security solu-
tion enables the establishment of different authorization levels.
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For each authorization level, there exists a grant providing
access to legitimate users based on need-to-know-principle.
For instance, according to section III, the doctor is granted
higher access privilege than the nurses.

This pattern could be applied by a central entity which in the
proposed solution is the ACM.

Solution: After receiving the credentials, the authorization
level of the requester is computed. Based on that level, the
user is granted the suitable cryptographic material to be able
to decrypt the ciphered data.

« receiveGrantRequest: This function receives the creden-
tials provided by a given requester. These credentials are
a list of parameters. This operation takes as input the
credentials and returns as output a boolean flag indicating
if the reception was successful.

« computeAuthLevel: This operation calculates an au-
thorization level based on the received credentials. It
takes as input the credential and provides as output an
authorization level.

« computeGrant: This function computes a grant from
a given authorization level. The input parameter is an
authorization level and the output is a grant.

« sendGrant: This function sends the grant. It takes as
input parameter the grant and returns a boolean value
indicating if the operation was successful.

Pre-Conditions:

o Initial definition of access control policy is required.
It maps (i) credentials to authorization levels and (ii)
authorization levels to grants.

« An entity applying this pattern must be able to distribute
cryptographic material to sensors and users.

« Communications channels are secure if required.

Properties: Access control.

Features: Grant-based access control.

Consequences: Additional messages for grant request and
sending. Processing efforts to evaluate the access control
policies and mapping credentials to authorization levels and
authorization levels to grants.

Eventually, the provided security properties can be compro-
mized. To take accordingly required countermeasures, we need
to supervise the behavior of this pattern. We adopt the work
in [13] that is actually used in the Serenity’s patterns to fulfill
this activity.

Figure 2 is presenting a schematic view of this pattern which
can be also used for the previous defined patterns.

D. Integration Scheme: Encryption-Based Access Control to
Sensor Data

This integration scheme describes the full solution made of
a combination of the defined security patterns. It synchronizes
the operations among the patterns in order to provide the
desired security solution.

The sequence of the IS operations for the proposed solution
are provided in table I.
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TABLE I
IS OPERATIONS

Sensor Encryption Pattern «— SEN_ENC

Data Decryption Pattern «— DATA_DEC

Grant Based Access Control < GBAC

SEN_ENC.generateKey (in:parameters[], out:key);

SEN_ENC.encryptData (in:data, in:key, out:encryptedData);

SEN_ENC.sendEncryptedData(in:encryptedSata, out:sendSuccess);

GBAC .receiveGrantsRequest(in:credentials[], out:receiveSuccess);

If receiveSuccess is True then
GBAC.computeAuthLevel(in:credentials[], out:authLevel);
GBAC.computeGrant(in:authLevel, out:grant[]);
GBAC.sendGrant(in:grant[], out:sendSuccess);

end if

DATA_DEC.receiveGrant(in:grant[], out:receiveGrantSuccess);

If receiveGrantSuccess is True then
DATA_DEC.generateKey(in:grants[], out:key);
DATA_DEC.decryptData(in:encryptedData, in:key, out:data);

end if

The IS contains the security property for the complex
security solution: sensor-to-user end-to-end confidentiality.
In addition, this IS describes its list of components (patterns)
used for providing the complex solution. All the pre-
conditions defined in the embedded patterns have to be
considered before IS can be applied.

VII. RELATED WORK

In the introductory section of this paper, we presented the
reasons for describing our solution with the Serenity’s scheme
for security patterns. Hereafter, we show the alternatives of the
patterns’ approach. Actually, several approaches going from
component-based to multi agent systems have been proposed
for this problem in the literature.

Component-based software engineering covers studies from
the software engineering discipline that accentuate on the need
for the reusability aspect in system engineering. They focus on
dividing well engineered systems into elementary functional
components with well-defined interfaces used for communica-
tion [14], [15], [16]. Several ‘oversimplified’ component-based
security models have been proposed in the literature based on
high level (management-oriented) security mechanisms, like
those based on multi-level security [17], not suitable to our
constraints.

The agent paradigm is conceived for highly distributed
environments required within the fields of IT up to cognitive
science where independent components from different owners
coexist and interact. In [18], using the agent paradigm, the
authors present a methodology that considering the organiza-
tional structures of agent systems, designs the abstract models
of agents in a top-down manner. This method could cope with
simple access control solutions, but with requirements such as
in the context of WSN the efficiency of this paradigm is quite
limited in its description of the details of the security solution.

In [19] the authors presented a security architecture that
system administrators, users, and application developers can
use to compose secure systems. This architecture is designed
to support the dynamic composition of systems and applica-
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tions from individual components, but it lacks flexibility and
is restricted to access control models.

VIII. CONCLUSIONS AND FUTURE WORK

In this paper, we use security patterns for the definition of an
abstract model for encryption-based access control to sensor
data. This security mechanism addresses an increasing demand
regarding secure integration of WSN to business applications.
To that effect, we introduce three security patterns: Sensor
Data Encryption, Data Decryption and Grant-Based Access
Control. We then combine these three security patterns to an
integration scheme in order to capture the Encryption-Based
Access Control.

We will use the security analysis tool presented in [20]
for formally validating our security protocol using Dynamic
Asynchronous Product Automata.

Moreover, we planned three different prototypes to make
the validate new access control scheme exploitable. It actually
shows clearly that the security pattern approach, which we
have chosen to describe an abstract solution, is helpful when
implementing the security scheme.

Our first prototype is implemented in Java and collects
sensor data from the WSN simulator Ptolemy II [21]. The
sensor encryption is part of the Ptolemy II sensor model,
whereas the Access Control Module is being implemented in
Java on SAP Netweaver CE 7.1. Our second implementation
is under development in collaboration with CISCO System
France. We focus on energy consumption monitoring and use
Xbow Micaz 802.15.4 motes with MTS300/310 sensor board
to measure environmental information such as temperature,
light, etc. The nodes run TinyOS and therefore the sensor
encryption pattern is implemented in NesC. The ACM run
on a Xbow NB100 Startgate Netbridge and is implemented in
C. We also plan to implement this scheme within the WASP
project, with Imperial College of London nodes[22] for remote
patient monitoring.

The different implementations validate our approach to
compose the solution out of three different security patterns.
All prototypes use the same implementation for the Data
Decryption pattern which is integrated in business applications
on SAP NetWeaver. The Ptolemy II and WASP implemen-
tation can use the same ACM. The sensor encryption part
has the most variation, related to different node hardware
and operating system. This shows that the Serenity’s approach
helps not only the application programmer to apply security
to his system, it helps also the security expert to define a
structured solution with reusable components based on generic
interfaces.
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